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be updated to reflect any changes to re-
quirements contained in the issued
Certificate of Compliance (CoC).

(b) Each update shall contain all the
changes necessary to reflect informa-
tion and analyses submitted to the
Commission by the certificate holder
or prepared by the certificate holder
pursuant to Commission requirement
since the submission of the original
FSAR or, as appropriate, the last up-
date to the FSAR under this section.
The update shall include the effects!
of:

(1) All changes made in the spent fuel
storage cask design or procedures as
described in the FSAR;

(2) All safety analyses and evalua-
tions performed by the certificate hold-
er either in support of approved CoC
amendments, or in support of conclu-
sions that changes did not require a
CoC amendment in accordance with
§72.48; and

(3) All analyses of new safety issues
performed by or on behalf of the cer-
tificate holder at Commission request.
The information shall be appropriately
located within the updated FSAR.

(c)(1) The update of the FSAR must
be filed in accordance with §72.4. If the
update is filed on paper, then it should
be filed on a page-replacement basis; if
filed electronically, it should be filed
on a full replacement basis. See Guid-
ance for Electronic Submissions to the
Commission at hitip:/www.nrc.gov/site-
help/e-submittals.html.

(2) A paper update filed on a page-re-
placement basis must include a list
that identifies the current pages of the
FSAR following page replacement. If
the update is filed electronically on a
full replacement basis, it must include
a list of changed pages.

(3) Each replacement page shall in-
clude both a change indicator for the
area changed, e.g., a bold line
vertically drawn in the margin adja-
cent to the portion actually changed,
and a page change identification (date
of change or change number or both);

(4) The update shall include:

(i) A certification by a duly author-
ized officer of the certificate holder

1Effects of changes includes appropriate

revisions of descriptions in the FSAR such
that the FSAR (as updated) is complete and
accurate.
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that either the information accurately
presents changes made since the pre-
vious submittal, or that no such
changes were made; and

(ii) An identification of changes
made by the certificate holder under
the provisions of §72.48, but not pre-
viously submitted to the Commission;

(5) The update shall reflect all
changes implemented up to a max-
imum of 6 months prior to the date of
filing;

(6) Updates shall be filed every 24
months from the date of issuance of
the CoC; and

(7) The certificate holder shall pro-
vide a copy of the updated FSAR to
each general and specific licensee using
its cask design.

(d) The updated FSAR shall be re-
tained by the certificate holder until
the Commission terminates the certifi-
cate.

(e) A certificate holder who perma-
nently ceases operation, shall provide
the updated FSAR to the new certifi-
cate holder or to the Commission, as
appropriate, in accordance with
§72.234(d)(3).

[64 FR 53617, Oct. 4, 1999, as amended at 68 FR
58819, Oct. 10, 2003; 74 FR 62684, Dec. 1, 2009]
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GENERAL PROVISIONS

§73.1 Purpose and scope.

(a) Purpose. This part prescribes re-
quirements for the establishment and
maintenance of a physical protection
system which will have capabilities for
the protection of special nuclear mate-
rial at fixed sites and in transit and of
plants in which special nuclear mate-
rial is used. The following design basis
threats, where referenced in ensuing
sections of this part, shall be used to
design safeguards systems to protect
against acts of radiological sabotage
and to prevent the theft or diversion of
special nuclear material. Licensees
subject to the provisions of §73.20 (ex-
cept for fuel cycle licensees authorized
under Part 70 of this chapter to re-
ceive, acquire, possess, transfer, use, or
deliver for transportation formula
quantities of strategic special nuclear
material), §§73.50, and 73.60 are exempt
from §§73.1(a)()E)E), T73.1(a)(1)({ii),
73.1(a)(1)(iv), 73.1(a)(2)(iii), and
73.1(a)(2)(iv). Licensees subject to the
provisions of §72.212 are exempt from
§73.1(a)(1)(iv).

(1) Radiological sabotage. (i) A deter-
mined violent external assault, attack
by stealth, or deceptive actions, includ-
ing diversionary actions, by an adver-
sary force capable of operating in each
of the following modes: A single group
attacking through one entry point,
multiple groups attacking through
multiple entry points, a combination of
one or more groups and one or more in-
dividuals attacking through multiple
entry points, or individuals attacking
through separate entry points, with the
following attributes, assistance and
equipment:

(A) Well-trained (including military
training and skills) and dedicated indi-
viduals, willing to kill or be Kkilled,
with sufficient knowledge to identify
specific equipment or locations nec-
essary for a successful attack;

(B) Active (e.g., facilitate entrance
and exit, disable alarms and commu-
nications, participate in violent at-
tack) or passive (e.g., provide informa-
tion), or both, knowledgeable inside as-
sistance;

(C) Suitable weapons, including hand-
held automatic weapons, equipped with
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silencers and having effective long
range accuracy;

(D) Hand-carried equipment, includ-
ing incapacitating agents and explo-
sives for use as tools of entry or for
otherwise destroying reactor, facility,
transporter, or container integrity or
features of the safeguards system; and

(E) Land and water vehicles, which
could be used for transporting per-
sonnel and their hand-carried equip-
ment to the proximity of vital areas;
and

(ii) An internal threat; and

(iii) A land vehicle bomb assault,
which may be coordinated with an ex-
ternal assault; and

(iv) A waterborne vehicle bomb as-
sault, which may be coordinated with
an external assault; and

(v) A cyber attack.

(2) Theft or diversion of formula quan-
tities of strategic special nuclear material.
(i) A determined violent external as-
sault, attack by stealth, or deceptive
actions, including diversionary actions,
by an adversary force capable of oper-
ating in each of the following modes: a
single group attacking through one
entry point, multiple groups attacking
through multiple entry points, a com-
bination of one or more groups and one
or individuals attacking through mul-
tiple entry points, or individuals at-
tacking through separate entry points,
with the following attributes, assist-
ance and equipment:

(A) Well-trained (including military
training and skills) and dedicated indi-
viduals, willing to kill or be Kkilled,
with sufficient knowledge to identify
specific equipment or locations nec-
essary for a successful attack;

(B) Active (e.g., facilitate entrance
and exit, disable alarms and commu-
nications, participate in violent at-
tack) or passive (e.g., provide informa-
tion), or both, knowledgeable inside as-
sistance;

(C) Suitable weapons, including hand-
held automatic weapons, equipped with
silencers and having effective long-
range accuracy;

(D) Hand-carried equipment, includ-
ing incapacitating agents and explo-
sives for use as tools of entry or for
otherwise destroying reactor, facility,
transporter, or container integrity or
features of the safe-guards system;
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(E) Land and water vehicles, which
could be used for transporting per-
sonnel and their hand-carried equip-
ment; and

(ii) An internal threat; and

(iii) A land vehicle bomb assault,
which may be coordinated with an ex-
ternal assault; and

(iv) A waterborne vehicle bomb as-
sault, which may be coordinated with
an external assault; and

(v) A cyber attack.

(b) Scope. (1) This part prescribes re-
quirements for:

(i) The physical protection of produc-
tion and utilization facilities licensed
under parts 50 or 52 of this chapter,

(ii) The physical protection of plants
in which activities licensed pursuant to
part 70 of this chapter are conducted,
and

(iii) The physical protection of spe-
cial nuclear material by any person
who, pursuant to the regulations in
part 61 or 70 of this chapter, possesses
or uses at any site or contiguous sites
subject to the control by the licensee,
formula quantities of strategic special
nuclear material or special nuclear ma-
terial of moderate strategic signifi-
cance or special nuclear material of
low strategic significance.

(2) This part prescribes requirements
for the physical protection of special
nuclear material in transportation by
any person who is licensed pursuant to
the regulations in parts 70 and 110 of
this chapter who imports, exports,
transports, delivers to a carrier for
transport in a single shipment, or
takes delivery of a single shipment free
on board (F.O.B.) where it is delivered
to a carrier, formula quantities of stra-
tegic special nuclear material, special
nuclear material of moderate strategic
significance or special nuclear material
of low strategic significance.

(3) This part also applies to ship-
ments by air of special nuclear mate-
rial in quantities exceeding: (i) 20
grams or 20 curies, whichever is less, of
plutonium or uranium-233, or (ii) 350
grams of uranium-235 (contained in
uranium enriched to 20 percent or more
in the U-235 isotope).

(4) Special nuclear material subject
to this part may also be protected pur-
suant to security procedures prescribed
by the Commission or another Govern-
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ment agency for the protection of clas-
sified materials. The provisions and re-
quirements of this part are in addition
to, and not in substitution for, any
such security procedures. Compliance
with the requirements of this part does
not relieve any licensee from any re-
quirement or obligation to protect spe-
cial nuclear material pursuant to secu-
rity procedures prescribed by the Com-
mission or other Government agency
for the protection of classified mate-
rials.

(5) This part also applies to the ship-
ment of irradiated reactor fuel in quan-
tities that in a single shipment both
exceed 100 grams in net weight of irra-
diated fuel, exclusive of cladding or
other structural or packaging mate-
rial, and have a total radiation dose in
excess of 100 rems per hour at a dis-
tance of 3 feet from any accessible sur-
face without intervening shielding.

(6) This part prescribes requirements
for the physical protection of spent nu-
clear fuel and high-level radioactive
waste stored in either an independent
spent fuel storage installation (ISFSI)
or a monitored retrievable storage
(MRS) installation licensed under part
72 of this chapter, or stored at the geo-
logic repository operations area li-
censed under part 60 or part 63 of this
chapter.

(7) This part prescribes requirements
for the protection of Safeguards Infor-
mation (including Safeguards Informa-
tion with the designation or marking:
Safeguards Information—Modified
Handling) in the hands of any person,
whether or not a licensee of the Com-
mission, who produces, receives, or ac-
quires that information.

(8) This part prescribes requirements
for advance notice of export and import
shipments of special nuclear material,
including irradiated reactor fuel.

(9) As provided in part 76 of this
chapter, the regulations of this part es-
tablish procedures and criteria for
physical security for the issuance of a
certificate of compliance or the ap-
proval of a compliance plan.

[44 FR 68186, Nov. 28, 1979]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §73.1, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.
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§73.2 Definitions.

As used in this part:

(a) Terms defined in parts 50, 52, and
70 of this chapter have the same mean-
ing when used in this part.

Appropriate Nuclear Regulatory Com-
mission Regional Office listed in appendir
A means:

(1) For domestic shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located.

(2) For export shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located, and the Re-
gional Office for the region in which
the last point of exit of the shipment
from the U.S. is located.

(3) For import shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located, and the Re-
gional Office for the region in which
the first point of entry of the shipment
into the U.S. is located.

Armed escort means an armed person,
not necessarily uniformed, whose pri-
mary duty is to accompany shipments
of special nuclear material for the pro-
tection of such shipments against theft
or radiological sabotage.

Armed response personnel means per-
sons, not necessarily uniformed, whose
primary duty in the event of attempted
theft of special nuclear material or ra-
diological sabotage shall be to respond,
armed and equipped, to prevent or
delay such actions.

Authorized individual means any indi-
vidual, including an employee, a stu-
dent, a consultant, or an agent of a li-
censee who has been designated in
writing by a licensee to have responsi-
bility for surveillance of or control
over special nuclear material or to
have unescorted access to areas where
special nuclear material is used or
stored.

Background check includes, at a min-
imum, a Federal Bureau of Investiga-
tion (FBI) criminal history records
check (including verification of iden-
tity based on fingerprinting), employ-
ment history, education, and personal
references. Individuals engaged in ac-
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tivities subject to regulation by the
Commission, applicants for licenses to
engage in Commission-regulated ac-
tivities, and individuals who have noti-
fied the Commission in writing of an
intent to file an application for licens-
ing, certification, permitting, or ap-
proval of a product or activity subject
to regulation by the Commission are
required under §73.57 to conduct
fingerprinting and criminal history
records checks before granting access
to Safeguards Information. A back-
ground check must be sufficient to sup-
port the trustworthiness and reli-
ability determination so that the per-
son performing the check and the Com-
mission have assurance that granting
individuals access to Safeguards Infor-
mation does not constitute an unrea-
sonable risk to the public health and
safety or the common defense and secu-
rity.

Bullet/resisting means protection
against complete penetration, passage
of fragments of projectiles, and
spalling (fragmentation) of the protec-
tive material that could cause injury
to a person standing directly behind
the bullet-resisting barrier.

Contiguous sites means licensee con-
trolled locations, deemed by the Com-
mission to be in close enough prox-
imity to each other, that the special
nuclear material must be considered in
the aggregate for the purpose of phys-
ical protection.

Continuous visual surveillance means
unobstructed view at all times of a
shipment of special nuclear material,
and of all access to a temporary stor-
age area or cargo compartment con-
taining the shipment.

Controlled access area means any tem-
porarily or permanently established
area which is clearly demarcated, ac-
cess to which is controlled and which
affords isolation of the material or per-
sons within it.

Deceit means methods used to at-
tempt to gain unauthorized access, in-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rials, where the attempt involves fal-
sification to present the appearance of
authorized access.

DOE and Department of Energy means
the Department of Energy established
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by the Department of Energy Organiza-
tion Act (Pub. L. 95-91, 91 Stat. 565, 42
U.S.C. 7101 et seq.), to the extent that
the Department, or its duly authorized
representatives, exercises functions
formerly vested in the U.S. Atomic En-
ergy Commission, its Chairman, mem-
bers, officers and components and
transfered to the U.S. Energy Research
and Development Administration and
to the Administrator thereof pursuant
to sections 104(b), (¢) and (d) of the En-
ergy Reorganization Act of 1974 (Pub.
L. 93-438, 88 Stat. 1233 at 1237, 42 U.S.C.
5814) and retransferred to the Secretary
of Energy pursuant to section 301(a) of
the Department of Energy Organiza-
tion Act (Pub. L. 95-91, 91 Stat. 565 at
577-578, 42 U.S.C. 7151).

Force means violent methods used by
an adversary to attempt to steal stra-
tegic special nuclear material or to
sabotage a nuclear facility or violent
methods used by response personnel to
protect against such adversary actions.

Formula quantity means strategic spe-
cial nuclear material in any combina-
tion in a quantity of 5,000 grams or
more computed by the formula, grams
= (grams contained U-235) + 2.5 (grams
U-233 + grams plutonium). This class of
material is sometimes referred to as a
Category I quantity of material.

Guard means a uniformed individual
armed with a firearm whose primary
duty is the protection of special nu-
clear material against theft, the pro-
tection of a plant against radiological
sabotage, or both.

Incendiary device means any self-con-
tained device intended to create an in-
tense fire that can damage normally
flame-resistant or retardant materials.

Individual authorized access to Safe-
guards Information is an individual au-
thorized to have access to and handle
such information pursuant to the re-
quirements of §§73.21 and 73.22 of this
part.

Individual authorized access to Safe-
guards Information—Modified Handling
is an individual authorized to have ac-
cess to and handle Safeguards Informa-
tion designated as Safeguards Informa-
tion—Modified Handling information
pursuant to the requirements of §§73.21
and 73.23 of this part.

Intrusion alarm means a tamper indi-
cating electrical, electromechanical,
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electrooptical, electronic or similar de-
vice which will detect intrusion by an
individual into a building, protected
area, vital area, or material access
area, and alert guards or watchmen by
means of actuated visible and audible
signals.

Isolation zone means any area adja-
cent to a physical barrier, clear of all
objects which could conceal or shield
an individual.

Lock in the case of vaults or vault
type rooms means a three-position,
manipulation resistant, dial type,
built-in combination lock or combina-
tion padlock and in the case of fences,
walls, and buildings means an integral
door lock or padlock which provides
protection equivalent to a six-tumbler
cylinder lock. Lock in the case of a
vault or vault type room also means
any manipulation resistant,
electromechanical device which pro-
vides the same function as a built-in
combination lock or combination pad-
lock, which can be operated remotely
or by the reading or insertion of infor-
mation, which can be uniquely charac-
terized, and which allows operation of
the device. Locked means protected by
an operable lock.

Material access area means any loca-
tion which contains special nuclear
material, within a vault or a building,
the roof, walls, and floor of which each
constitute a physical barrier.

Movement control center means an op-
erations center which is remote from
transport activity and which maintains
periodic position information on the
movement of strategic special nuclear
material, receives reports of attempted
attacks or thefts, provides a means for
reporting these and other problems to
appropriate agencies and can request
and coordinate appropriate aid.

Need to know means a determination
by a person having responsibility for
protecting Safeguards Information (in-
cluding Safeguards Information des-
ignated as Safeguards Information—
Modified Handling) that a proposed re-
cipient’s access to Safeguards Informa-
tion is necessary in the performance of
official, contractual, licensee, appli-
cant, or certificate holder employment.
In an adjudication, ‘‘need to know”
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means a determination by the origi-
nator of the information that the infor-
mation is necessary to enable the pro-
posed recipient to proffer and/or adju-
dicate a specific contention in that
proceeding, and the proposed recipient
of the specific Safeguards Information
possesses demonstrable knowledge,
skill, training, or education to effec-
tively utilize the specific Safeguards
Information in the proceeding. Where
the information is in the possession of
the originator and the NRC staff (dual
possession), whether in its original
form or incorporated into another doc-
ument or other matter by the recipi-
ent, the NRC staff makes the deter-
mination. In the event of a dispute re-
garding the ‘‘need to know’’ determina-
tion, the presiding officer of the pro-
ceeding shall make the ‘“‘need to know”’
determination.

Person means (1) any individual, cor-
poration, partnership, firm, associa-
tion, trust, estate, public or private in-
stitution, group, government agency
other than the Commission or the De-
partment of Energy (DOE), (except
that the DOE shall be considered a per-
son to the extent that its facilities are
subject to the licensing and related
regulatory authority of the Commis-
sion pursuant to section 202 of the En-
ergy Reorganization Act of 1974 and
sections 104, 105, and 202 of the Ura-
nium Mill Tailings Radiation Control
Act of 1978), any state or political sub-
division of a state, or any political sub-
division of any government or nation,
or other entity; and (2) any legal suc-
cessor, representative, agent, or agency
of the foregoing.

Physical barrier means:

(1) Fences constructed of No. 11
American wire gauge, or heavier wire
fabric, topped by three strands or more
of barbed wire or similar material on
brackets angled inward or outward be-
tween 30° and 45° from the vertical,
with an overall height of not less than
eight feet, including the barbed top-
ping;

(2) Building walls, ceilings and floors
constructed of stone, brick, cinder
block, concrete, steel or comparable
materials (openings in which are se-
cured by grates, doors, or covers of
construction and fastening of sufficient
strength such that the integrity of the
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wall is not lessened by any opening), or
walls of similar construction, not part
of a building, provided with a barbed
topping described in paragraph (1) of
this definition of a height of not less
than 8 feet; or

(3) Any other physical obstruction
constructed in a manner and of mate-
rials suitable for the purpose for which
the obstruction is intended.

Protected area means an area encom-
passed by physical barriers and to
which access is controlled.

Quantities of concern means the quan-
tities of the radionuclides meeting or
exceeding the threshold limits set forth
in Table I-1 of Appendix I of this part.

Radiological sabotage means any de-
liberate act directed against a plant or
transport in which an activity licensed
pursuant to the regulations in this
chapter is conducted, or against a com-
ponent of such a plant or transport
which could directly or indirectly en-
danger the public health and safety by
exposure to radiation.

Safeguards Information means infor-
mation not classified as National Secu-
rity Information or Restricted Data
which specifically identifies a licens-
ee’s or applicant’s detailed control and
accounting procedures for the physical
protection of special nuclear material
in quantities determined by the Com-
mission through order or regulation to
be significant to the public health and
safety or the common defense and secu-
rity; detailed security measures (in-
cluding security plans, procedures, and
equipment) for the physical protection
of source, byproduct, or special nuclear
material in quantities determined by
the Commission through order or regu-
lation to be significant to the public
health and safety or the common de-
fense and security; security measures
for the physical protection of and loca-
tion of certain plant equipment vital to
the safety of production or utilization
facilities; and any other information
within the scope of Section 147 of the
Atomic Energy Act of 1954, as amend-
ed, the wunauthorized disclosure of
which, as determined by the Commis-
sion through order or regulation, could
reasonably be expected to have a sig-
nificant adverse effect on the health
and safety of the public or the common
defense and security by significantly
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increasing the likelihood of sabotage
or theft or diversion of source, byprod-
uct, or special nuclear material.

Safeguards Information—Modified Han-
dling is the designation or marking ap-
plied to Safeguards Information which
the Commission has determined re-
quires handling requirements modified
from the specific Safeguards Informa-
tion handling requirements that are
applicable to Safeguards Information
needing a higher level of protection.

Security management means persons
responsible for security at the policy
and general management level.

Security Storage Container includes
any of the following repositories: (1)
For storage in a building located with-
in a protected or controlled access
area, a steel filing cabinet equipped
with a steel locking bar and a three po-
sition, changeable combination, GSA
approved padlock; (2) A security filing
cabinet that bears a Test Certification
Label on the side of the locking draw-
er, or interior plate, and is marked,
General Services Administration Approved
Security Container on the exterior of the
top drawer or door; (3) A bank safe-de-
posit box; and (4) Other repositories
which in the judgement of the NRC,
would provide comparable physical
protection.

Security supervision means persons,
not necessarily uniformed or armed,
whose primary duties are supervision
and direction of security at the day-to-
day operating level.

Special nuclear material of low strategic
significance means:

(1) Less than an amount of special
nuclear material of moderate strategic
significance as defined in paragraph (1)
of the definition of strategic nuclear
material of moderate strategic signifi-
cance in this section, but more than 15
grams of uranium-235 (contained in
uranium enriched to 20 percent or more
in U-235 isotope) or 15 grams of ura-
nium-233 or 15 grams of plutonium or
the combination of 15 grams when com-
puted by the equation, grams = (grams
contained U-235) + (grams plutonium) +
(grams U-233); or

(2) Less than 10,000 grams but more
than 1,000 grams of uranium-235 (con-
tained in uranium enriched to 10 per-
cent or more but less than 20 percent in
the U-235 isotope); or
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(3) 10,000 grams or more of uranium-
235 (contained in uranium enriched
above natural but less than 10 percent
in the U-235 isotope).

This class of material is sometimes re-
ferred to as a Category III quantity of
material.

Special nuclear material of moderate
strategic significance means:

(1) Less than a formula quantity of
strategic special nuclear material but
more than 1,000 grams of uranium-235
(contained in uranium enriched to 20
percent or more in the U-235 isotope) or
more than 500 grams of uranium-233 or
plutonium, or in a combined quantity
of more than 1,000 grams when com-
puted by the equation, grams = (grams
contained U-235) + 2 (grams U-233 +
grams plutonium); or

(2) 10,000 grams or more of uranium-
235 (contained in uranium enriched to
10 percent or more but less than 20 per-
cent in the U-235 isotope).

This class of material is sometimes re-
ferred to as a Category II quantity of
material.

Stealth means methods used to at-
tempt to gain unauthorized access, in-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rial, where the fact of such attempt is
concealed or an attempt is made to
conceal it.

Strategic  special nuclear material
means uranium-235 (contained in ura-
nium enriched to 20 percent or more in
the U-235 isotope), uranium-233, or plu-
tonium.

Tactical Response Team means the pri-
mary response force for each shift
which can be identified by a distinctive
item of uniform, armed with specified
weapons, and whose other duties per-
mit immediate response.

Transport means any land, sea, or air
conveyance or modules for these con-
veyances such as rail cars or standard-
ized cargo containers.

Trustworthiness and reliability are
characteristics of an individual consid-
ered dependable in judgment, char-
acter, and performance, such that dis-
closure of Safeguards Information (in-
cluding Safeguards Information des-
ignated as Safeguards Information—
Modified Handling) to that individual
does not constitute an unreasonable
risk to the public health and safety or
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common defense and security. A deter-
mination of trustworthiness and reli-
ability for this purpose is based upon a
background check.

Undergoing processing means Dper-
forming active operations on material
such as chemical transformation, phys-
ical transformation, or transit between
such operations, to be differentiated
from storage or packaging for ship-
ment.

Vault means a windowless enclosure
with walls, floor, roof and door(s) de-
signed and constructed to delay pene-
tration from forced entry.

Vault-type room means a room with
one or more doors, all capable of being
locked, protected by an intrusion
alarm which creates an alarm upon the
entry of a person anywhere into the
room and upon exit from the room or
upon movement of an individual within
the room.

Vital area means any area which con-
tains vital equipment.

Vital equipment means any equip-
ment, system, device, or material, the
failure, destruction, or release of which
could directly or indirectly endanger
the public health and safety by expo-
sure to radiation. Equipment or sys-
tems which would be required to func-
tion to protect public health and safety
following such failure, destruction, or
release are also considered to be vital.

Watchman means an individual, not
necessarily uniformed or armed with a
firearm, who provides protection for a
plant and the special nuclear material
therein in the course of performing
other duties.

[38 FR 35430, Dec. 28, 1973, as amended at 39
FR 2352, Jan. 21, 1974; 40 FR 52841, Nov. 13,
1975; 42 FR 10838, Feb. 24, 1977; 43 FR 37425,
Aug. 23, 1978; 44 FR 43282, July 24, 1979; 44 FR
68187, Nov. 28, 1979; 456 FR 14201, Mar. 5, 1980;
46 FR 51724, Oct. 22, 1981; 563 FR 45451, Nov. 10,
1988; 55 FR 51401, Dec. 14, 1990; 57 FR 33429,
July 29, 1992; 72 FR 49561, Aug. 28, 2007; 73 FR
63573, Oct. 24, 2008]

§73.3 Interpretations.

Except as specifically authorized by
the Commission in writing, no inter-
pretations of the meaning of the regu-
lations in this part by any officer or
employee of the Commission other
than a written interpretation by the
General Counsel will be recognized as
binding upon the Commission.

§73.5

§73.4 Communications.

Except where otherwise specified, all
communications and reports con-
cerning the regulations in this part and
applications filed under them should be
sent as follows:

(a) By mail addressed to: ATTN: Doc-
ument Control Desk, Director, Office of
Nuclear Reactor Regulation, Director,
Office of New Reactors, Director, Office
of Nuclear Material Safety and Safe-
guards, or Director, Division of Secu-
rity Policy, Office of Nuclear Security
and Incident Response, as appropriate,
U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001;

(b) By hand delivery to the NRC’s of-
fices at 11555 Rockville Pike, Rock-
ville, Maryland;

(c) Where practicable, by electronic
submission, for example, Electronic In-
formation Exchange, or CD-ROM. Elec-
tronic submissions must be made in a
manner that enables the NRC to re-
ceive, read, authenticate, distribute,
and archive the submission, and proc-
ess and retrieve it a single page at a
time. Detailed guidance on making
electronic submissions can be obtained
by visiting the NRC’s Web site at http:/
www.nrc.gov/site-help/e-submittals.html;
by e-mail to MSHD.Resource@nrc.gov;
or by writing the Office of Information
Services, U.S. Nuclear Regulatory
Commission, Washington, DC 20555—
0001. The guidance discusses, among
other topics, the formats the NRC can
accept, the use of electronic signa-
tures, and the treatment of nonpublic
information.

(d) Classified communications shall
be transmitted to the NRC Head-
quarters’ classified mailing address as
specified in appendix A to part 73 of
this chapter or delivered by hand in ac-
cordance with this paragraph.

[68 FR 58819, Oct. 10, 2003, as amended at 73
FR 5725, Jan. 31, 2008; 74 FR 62684, Dec. 1,
2009]

§73.5 Specific exemptions.

The Commission may, upon applica-
tion of any interested person or upon
its own initiative, grant such exemp-
tions from the requirements of the reg-
ulations in this part as it determines
are authorized by law and will not en-
danger life or property or the common
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defense and security, and are otherwise
in the public interest.

§73.6 Exemptions for certain quan-
tities and kinds of special nuclear
material.

A licensee is exempt from the re-
quirements of 10 CFR part 26 and
§§73.20, 73.25, 73.26, 73.27, 73.45, 73.46,
73.70 and 73.72 with respect to the fol-
lowing special nuclear material:

(a) Uranium-235 contained in ura-
nium enriched to less than 20 percent
in the U-235 isotope:

(b) Special nuclear material which is
not readily separable from other radio-
active material and which has a total
external radiation dose rate in excess
of 100 rems per hour at a distance of 3
feet from any accessible surface with-
out intervening shielding; and

(c) Special nuclear material in a
quantity not exceeding 350 grams of
uranium-235, uranium-233, plutonium,
or a combination thereof, possessed in
any analytical, research, quality con-
trol, metallurgical or electronic lab-
oratory.

(d) Special nuclear material that is
being transported by the United States
Department of Energy transport sys-
tem.

(e) Special nuclear material at non-
power reactors.

Licensees subject to §73.60 are not ex-
empted from §§73.70 and 73.72, and li-
censees subject to §73.67(e) are not ex-
empted from §73.72 of this part.

[40 FR 52841, Nov. 13, 1975, as amended at 44
FR 68187, Nov. 28, 1979; 58 FR 31471, June 3,
1993]

§73.8 Information collection require-
ments: OMB approval.

(a) The Nuclear Regulatory Commis-
sion has submitted the information
collection requirements contained in
this part to the Office of Management
and Budget (OMB) for approval as re-
quired by the Paperwork Reduction
Act (44 U.S.C. 3501 et seq.). The NRC
may not conduct or sponsor, and a per-
son is not required to respond to, a col-
lection of information is it does not
display a currently valid OMB control
number. OMB has approved the infor-
mation collection requirements con-
tained in this part under control num-
ber 3150-0002.
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(b) The approved information collec-
tion requirements contained in this
part appear in §§73.5, 73.20, 73.21, 73.24,
73.25, 73.26, 73.27, 73.37, 73.40, 73.45, 73.46,
73.50, 73.54, 73.55, 73.56, 73.57, 73.58, 73.60,
73.67, 73.70, 73.71, 73.72, 73.73, 73.74, and
Appendices B, C, and G to this part.

(c) This part contains information
collection requirements in addition to
those approved under the control num-
ber specified in paragraph (a) of this
section. The information collection re-
quirement and the control numbers
under which it is approved are as fol-
lows:

(1) In §73.71, NRC Form 366 is ap-
proved under control number 3150-0104.

(2) [Reserved]

[62 FR 52189, Oct. 6, 1997, as amended at 67 FR
67101, Nov. 4, 2002; 73 FR 63574, Oct. 24, 2008;
74 FR 13970, Mar. 27, 2009]

§73.20 General performance objective
and requirements.

(a) In addition to any other require-
ments of this part, each licensee who is
authorized to operate a fuel reprocess-
ing plant pursuant to part 50 of this
chapter; possesses or uses formula
quantities of strategic special nuclear
material at any site or contiguous sites
subject to control by the licensee; is
authorized to transport or deliver to a
carrier for transportation pursuant to
part 70 of this chapter formula quan-
tities of strategic special nuclear mate-
rial; takes delivery of formula quan-
tities of strategic special nuclear mate-
rial free on board (f.o.b.) the point at
which it is delivered to a carrier for
transportation; or imports or exports
formula quantities of strategic special
nuclear material, shall establish and
maintain or make arrangements for a
physical protection system which will
have as its objective to provide high as-
surance that activities involving spe-
cial nuclear material are not inimical
to the common defense and security,
and do not constitute an unreasonable
risk to the public health and safety.
The physical protection system shall
be designed to protect against the de-
sign basis threats of theft or diversion
of strategic special nuclear material
and radiological sabotage as stated in
§73.1(a).

(b) To achieve the general perform-
ance objective of paragraph (a) of this
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section a licensee shall establish and
maintain, or arrange for, a physical
protection system that:

(1) Provides the performance capa-
bilities described in §73.25 for in-transit
protection or in §73.45 for fixed site
protection unless otherwise authorized
by the Commission;

(2) Is designed with sufficient redun-
dancy and diversity to ensure mainte-
nance of the capabilities described in
§§73.25 and 73.45;

(3) Includes a safeguards contingency
capability that can meet the criteria in
appendix C to this part ‘‘Licensee Safe-
guards Contingency Plans;”” and

(4) Includes a testing and mainte-
nance program to assure control over
all activities and devices affecting the
effectiveness, reliability, and avail-
ability of the physical protection sys-
tem, including a demonstration that
any defects of such activities and de-
vices will be promptly detected and
corrected for the total period of time
they are required as a part of the phys-
ical protection system.

(c) Each licensee subject to the re-
quirements of paragraphs (a) and (b) of
this section shall establish, maintain,
and follow NRC-approved safeguards
physical protection and safeguards con-
tingency plans that describe how the
licensee will comply with the require-
ments of paragraphs (a) and (b) of this
section.

[44 FR 68188, Nov. 28, 1979, as amended at 57
FR 33430, July 29, 1992]

§73.21 Protection of Safeguards Infor-
mation: Performance requirements.

(a) General performance requirement.
(1) Each licensee, certificate holder, ap-
plicant, or other person who produces,
receives, or acquires Safeguards Infor-
mation (including Safeguards Informa-
tion with the designation or marking:
Safeguards Information—Modified
Handling) shall ensure that it is pro-
tected against unauthorized disclosure.
To meet this general performance re-
quirement, such licensees, certificate
holders, applicants, or other persons
subject to this section shall:

(i) Establish, implement, and main-
tain an information protection system
that includes the applicable measures
for Safeguards Information specified in
§73.22 related to: Power reactors; a for-
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mula quantity of strategic special nu-
clear material; transportation of or de-
livery to a carrier for transportation of
a formula quantity of strategic special
nuclear material or more than 100
grams of irradiated reactor fuel; ura-
nium hexafluoride production or con-
version facilities; fuel fabrication fa-
cilities; uranium enrichment facilities;
independent spent fuel storage instal-
lations; and geologic repository oper-
ations areas.

(ii) Establish, implement, and main-
tain an information protection system
that includes the applicable measures
for Safeguards Information specified in
§73.23 related to: Panoramic and under-
water irradiators that possess greater
than 370 TBq (10,000 Ci) of byproduct
material in the form of sealed sources;
manufacturers and distributors of
items containing source material, or
byproduct or special nuclear material
in greater than or equal to Category 2
quantities of concern; research and test
reactors that possess special nuclear
material of moderate strategic signifi-
cance or special nuclear material of
low strategic significance; and trans-
portation of source, byproduct, or spe-
cial nuclear material in greater than or
equal to Category 1 quantities of con-
cern.

(iii) Protect the information in ac-
cordance with the requirements of
§73.22 if the Safeguards Information is
not described in paragraphs (a)(1)@)
and (a)(1)(ii) of this section.

(2) Information protection procedures
employed by Federal, State, and local
law enforcement agencies are presumed
to meet the general performance re-
quirement in §73.21(a)(1).

(b) Commission authority. (1) Pursuant
to Section 147 of the Atomic Energy
Act of 1954, as amended, the Commis-
sion may impose, by order or regula-
tion, Safeguards Information protec-
tion requirements different from or in
addition to those specified in this Part
on any person who produces, receives,
or acquires Safeguards Information.

(2) The Commission may require, by
regulation or order, that information
within the scope of Section 147 of the
Atomic Energy Act of 1954, as amend-
ed, related to facilities or materials
not specifically described in §§73.21,
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73.22 or 73.23 be protected under this
part.

[73 FR 63574, Oct. 24, 2008]

§73.22 Protection of Safeguards Infor-
mation: Specific requirements.

This section contains specific re-
quirements for the protection of Safe-
guards Information in the hands of any
person subject to the requirements of
§73.21(a)(1)(i) and related to power re-
actors; a formula quantity of strategic
special nuclear material; transpor-
tation of or delivery to a carrier for
transportation of a formula quantity of
strategic special nuclear material or
more than 100 grams of irradiated reac-
tor fuel; uranium hexafluoride produc-
tion or conversion facilities, fuel fab-
rication facilities, and uranium enrich-
ment facilities; independent spent fuel
storage installations; geologic reposi-
tory operations areas and Safeguards
Information in the hands of any person
subject to the requirements of
§73.21(a)(1)(iii).

(a) Information to be protected. The
types of information and documents
that must be protected as Safeguards
Information include non-public secu-
rity-related requirements such as:

(1) Physical protection. Information
not classified as Restricted Data or Na-
tional Security Information related to
physical protection, including:

(i) The composite physical security
plan for the facility or site;

(ii) Site-specific drawings, diagrams,
sketches, or maps that substantially
represent the final design features of
the physical security system not easily
discernible by members of the public;

(iii) Alarm system layouts showing
the location of intrusion detection de-
vices, alarm assessment equipment,
alarm system wiring, emergency power
sources for security equipment, and du-
ress alarms not easily discernible by
members of the public;

(iv) Physical security orders and pro-
cedures issued by the licensee for mem-
bers of the security organization de-
tailing duress codes, patrol routes and
schedules, or responses to security con-
tingency events;

(v) Site-specific design features of
plant security communications sys-
tems;
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(vi) Lock combinations, mechanical
key design, or passwords integral to
the physical security system;

(vii) Documents and other matter
that contain lists or locations of cer-
tain safety-related equipment explic-
itly identified in the documents or
other matter as vital for purposes of
physical protection, as contained in se-
curity plans, contingency measures, or
plant specific safeguards analyses;

(viii) The composite safeguards con-
tingency plan/measures for the facility
or site;

(ix) The composite facility guard
qualification and training plan/meas-
ures disclosing features of the physical
security system or response proce-
dures;

(x) Information relating to on-site or
off-site response forces, including size,
armament of response forces, and ar-
rival times of such forces committed to
respond to security contingency
events;

(xi) The adversary characteristics
document and related information, in-
cluding implementing guidance associ-
ated with the Design Basis Threat in
§73.1(a)(1) or (a)(2); and

(xii) Engineering and safety analyses,
security-related procedures or sce-
narios, and other information revealing
site-specific details of the facility or
materials if the unauthorized disclo-
sure of such analyses, procedures, sce-
narios, or other information could rea-
sonably be expected to have a signifi-
cant adverse effect on the health and
safety of the public or the common de-
fense and security by significantly in-
creasing the likelihood of theft, diver-
sion, or sabotage of source, byproduct,
or special nuclear material.

(2) Physical protection in transit. Infor-
mation not classified as Restricted
Data or National Security Information
related to the transportation of, or de-
livery to a carrier for transportation of
a formula quantity of strategic special
nuclear material or more than 100
grams of irradiated reactor fuel, in-
cluding:

(i) The composite physical security
plan for transportation;

(ii) Schedules and itineraries for spe-
cific shipments of source material, by-
product material, high-level nuclear
waste, or irradiated reactor fuel.
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Schedules for shipments of source ma-
terial, byproduct material, high-level
nuclear waste, or irradiated reactor
fuel are no longer controlled as Safe-
guards Information 10 days after the
last shipment of a current series;

(iii) Vehicle immobilization features,
intrusion alarm devices, and commu-
nications systems;

(iv) Arrangements with and capabili-
ties of local police response forces, and
locations of safe havens identified
along the transportation route;

(v) Limitations of communications
during transport;

(vi) Procedures for response to secu-
rity contingency events;

(vii) Information concerning the tac-
tics and capabilities required to defend
against attempted sabotage, or theft
and diversion of formula quantities of
special nuclear material, irradiated re-
actor fuel, or related information; and

(viii) Engineering or safety analyses,
security-related procedures or sce-
narios and other information related to
the protection of the transported mate-
rial if the unauthorized disclosure of
such analyses, procedures, scenarios, or
other information could reasonably be
expected to have a significant adverse
effect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material.

(3) Inspections, audits and evaluations.
Information not classified as National
Security Information or Restricted
Data pertaining to safeguards and se-
curity inspections and reports, includ-
ing:

(i) Portions of inspection reports,
evaluations, audits, or investigations
that contain details of a licensee’s or
applicant’s physical security system or
that disclose uncorrected defects,
weaknesses, or vulnerabilities in the
system. Disclosure of corrected defects,
weaknesses, or vulnerabilities is sub-
ject to an assessment taking into ac-
count such factors as trending analyses
and the impacts of disclosure on licens-
ees having similar physical security
systems; and

(ii) Reports of investigations con-
taining general information may be re-
leased after corrective actions have
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been completed, unless withheld pursu-
ant to other authorities, e.g., the Free-
dom of Information Act (6 U.S.C. 552).

(4) Correspondence. Portions of cor-
respondence insofar as they contain
Safeguards Information as set forth in
paragraphs (a)(1) through (a)(3) of this
section.

(6) Other information within the
scope of Section 147 of the Atomic En-
ergy Act of 1954, as amended, that the
Commission determines by order or
regulation could reasonably be ex-
pected to have a significant adverse ef-
fect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material or a facility.

(b) Conditions for access. (1) Except as
the Commission may otherwise author-
ize, no person may have access to Safe-
guards Information unless the person
has an established ‘‘need to know’ for
the information and has undergone a
Federal Bureau of Investigation (FBI)
criminal history records check using
the procedures set forth in §73.57.

(2) In addition, a person to be granted
access to Safeguards Information must
be trustworthy and reliable, based on a
background check or other means ap-
proved by the Commission.

(3) The categories of individuals spec-
ified in 10 CFR 73.59 are exempt from
the criminal history records check and
background check requirements in
paragraphs (b)(1) and (b)(2) of this sec-
tion by virtue of their occupational
status.

(4) For persons participating in an
NRC adjudicatory proceeding, the
“need to know’’ determination shall be
made by the originator of the Safe-
guards Information upon receipt of a
request for access to the Safeguards In-
formation. Where the information is in
the possession of the originator and the
NRC staff, whether in its original form
or incorporated into another document
or other matter by the recipient, the
NRC staff shall make the determina-
tion. In the event of a dispute regard-
ing the ‘“‘need to know” determination,
the presiding officer of the proceeding
shall determine whether the ‘“‘need to
know”’ findings in §73.2 can be made.
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(5) Except as the Commission may
otherwise authorize, no person may
disclose Safeguards Information to any
other person except as set forth in this
section.

(c) Protection while in use or storage.
(1) While in use, matter containing
Safeguards Information must be under
the control of an individual authorized
access to Safeguards Information. This
requirement is satisfied if the Safe-
guards Information is attended by such
an individual even though the informa-
tion is in fact not constantly being
used. Safeguards Information within
alarm stations, or rooms continuously
occupied by authorized individuals
need not be stored in a locked security
storage container.

(2) While unattended, Safeguards In-
formation must be stored in a locked
security storage container. The con-
tainer shall not identify the contents
of the matter contained and must pre-
clude access by individuals not author-
ized access in accordance with the pro-
visions of this section. Knowledge of
lock combinations protecting Safe-
guards Information must be limited to
a minimum number of personnel for op-
erating purposes who have a ‘‘need to
know” and are otherwise authorized
access to Safeguards Information in ac-
cordance with the provisions of this
Part. Access to lock combinations
must be strictly controlled so as to
prevent disclosure to an individual not
authorized access to Safeguards Infor-
mation.

(d) Preparation and marking of docu-
ments or other matter. (1) Each docu-
ment or other matter that contains
Safeguards Information as described in
§73.21(a)(1)(i) and this section must be
marked to indicate the presence of
such information in a conspicuous
manner on the top and bottom of each
page. The first page of the document or
other matter must also contain:

(i) The name, title, and organization
of the individual authorized to make a
Safeguards Information determination,
and who has determined that the docu-
ment or other matter contains Safe-
guards Information;

(ii) The date the determination was
made; and
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(iii) An indication that unauthorized
disclosure will be subject to civil and
criminal sanctions.

(2) In addition to the markings at the
top and bottom of each page, any
transmittal letters or memoranda to or
from the NRC which do not in them-
selves contain Safeguards Information
shall be marked to indicate that at-
tachments or enclosures contain Safe-
guards Information but that the trans-
mittal document or other matter does
not (i.e., “When separated from Safe-
guards Information enclosure(s), this
document is decontrolled provided the
transmittal document does not other-
wise warrant protection from unau-
thorized disclosure’).

(3) Any transmittal document or
other matter forwarding Safeguards In-
formation must alert the recipient that
protected information is enclosed. Cer-
tification that a document or other
matter contains Safeguards Informa-
tion must include the name and title of
the certifying official and date des-
ignated. Portion marking is required
only for correspondence to and from
the NRC (i.e., cover letters, but not at-
tachments) that contains Safeguards
Information. The portion marking
must be sufficient to allow the recipi-
ent to identify and distinguish those
sections of the transmittal document
or other information containing the
Safeguards Information from non-Safe-
guards Information.

(4) Marking of documents or other
matter containing or transmitting
Safeguards Information shall, at a min-
imum include the words ‘‘Safeguards
Information” to ensure identification
of protected information for the pro-
tection of facilities and material cov-
ered by §73.22.

(e) Reproduction of matter containing
Safeguards Information. Safeguards In-
formation may be reproduced to the
minimum extent necessary consistent
with need without permission of the
originator. Equipment used to repro-
duce Safeguards Information must be
evaluated to ensure that unauthorized
individuals cannot access Safeguards
Information (e.g., unauthorized indi-
viduals cannot access Safeguards Infor-
mation by gaining access to retained
memory or network connectivity).

466



Nuclear Regulatory Commission

(f) External transmission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion, when transmitted outside an au-
thorized place of use or storage, must
be packaged in two sealed envelopes or
wrappers to preclude disclosure of the
presence of protected information. The
inner envelope or wrapper must con-
tain the name and address of the in-
tended recipient and be marked on
both sides, top and bottom, with the
words ‘‘Safeguards Information.” The
outer envelope or wrapper must be
opaque, addressed to the intended re-
cipient, must contain the address of
the sender, and may not bear any
markings or indication that the docu-
ment or other matter contains Safe-
guards Information.

(2) Safeguards Information may be
transported by any commercial deliv-
ery company that provides service with
computer tracking features, U.S. first
class, registered, express, or certified
mail, or by any individual authorized
access pursuant to these requirements.

(3) Except under emergency or ex-
traordinary conditions, Safeguards In-
formation shall be transmitted outside
an authorized place of use or storage
only by NRC approved secure elec-
tronic devices, such as facsimiles or
telephone devices, provided that trans-
mitters and receivers implement proc-
esses that will provide high assurance
that Safeguards Information is pro-
tected before and after the trans-
mission or electronic mail through the
internet, provided that the information
is encrypted by a method (Federal In-
formation Processing Standard [FIPS]
140-2 or later) approved by the appro-
priate NRC Office; the information is
produced by a self contained secure
automatic data process system; and
transmitters and receivers implement
the information handling processes
that will provide high assurance that
Safeguards Information is protected
before and after transmission. Physical
security events required to be reported
pursuant to §73.71 are considered to be
extraordinary conditions.

(g) Processing of Safeguards Informa-
tion on electronic systems. (1) Safeguards
Information may be stored, processed
or produced on a stand-alone computer
(or computer system) for processing of
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Safeguards Information. ‘‘Stand-alone”’
means a computer or computer system
to which access is limited to individ-
uals authorized access to Safeguards
Information. A stand-alone computer
or computer system shall not be phys-
ically or in any other way connected to
a network accessible by users who are
not authorized access to Safeguards In-
formation.

(2) Bach computer not located within
an approved and lockable security stor-
age container that is used to process
Safeguards Information must have a
removable storage medium with a
bootable operating system. The
bootable operating system must be
used to load and initialize the com-
puter. The removable storage medium
must also contain the software applica-
tion programs. Data may be saved on
either the removable storage medium
that is used to boot the operating sys-
tem, or on a different removable stor-
age medium. The removable storage
medium must be secured in a locked
security storage container when not in
use.

(3) A mobile device (such as a laptop
computer) may also be used for the
processing of Safeguards Information
provided the device is secured in a
locked security storage container when
not in use. Other systems may be used
if approved for security by the appro-
priate NRC office.

(4) Any electronic system that has
been used for storage, processing or
production of Safeguards Information
must be free of recoverable Safeguards
Information prior to being returned to
nonexclusive use.

(h) Removal from Safeguards Informa-
tion category. Documents or other mat-
ter originally containing Safeguards
Information must be removed from the
Safeguards Information category at
such time as the information no longer
meets the criteria contained in this
part. Care must be exercised to ensure
that any document or other matter de-
controlled not disclose Safeguards In-
formation in some other form or be
combined with other unprotected infor-
mation to disclose Safeguards Informa-
tion. The authority to determine that
a document or other matter may be de-
controlled will only be exercised by the
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NRC, with NRC approval, or in con-
sultation with the individual or organi-
zation that made the original deter-
mination.

(i) Destruction of matter containing
Safeguards Information. Documents or
other matter containing Safeguards In-
formation shall be destroyed when no
longer needed. The information can be
destroyed by burning, shredding or any
other method that precludes recon-
struction by means available to the
public at large. Piece sizes no wider
than one quarter inch composed of sev-
eral pages or documents and thor-
oughly mixed are considered com-
pletely destroyed.

[73 FR 63574, Oct. 24, 2008]

§73.23 Protection of Safeguards Infor-
mation—Modified Handling: Spe-
cific requirements.

This section contains specific re-
quirements for the protection of Safe-
guards Information in the hands of any
person subject to the requirements of
§73.21(a)(1)(ii) and related to panoramic
and underwater irradiators that pos-
sess greater than 370 TBq (10,000 Ci) of
byproduct material in the form of
sealed sources; manufacturers and dis-
tributors of items containing source
material, or byproduct or special nu-
clear material in greater than or equal
to Category 2 quantities of concern;
transportation of more than 1000 Thq
(27,000 Ci) but less than or equal to 100
grams of spent nuclear fuel; research
and test reactors that possess special
nuclear material of moderate strategic
significance or special nuclear material
of low strategic significance; and trans-
portation of source, byproduct, or spe-
cial nuclear material in greater than or
equal to Category 1 quantities of con-
cern. The requirements of this section
distinguish Safeguards Information re-
quiring modified handling require-
ments (SGI-M) from the specific Safe-
guards Information handling require-
ments applicable to facilities and ma-
terials needing a higher level of protec-
tion, as set forth in §73.22.

(a) Information to be protected. The
types of information and documents
that must be protected as Safeguards
Information—Modified Handling in-
clude non-public security-related re-
quirements such as protective meas-
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ures, interim compensatory measures,
additional security measures, and the
following, as applicable:

(1) Physical protection. Information
not classified as Restricted Data or Na-
tional Security Information related to
physical protection, including:

(i) The composite physical security
plan for the facility or site;

(ii) Site specific drawings, diagrams,
sketches, or maps that substantially
represent the final design features of
the physical security system not easily
discernible by members of the public;

(iii) Alarm system layouts showing
the location of intrusion detection de-
vices, alarm assessment equipment,
alarm system wiring, emergency power
sources for security equipment, and du-
ress alarms not easily discernible by
members of the public;

(iv) Physical security orders and pro-
cedures issued by the licensee for mem-
bers of the security organization de-
tailing duress codes, patrol routes and
schedules, or responses to security con-
tingency events;

(v) Site specific design features of
plant security communications sys-
tems;

(vi) Lock combinations, mechanical
key design, or passwords integral to
the physical security system;

(vii) The composite facility guard
qualification and training plan/meas-
ures disclosing features of the physical
security system or response proce-
dures;

(viii) Descriptions of security activi-
ties which disclose features of the
physical security system or response
measures;

(ix) Information relating to onsite or
offsite response forces, including size,
armament of the response forces, and
arrival times of such forces committed
to respond to security contingency
events; and

(x) Engineering and safety analyses,
security-related procedures or sce-
narios, and other information revealing
site-specific details of the facility or
materials if the unauthorized disclo-
sure of such analyses, procedures, sce-
narios, or other information could rea-
sonably be expected to have a signifi-
cant adverse effect on the health and
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safety of the public or the common de-
fense and security by significantly in-
creasing the likelihood of theft, diver-
sion, or sabotage of source, byproduct,
or special nuclear material.

(2) Physical protection in transit. Infor-
mation not -classified as Restricted
Data or National Security Information
related to the physical protection of
shipments of more than 1000 Thq (27,000
Ci) but less than or equal to 100 grams
of spent nuclear fuel, source material
and byproduct material in Category 1
quantities of concern, and special nu-
clear material in less than a formula
quantity (except for those materials
covered under §73.22), including:

(i) Information regarding transpor-
tation security measures, including
physical security plans and procedures,
immobilization devices, and escort re-
quirements, more detailed than NRC
regulations;

(ii) Scheduling and itinerary infor-
mation for shipments (scheduling and
itinerary information for shipments
that are inherently self-disclosing,
such as a shipment that created exten-
sive news coverage or an announce-
ment by a public official confirming re-
ceipt, may be decontrolled after ship-
ment departure). Scheduling and
itinerary information for shipments
that are not inherently self-disclosing
may be decontrolled 2 days after the
shipment is completed. Scheduling and
itinerary information used for the pur-
pose of preplanning, coordination, and
advance notification may be shared
with others on a ‘‘need to know” basis
and need not be designated as Safe-
guards Information-Modified Han-
dling);

(iii) Arrangements with and capabili-
ties of local police response forces, and
locations of safe havens identified
along the transportation route;

(iv) Details of alarm and communica-
tion systems, communication proce-
dures, and duress codes;

(v) Procedures for response to secu-
rity contingency events; and

(vi) Engineering or safety analyses,
security-related procedures or sce-
narios and other information related to
the protection of the transported mate-
rial if the unauthorized disclosure of
such analyses, procedures, scenarios, or
other information could reasonably be
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expected to have a significant adverse
effect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material.

(3) Inspections, audits and evaluations.
Information not classified as National
Security Information or Restricted
Data pertaining to safeguards and se-
curity inspections and reports, includ-
ing:

(i) Portions of inspection reports,
evaluations, audits, or investigations
that contain details of a licensee’s or
applicant’s physical security system or
that disclose uncorrected defects,
weaknesses, or vulnerabilities in the
system. Disclosure of corrected defects,
weaknesses, or vulnerabilities is sub-
ject to an assessment taking into ac-
count such factors as trending analyses
and the impacts of disclosure on licens-
ees having similar physical security
systems; and

(ii) Reports of investigations con-
taining general information may be re-
leased after the corrective actions have
been completed, unless withheld pursu-
ant to other authorities, e.g., the Free-
dom of Information Act (56 U.S.C. 552).

(4) Correspondence. Portions of cor-
respondence insofar as they contain
Safeguards Information designated as
Safeguards Information-Modified Han-
dling, as set forth in paragraphs (a)(1)
through (a)(3) of this section.

(56) Other information within the
scope of Section 147 of the Atomic En-
ergy Act of 1954, as amended, that the
Commission determines by order or
regulation could reasonably be ex-
pected to have a significant adverse ef-
fect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material or a facility.

(b) Conditions for access. (1) Except as
the Commission may otherwise author-
ize, no person may have access to Safe-
guards Information designated as Safe-
guards Information-Modified Handling
unless the person has an established
“need to know” for the information
and has undergone a Federal Bureau of
Investigation criminal history records
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check using the procedures set forth in
§73.57.

(2) In addition, a person to be granted
access to Safeguards Information must
be trustworthy and reliable, based on a
background check or other means ap-
proved by the Commission.

(3) The categories of individuals spec-
ified in 10 CFR 73.59 are exempt from
the criminal history records check and
background check requirements in
paragraphs (b)(1) and (b)(2) of this sec-
tion by virtue of their occupational
status:

(4) For persons participating in an
NRC adjudicatory proceeding, the
“need to know’’ determination shall be
made by the originator of the Safe-
guards Information designated as Safe-
guards Information-Modified Handling
upon receipt of a request for access to
the Safeguards Information designated
as Safeguards Information-Modified
Handling. Where the information is in
the possession of the originator and the
NRC staff, whether in its original form
or incorporated into another document
or other matter by the recipient, the
NRC staff shall make the determina-
tion. In the event of a dispute regard-
ing the ‘‘need to know’’ determination,
the presiding officer of the proceeding
shall determine whether the ‘‘need to
know”’ findings in §73.2 can be made.

(5) Except as the Commission may
otherwise authorize, no person may
disclose Safeguards Information des-
ignated as Safeguards Information-
Modified Handling to any other person
except as set forth in this section.

(c) Protection while in use or storage.
(1) While in use, matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling must be under the control of an
individual authorized access to such in-
formation. This requirement is satis-
fied if the Safeguards Information des-
ignated as Safeguards Information-
Modified Handling is attended by such
an individual even though the informa-
tion is in fact not constantly being
used. Safeguards Information des-
ignated as Safeguards Information-
Modified Handling within alarm sta-
tions, or rooms continuously occupied
by authorized individuals, need not be
locked in a file drawer or cabinet.
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(2) While unattended, Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must be
stored in a locked file drawer or cabi-
net. The container shall not identify
the contents of the matter contained
and must preclude access by individ-
uals not authorized access in accord-
ance with the provisions of this sec-
tion. Knowledge of lock combinations
or access to keys protecting Safeguards
Information designated as Safeguards
Information-Modified Handling must
be limited to a minimum number of
personnel for operating purposes who
have a ‘“‘need to know’ and are other-
wise authorized access to Safeguards
Information in accordance with the
provisions of this Part. Access to lock
combinations must be strictly con-
trolled so as to prevent disclosure to an
individual not authorized access to
Safeguards Information designated as
Safeguards Information-Modified Han-
dling.

(d) Preparation and marking of docu-
ments or other matter. (1) Each docu-
ment or other matter that contains
Safeguards Information designated as
Safeguards Information-Modified Han-
dling as described in §73.23(a) and in
this section must be marked to indi-
cate the presence of Safeguards Infor-
mation with modified handling require-
ments in a conspicuous manner on the
top and bottom of each page. The first
page of the document or other matter
must also contain:

(i) The name, title, and organization
of the individual authorized to make a
“Safeguards Information designated as
Safeguards Information-Modified Han-
dling”’ determination, and who has de-
termined that the document or other
matter contains Safeguards Informa-
tion designated as Safeguards Informa-
tion-Modified Handling;

(ii) The date the determination was
made; and

(iii) An indication that unauthorized
disclosure will be subject to civil and
criminal sanctions.

(2) In addition to the markings at the
top and bottom of each page, any
transmittal letters or memoranda to or
from the NRC which do not in them-
selves contain Safeguards Information
designated as Safeguards Information-
Modified Handling shall be marked to
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indicate that attachments or enclo-
sures contain Safeguards Information
designated as Safeguards Information-
Modified Handling but that the trans-
mittal document does not (i.e., “When
separated from Safeguards Information
designated as Safeguards Information-
Modified Handling enclosure(s), this
document is decontrolled provided the
transmittal document does not other-
wise warrant protection from unau-
thorized disclosure’’).

(3) Any transmittal document or
other matter forwarding Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must
alert the recipient that protected infor-
mation is enclosed. Certification that a
document or other matter contains
Safeguards Information designated as
Safeguards Information-Modified Han-
dling must include the name and title
of the certifying official and date des-
ignated. Portion marking is required
only for correspondence to and from
the NRC (i.e., cover letters, but not at-
tachments) that contains Safeguards
Information designated as Safeguards
Information-Modified Handling. The
portion marking must be sufficient to
allow the recipient to identify and dis-
tinguish those sections of the trans-
mittal document or other information
containing the Safeguards Information
from non-Safeguards Information.

(4) Marking of documents or other
matter containing or transmitting
Safeguards Information with modified
handling requirements shall, at a min-
imum include the words ‘‘Safeguards
Information-Modified Handling’’ to en-
sure identification of protected infor-
mation for the protection of facilities
and material covered by §73.23.

(e) Reproduction of matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling. Safeguards Information des-
ignated as Safeguards Information-
Modified Handling may be reproduced
to the minimum extent necessary, con-
sistent with need, without permission
of the originator. Equipment used to
reproduce Safeguards Information des-
ignated as Safeguards Information-
Modified Handling must be evaluated
to ensure that unauthorized individ-
uals cannot access the information
(e.g. , unauthorized individuals cannot
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access Safeguards Information by gain-
ing access to retained memory or net-
work connectivity).

(f) External transmission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion designated as Safeguards Informa-
tion-Modified Handling, when trans-
mitted outside an authorized place of
use or storage, must be packaged in
two sealed envelopes or wrappers to
preclude disclosure of the presence of
protected information. The inner enve-
lope or wrapper must contain the name
and address of the intended recipient
and be marked on both sides, top and
bottom, with the words ‘‘Safeguards
Information-Modified Handling.”” The
outer envelope or wrapper must be
opaque, addressed to the intended re-
cipient, must contain the address of
the sender, and may not bear any
markings or indication that the docu-
ment contains Safeguards Information
designated as Safeguards Information-
Modified Handling.

(2) Safeguards Information des-
ignated Safeguards Information-Modi-
fied Handling may be transported by
any commercial delivery company that
provides service with computer track-
ing features, U.S. first class, reg-
istered, express, or certified mail, or by
any individual authorized access pursu-
ant to these requirements.

(3) Except under emergency or ex-
traordinary conditions, Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must be
transmitted electronically only by pro-
tected telecommunications circuits
(including facsimile) or encryption by
a method (Federal Information Proc-
essing Standard [FIPS] 140-2 or later)
approved by the appropriate NRC of-
fice. For the purpose of this section,
emergency or extraordinary conditions
are defined as any circumstances that
require immediate communications in
order to report, summon assistance for,
or respond to a security contingency
event or an event that has potential se-
curity significance. Physical security
events required to be reported pursuant
to §73.71 are considered to be extraor-
dinary conditions.

471



§73.24

(g) Processing of Safeguards Informa-
tion-Modified Handling on electronic sys-
tems. (1) Safeguards Information des-
ignated for modified handling may be
stored, processed or produced on a com-
puter or computer system, provided
that the system is assigned to the li-
censee’s or contractor’s facility. Safe-
guards Information designated as Safe-
guards Information-Modified Handling
files must be protected, either by a
password or encryption, to prevent un-
authorized individuals from gaining ac-
cess. Word processors such as type-
writers are not subject to these re-
quirements as long as they do not
transmit information off-site. NOTE: if
Safeguards Information designated as
Safeguards Information-Modified Han-
dling is produced on a typewriter, the
ribbon must be properly marked and be
removed and stored in the same man-
ner as other Safeguards Information
designated as Safeguards Information-
Modified Handling.

(2) Safeguards Information des-
ignated as Safeguards Information-
Modified Handling files may be trans-
mitted over a network if the file is
encrypted. In such cases, the licensee
will select a commercially available
encryption system that the National
Institute of Standards and Technology
(NIST) has validated as conforming to
Federal Information Processing Stand-
ards (FIPS) 140-2 or later. Safeguards
Information designated as Safeguards
Information-Modified Handling files
shall be properly labeled to indicate
the presence of Safeguards Information
with modified handling requirements
and saved to removable matter and
stored in a locked file drawer or cabi-
net.

(3) A mobile device (such as a laptop
computer) may also be used for the
processing of Safeguards Information
designated as Safeguards Information-
Modified Handling provided the device
is secured in an appropriate locked
storage container when not in use.
Other systems may be used if approved
for security by the appropriate NRC of-
fice.

(4) Any electronic system that has
been used for storage, processing or
production of Safeguards Information
must be free of recoverable Safeguards
Information designated as Safeguards
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Information-Modified Handling prior to
being returned to nonexclusive use.

(h) Removal from Safeguards Informa-
tion-Modified Handling category. Docu-
ments or other matter originally con-
taining Safeguards Information des-
ignated as Safeguards Information-
Modified Handling must be removed
from the Safeguards Information cat-
egory at such time as the information
no longer meets the criteria contained
in this Part. Care must be exercised to
ensure that any document or other
matter decontrolled shall not disclose
Safeguards Information in some other
form or be combined with other unpro-
tected information to disclose Safe-
guards Information. The authority to
determine that a document or other
matter may be decontrolled will only
be exercised by the NRC, with NRC ap-
proval, or in consultation with the in-
dividual or organization that made the
original determination.

(i) Destruction of matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling. Documents or other matter con-
taining Safeguards Information shall
be destroyed when no longer needed.
The information can be destroyed by
burning, shredding, or any other meth-
od that precludes reconstruction by
means available to the public at large.
Piece sizes no wider than one quarter
inch composed of several pages or doc-
uments and thoroughly mixed are con-
sidered completely destroyed.

[73 FR 63577, Oct. 24, 2008]

§73.24 Prohibitions.

(a) Except as specifically approved by
the Nuclear Regulatory Commission,
no shipment of special nuclear mate-
rial shall be made in passenger aircraft
in excess of (1) 20 grams or 20 curies,
whichever is less, of plutonium or ura-
nium-233, or (2) 350 grams of uranium-
235 (contained in uranium enriched to
20 percent or more in the U-235 iso-
tope).

(b) Unless otherwise approved by the
Nuclear Regulatory Commission, no 1li-
censee may make shipments of special
nuclear material in which individual
shipments are less than a formula
quantity, but the total quantity in
shipments in transit at the same time
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could equal or exceed a formula quan-
tity, unless either of the following con-
ditions are met:

(1) The licensee shall confirm and log
the arrival at the final destination of
each individual shipment and retain
the log for three years from the date of
the last entry in the log. The licensee
shall also schedule shipments to ensure
that the total quantity for two or more
shipments in transit at the same time
does not equal or exceed the formula
quantity, or

(2) Physical protection in accordance
with the requirements of §§73.20, 73.25,
and 73.26 is provided by the licensee for
such shipments as appropriate so that
the total quantity of special nuclear
material in the remaining shipments
not so protected, and in transit at the
same time, does not equal or exceed a
formula quantity.

[44 FR 68188, Nov. 28, 1979, as amended at 53
FR 19257, May 27, 1988]

PHYSICAL PROTECTION OF SPECIAL
NUCLEAR MATERIAL IN TRANSIT

§73.25 Performance -capabilities for
physical protection of strategic spe-
cial nuclear material in transit.

(a) To meet the general performance
objective and requirements of §73.20 an
in-transit physical protection system
shall include the performance capabili-
ties described in paragraphs (b)
through (d) of this section unless oth-
erwise authorized by the Commission.

(b) Restrict access to and activity in
the vicinity of transports and strategic
special nuclear material. To achieve
this capability the physical protection
system shall:

(1) Minimize the vulnerability of the
strategic special nuclear material by
using the following subfunctions and
procedures:

(i) Preplanning itineraries for the
movement of strategic special nuclear
material;

(ii) Periodically updating knowledge
of route conditions for the movement
of strategic special nuclear material;

(iii) Maintaining knowledge of the
status and position of the strategic
special nuclear material en route; and

(iv) Determining and communicating
alternative itineraries en route as con-
ditions warrant.
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(2) Detect and delay any unauthor-
ized attempt to gain access or intro-
duce unauthorized materials by stealth
or force into the vicinity of transports
and strategic special nuclear material
using the following subsystems and
subfunctions:

(i) Controlled access areas to isolate
strategic special nuclear material and
transports to assure that unauthorized
persons shall not have direct access to,
and unauthorized materials shall not
be introduced into the vicinity of, the
transports and strategic special nu-
clear material, and

(i1) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized penetra-
tion (or such attempts) of a controlled
access area by persons, vehicles or ma-
terials so that the response will satisfy
the general performance objective and
requirements of §73.20(a).

(3) Detect attempts to gain unauthor-
ized access or introduce unauthorized
materials into the vicinity of trans-
ports by deceit using the following sub-
systems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and access criteria
for persons, materials and vehicles; and

(i1) Access controls and procedures to
verify the identity of persons, mate-
rials and vehicles, to assess such iden-
tity against current authorization
schedules and access criteria before
permitting access, and to initiate re-
sponse measures to deny unauthorized
entries.

(c) Prevent or delay unauthorized
entry or introduction of unauthorized
materials into, and unauthorized re-
moval of, strategic special nuclear ma-
terial from transports. To achieve this
capability the physical protection sys-
tem shall:

(1) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
materials into transports by deceit
using the following subsystems and
subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
access into transports for both persons
and materials; and

473



§73.25

(ii) Entry controls and procedures to
verify the identity of persons and ma-
terials and to permit transport entry
only to those persons and materials
specified by the current authorization
schedules and entry criteria.

(2) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
material into transports by stealth or
force using the following subsystems
and subfunctions:

(1) Transport features to delay access
to strategic special nuclear material
sufficient to permit the detection and
response systems to function so as to
satisfy the general performance objec-
tive and requirements of §73.20(a);

(ii) Inspection and detection sub-
systems and procedures to detect unau-
thorized tampering with transports and
cargo containers; and

(iii) Swurveillance subsystems and
procedures to detect, assess and com-
municate any unauthorized presence of
persons or materials and any unauthor-
ized attempt to penetrate the transport
so that the response will satisfy the
general performance objective and re-
quirements of §73.20(a).

(3) Prevent unauthorized removal of
strategic special nuclear material from
transports by deceit using the fol-
lowing subsystems and subfunctions:

(i) Authorization controls and proce-
dures to provide current schedules for
authorized removal of strategic special
nuclear material which specify the per-
sons authorized to remove and receive
the material, the authorized times for
such removal and receipt and author-
ized places for such removal and re-
ceipt.

(ii) Removal controls and procedures
to establish activities for transferring
cargo in emergency situations; and

(iii) Removal controls and procedures
to permit removal of strategic special
nuclear material only after
verification of the identity of persons
removing or receiving the strategic
special nuclear material, and after
verification of the identity and integ-
rity of the strategic special nuclear
material being removed from trans-
ports.

(4) Detect attempts to remove stra-
tegic special nuclear material from
transports by stealth or force using the
following subsystems and subfunctions:
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(i) Transport features to delay unau-
thorized strategic special nuclear ma-
terial removal attempts sufficient to
assist detection and permit a response
to satisfy the general performance ob-
jective and requirements of §73.20(a);
and

(i1) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized
removal of strategic special nuclear
material so that response to the at-
tempt can be such as to satisfy the
general performance objective and re-
quirements of §73.20(a).

(d) Respond to safeguards contin-
gencies and emergencies to assure that
the two capabilities in paragraphs (b)
and (c) of this section are achieved, and
to engage and impede adversary forces
until local law enforcement forces ar-
rive. To achieve this capability, the
physical protection system shall:

(1) Respond rapidly and effectively to
safeguards contingencies and emer-
gencies using the following subsystems
and subfunctions:

(i) A security organization composed
of trained and qualifed personnel, in-
cluding armed escorts, one of whom is
designated as escort commander, with
procedures for command and control,
to execute response functions.

(i1) Assessment procedures to assess
the nature and extent of security re-
lated incidents.

(iii) A predetermined plan to respond
to safeguards contingency events.

(iv) Equipment and procedures to en-
able responses to security related inci-
dents sufficiently rapid and effective to
achieve the predetermined objective of
each action.

(v) Equipment, vehicle design fea-
tures, and procedures to protect secu-
rity organization personnel, including
those at the movement control center,
in their performance of assessment and
response related functions.

(2) Transmit detection, assessment
and other response related information
using the following subsystems and
subfunctions:

(i) Communications equipment and
procedures to rapidly and accurately
transmit security information among
armed escorts.

(ii) Equipment and procedures for
two-way communications between the
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escort commander and the movement
control center to rapidly and accu-
rately transmit assessment informa-
tion and requests for assistance by
local law enforcement forces, and to
coordinate such assistance.

(iii) Communications equipment and
procedures for the armed escorts and
the movement control center personnel
to notify local law enforcement forces
of the need for assistance.

(3) Establish liaisons with local law
enforcement authorities to arrange for
assistance en route.

(4) Assure that a single adversary ac-
tion cannot destroy the capability of
armed escorts to notify the local law
enforcement forces of the need for as-
sistance.

[44 FR 68188, Nov. 28, 1979]

§73.26 Transportation physical protec-
tion systems, subsystems, compo-
nents, and procedures.

(a) A transportation physical protec-
tion system established pursuant to
the general performance objectives and
requirements of §73.20 and performance
capability requirements of §73.25 shall
include, but are not necessarily limited
to, the measures specified in para-
graphs (b) through (1) of this section.
The Commission may require, depend-
ing on the individual transportation
conditions or circumstances, alternate
or additional measures deemed nec-
essary to meet the general performance
objectives and requirements of §73.20.
The Commission also may authorize
protection measures other than those
required by this section if, in its opin-
ion, the overall level of performance
meets the general performance objec-
tives and requirements of §73.20 and
the performance capability require-
ments of §73.25.

(b) Planning and scheduling. (1) Ship-
ments shall be scheduled to avoid reg-
ular patterns and preplanned to avoid
areas of natural disaster or civil dis-
orders, such as strikes or riots. Such
shipments shall be planned in order to
avoid storage times in excess of 24
hours and to assure that deliveries
occur at a time when the receiver at
the final delivery point is present to
accept the shipment.

(2) Arrangements shall be made with
law enforcement authorities along the
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route of shipments for their response
to an emergency or a call for assist-
ance.

(3) Security arrangements for each
shipment shall be approved by the Nu-
clear Regulatory Commission prior to
the time for the seven-day notice re-
quired by §73.72. Information to be sup-
plied to the Commission in addition to
the general security plan information
is as follows:

(i) Shipper, consignee, carriers,
transfer points, modes of shipment,

(ii) Point where escorts will relin-
quish responsibility or will accept re-
sponsibility for the shipment,

(iii) Arrangements made for transfer
of shipment security, and

(iv) Security arrangements at point
where escorts accept responsibility for
an import shipment.

(4) Hand-to-hand receipts shall be
completed at origin and destination
and at all points enroute where there is
a transfer of custody.

(c) Export/import shipments. (1) A li-
censee who imports a formula quantity
of strategic special nuclear material
shall make arrangements to assure
that the material will be protected in
transit as follows:

(i) An individual designated by the 1i-
censee or his agent, or as specified by a
contract of carriage, shall confirm the
container count and examine locks
and/or seals for evidence of tampering,
at the first place in the United States
at which the shipment is discharged
from the arriving carrier.

(ii) The shipment must be protected
at all times within the geographical
limits of the United States as provided
in this section and §§73.25 and 73.27.
The licensee shall retain each record
required by these sections for three
years after the close of period for
which the licensee possesses the special
nuclear material under each license au-
thorizing the licensee to ship this ma-
terial, and superseded material for
three years after each change.

(2) A licensee who exports a formula
quantity of strategic special nuclear
material shall comply with the re-
quirements of this section and §§73.25
and 73.27, as applicable, up to the first
point where the shipment is taken off
the transport outside the TUnited
States. The licensee shall retain each
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record required by these sections for
three years after the close of period for
which the licensee possesses the special
nuclear material under each license au-
thorizing the licensee to export this
material, and superseded material for
three years after each change.

(d) Security organization. (1) The li-
censee or his agent shall establish a
transportation security organization,
including armed escorts, armed re-
sponse personnel or guards, and a
movement control center manned and
equipped to monitor and control ship-
ments, to communicate with local law
enforcement authorities, and to re-
spond to safeguards contingencies.

(2) At least one full time member of
the security organization who has the
authority to direct the physical protec-
tion activities of the security organiza-
tion shall be on duty at the movement
control center during the course of any
shipment.

(3) The licensee or the licensee’s
agent shall establish, maintain, and
follow a written management system
to provide for the development, revi-
sion, implementation, and enforcement
of transportation physical protection
procedures. The licensee or the agent
shall retain as a record the current
management system for three years
after the close of period for which the
licensee possesses the special nuclear
material under the license for which
the system was developed and, if any
portion of the system is superseded, re-
tain the superseded material for three
years after each change. The system
shall include:

(i) Written security procedures which
document the structure of the trans-
portation security organization and
which detail the duties of drivers and
escorts and other individuals respon-
sible for security; and

(ii) Provision for written approval of
such procedures and any revisions
thereto by the individual with overall
responsibility for the security func-
tion.

(4) Neither the licensee nor the li-
censee’s agent shall permit an indi-
vidual to act as an escort or other se-
curity organization member unless the
individual has been trained, equipped,
and qualified to perform each assigned
security job duty in accordance with
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appendix B, of this part, ‘‘General Cri-
teria for Security Personnel.” Upon
the request of an authorized represent-
ative of the Commission, the licensee
or the agent shall demonstrate the
ability of the physical security per-
sonnel to carry out their assigned du-
ties and responsibilities. Armed escorts
shall requalify in accordance with ap-
pendix B to this part at least every 12
months. Each requalification must be
documented. The licensee or the agent
shall retain documentation of the ini-
tial qualification for the term of em-
ployment and of each requalification
as a record for three years from the
date of the requalification.

(6) Armed escort and armed response
force personnel armament shall include
handguns, shotguns, and semiauto-
matic rifles, as described in appendix B
to this part.

(e) Contingency and Response Plans
and Procedures. (1) The licensee or the
licensee’s agent shall establish, main-
tain, and follow a written safeguards
contingency plan for dealing with
threats, thefts, and radiological sabo-
tage related to strategic special nu-
clear material in transit subject to the
provisions of this section. This safe-
guards contingency plan must be in ac-
cordance with the criteria in appendix
C of this part, ‘“‘Licensee Safeguards
Contingency Plan.”” The licensee or the
agent shall retain the contingency plan
as a record for three years after the
close of period for which the licensee
possesses the special nuclear material
under each license for which the plan is
used and superseded material for three
years after each change.

(2) Upon detection of abnormal pres-
ence or activity of persons or vehicles
attempting to penetrate a moving con-
voy or persons attempting to gain ac-
cess to a parked cargo vehicle or upon
evidence or indication of penetration of
the cargo vehicle the armed escorts or
other armed response personnel shall:

(i) Determine whether or not a threat
exists;

(ii) Assess the extent of the threat, if
any;

(iii) Take immediate concurrent
measures to neutralize the threat by:
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(A) Making the necessary tactical
moves to prevent or impede acts of ra-
diological sabotage or theft of stra-
tegic special nuclear material, and

(B) Informing local law enforcement
agencies of the threat and requesting
assistance.

(38) The licensee or his agent shall in-
struct every armed escort and all
armed response personnel to prevent or
impede acts of radiological sabotage or
theft of strategic special material by
using sufficient force to counter the
force directed at him including the use
of deadly force when armed escorts or
armed response personnel have a rea-
sonable belief that it is necessary in
self-defense or in the defense of others.

(f) Transfer and storage of strategic spe-
cial nuclear material for domestic ship-
ments. (1) Strategic special nuclear ma-
terial shall be placed in a protected
area at transfer points if transfer is not
immediate from one transport to an-
other. Where a protected area is not
available a controlled access area shall
be established for the shipment. The
transport may serve as a controlled ac-
cess area.

(2) All transfers shall be protected by
at least seven armed escorts or other
armed personnel—one of whom shall
serve as commander. At least five of
the armed personnel (including the
commander) shall be available to pro-
tect the shipment and at least three of
the five shall keep the strategic special
nuclear material under continuous sur-
veillance while it is at the transfer
point. The two remaining armed per-
sonnel shall take up positions at a re-
mote monitoring location. The remote
location may be a radio-equipped vehi-
cle or a nearby place, apart from the
shipment area, so that a single act can-
not remove the capability of the per-
sonnel protecting the shipment for
calling for assistance. Each of the
seven armed escorts or other armed
personnel shall be capable of maintain-
ing communication with each other.
The commander shall have the capa-
bility to communicate with the per-
sonnel at the remote location and with
local law enforcement agencies for
emergency assistance. In addition, the
armed escort personnel at the remote
location shall have the capability to
communicate with the law enforce-
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ment agencies and with the shipment
movement control center. The com-
mander shall call the remote location
at least every 30 minutes to report the
status of the shipment. If the calls are
not received within the prescribed
time, the personnel in the remote loca-
tion shall request assistance from the
law enforcement authorities, notify the
shipment movement control center and
initiate the appropriate contingency
plans. Armed escorts or other armed
personnel shall observe the opening of
the cargo compartment of the incom-
ing transport and ensure that the ship-
ment is complete by checking locks
and seals. A shipment loaded onto or
transferred to another transport shall
be checked to assure complete loading
or transfer. Continuous visual surveil-
lance of the cargo compartment shall
be maintained up to the time the
transport departs from the terminal.
The escorts shall observe the transport
until it has departed and shall notify
the licensee or his agent of the latest
status immediately thereafter.

(g) Access control subsystems and proce-
dures. (1) A numbered picture badge
identification procedure shall be used
to identify all individuals who will
have custody of a shipment. The identi-
fication procedure shall require that
the individual who has possession of
the strategic special nuclear material
shall have, in advance, identification
picture badges of all individuals who
are to assume custody for the ship-
ment. The shipment shall be released
only when the individual who has pos-
session of strategic special nuclear ma-
terial has assured positive identifica-
tion of all of the persons assuming cus-
tody for the shipment by comparing
the copies of the identification badges
that have been received in advance to
the identification badges carried by the
individuals who will assume custody of
the shipment.

(2) Access to protected areas, con-
trolled access areas, transports, escort
vehicles, aircraft, rail cars, and con-
tainers where strategic special nuclear
material is located shall be limited to
individuals who have been properly
identified and have been authorized ac-
cess to these areas.

(3) Strategic special nuclear material
shall be shipped in containers that are
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protected by tamper-indicating seals.
The containers also shall be locked if
they are not in another locked con-
tainer or transport. The outermost
container or transport also shall be
protected by tamper-indicating seals.

(h) Test and maintenance programs.
The licensee or his agent shall estab-
lish, maintain and follow a test and
maintenance program for communica-
tions equipment and other physical
protection related devices and equip-
ment used pursuant to this section
which shall include the following:

(1) Tests and inspections shall be con-
ducted during the installation, and
construction of physical protection re-
lated subsystems and components to
assure that they comply with their re-
spective design criteria and perform-
ance specifications.

(2) Preoperational tests and inspec-
tions shall be conducted for physical
protection related subsystems and
components to demonstrate their effec-
tiveness, availability, and reliability
with respect to their respective design
criteria and performance specifica-
tions.

(3) Operational tests and inspections
shall be conducted for physical protec-
tion related subsystems and compo-
nents to assure their maintenance in
an operable and effective condition.

(4) Preventive maintenance programs
shall be established for physical pro-
tection related subsystems and compo-
nents to assure their continued main-
tenance in an operable and effective
condition.

(5) All physical protection related
subsystems and components shall be
maintained in operable condition. Cor-
rective action procedures and compen-
satory measures shall be developed and
employed to assure that the effective-
ness of the physical protection system
is not reduced by any single failure or
other contingencies affecting the oper-
ation of the physical protection related
equipment or structures.

(6) The transportation security pro-
gram must be reviewed at least every
12 months by individuals independent
of both security program management
and personnel who have direct respon-
sibility for implementation of the secu-
rity program. The review must include
an audit of transportation security
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procedures and practices, an evaluation
of the effectiveness of the transpor-
tation physical protection system, an
audit of the transportation physical
protection system testing and mainte-
nance program, and an audit of com-
mitments established for response by
local law enforcement authorities. The
results and recommendations of the re-
view, management’s findings on wheth-
er the transportation security program
is currently effective, and any actions
taken as a result of recommendations
from prior reviews, must be docu-
mented in a report to the responsible
organization management and to cor-
porate management at least one level
higher than that having responsibility
for the day-to-day plant operation.
These reports must be maintained in
an auditable form, available for inspec-
tion for a period of 3 years.

(i) Shipment by road. (1) A detailed
route plan shall be prepared which
shows the routes to be taken, the re-
fueling and rest stops, and the call-in
times to the movement control center.
All shipments shall be made on pri-
mary highways with minimum use of
secondary roads. All shipments shall be
made without intermediate stops ex-
cept for refueling, rest or emergency
stops.

(2) Cargo compartments of the trucks
or trailers shall be locked and pro-
tected by tamper-indicating seals.

(3) The shipment shall be protected
by one of the following methods:

(i) A specially designed cargo vehicle
truck or trailer that reduces the vul-
nerability to theft. Design features of
the truck or trailer shall permit immo-
bilization of the truck or of the cargo-
carrying portion of the vehicle and
shall provide a deterrent to physical
penetration of the cargo compartment.
Two separate escort vehicles shall ac-
company the cargo vehicle. There shall
be a total of seven armed escorts with
at least two in the cargo vehicle. Es-
corts may also operate the cargo and
escort vehicles.

(ii) An armored car cargo vehicle.
Three separate escort vehicles shall ac-
company such a cargo vehicle. There
shall be a total of seven armed escorts,
with at least two in the cargo vehicle.
Escorts may also operate the cargo and
escort vehicles.
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(4) All escort vehicles shall be bullet-
resisting.

(5) Procedures shall be established to
assure that no unauthorized persons or
materials are on the cargo vehicle be-
fore strategic special nuclear material
is loaded, or on the escort vehicles, im-
mediately before the trip begins.

(6) Cargo and escort vehicles shall
maintain continuous intraconvoy two-
way communication. In addition at
least two of the vehicles shall be
equipped with radio telephones having
the capability of communicating with
the movement control center. A redun-
dant means of communication shall
also be available. Calls to the move-
ment control center shall be made at
least every half hour to convey the sta-
tus and position of the shipment. In
the event no call is received in accord-
ance with these requirements, the li-
censee or his agent shall immediately
notify the law enforcement authorities
and the Director, Division of Security
Policy, Office of Nuclear Security and
Incident Response, and initiate the ap-
propriate contingency plan.

(7) At refueling, rest, or emergency
stops at least seven armed escorts or
other armed personnel shall be avail-
able to protect the shipment and at
least three armed escorts or other
armed personnel shall maintain contin-
uous visual surveillance of the cargo
compartment.

(8) Transfers to and from other modes
of transportation shall be in accord-
ance with paragraph (f) of this section.

(j) Shipment by air. (1) All shipments
on commercial cargo aircraft shall be
accompanied by two armed escorts who
shall be able to converse in a common
language with the captain of the air-
craft.

(2) Transfers of these shipments shall
be minimized and shall be conducted in
accordance with paragraph (f) of this
section. Such shipments shall be sched-
uled so that the strategic special nu-
clear material is loaded last and un-
loaded first.

(3) At scheduled stops, at least seven
armed escorts or other armed per-
sonnel shall be available to protect the
shipment and at least three armed es-
corts or other armed personnel shall
maintain continuous visual surveil-
lance of the cargo compartment.
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(4) Export shipments shall be accom-
panied by two armed escorts from the
last terminal in the United States
until the shipment is unloaded at a for-
eign terminal and primary responsi-
bility for physical protection is as-
sumed by agents of the consignee.
While on foreign soil, the escorts may
surrender their weapons to legally con-
stituted local authorities. After leav-
ing the last terminal in the United
States the shipment shall be scheduled
with no intermediate stops.

(5) Import shipments shall be accom-
panied by two armed escorts at all
times within the geographical limits of
the United States. These escorts shall
provide physical protection for the
shipment until relieved by verified
agents of the U.S. consignee.

(6) Procedures shall be established to
assure that no unauthorized persons or
material are on the aircraft before
strategic special nuclear material is
loaded on board.

(7) Arrangements shall be made at all
domestic airports to assure that the
seven required armed escorts or other
armed personnel are available and that
the required security measures will be
taken upon landing.

(8) Arrangements shall be made at
the foreign terminal at which the ship-
ment is to be unloaded to assure that
security measures will be taken on ar-
rival.

(k) Shipment by rail. (1) A shipment
by rail shall be escorted by seven
armed escorts in the shipment car or
an escort car next to the shipment car
of the train. At least three escorts
shall keep the shipment car under con-
tinuous visual surveillance. Escorts
shall detrain at stops when practicable
and time permits to maintain the ship-
ment cars under continuous visual sur-
veillance and to check car or container
locks and seals.

(2) Procedures shall be established to
assure that no unauthorized persons or
materials are on the shipment or es-
cort car before strategic special nu-
clear material is loaded on board.

(3) Only containers weighing 5,000 1bs
or more shall be shipped on open rail
cars.

(4) A voice communication capability
between the escorts and the movement
control center shall be maintained. A
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redundant means of continuous com-
munication also shall be available.
Calls to the movement control center
shall be made at least every half hour
to convey the status and position of
the shipment. In the event no call is re-
ceived in accordance with these re-
quirements, the licensee or his agent
shall immediately notify the law en-
forcement authorities and the appro-
priate Nuclear Regulatory Commission
Regional Office listed in appendix A of
this part and initiate their contingency
plan.

(5) Transfer to and from other modes
of transportation shall be in accord-
ance with paragraph (f) of this section.

(1) Shipment by sea. (1) Shipments
shall be made only on container-ships.
The strategic special nuclear material
container(s) shall be loaded into exclu-
sive use cargo containers conforming
to American National Standards Insti-
tute (ANSI) Standard MH5.1—Basic
Requirements for Cargo Containers”
(1971) or International Standards Orga-
nization (ISO) 1496, ‘‘General Cargo
Containers” (1978). Locks and seals
shall be inspected by the escorts when-
ever access 1is possible. The ANSI
Standard MH5.1 (1971) and the (ISO)
1496 (1978), have been approved for in-
corporation by reference by the Direc-
tor of the Federal Register. A copy of
each of these standards is available for
inspection at the NRC Library, 11545
Rockville Pike, Rockville, Maryland
20852-2738.

(2) All shipments shall be accom-
panied by two armed escorts who shall
be able to converse in a common lan-
guage with the captain of the ship.

(3) Minimum domestic ports of call
shall be scheduled and there shall be no
scheduled transfer to other vessels
after the shipment leaves the last port
in the United States. Transfer to and
from other modes of transportation
shall be in accordance with paragraph
(f) of this section.

(4) At all ports of call the escorts
shall ensure that the shipment is not
removed. At least two armed escorts or
other armed personnel shall maintain
continuous visual surveillance of the
cargo area where the container is
stored up to the time the ship departs.

(5) Export shipments shall be accom-
panied by two armed escorts from the
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last port in the United States until the
shipment is unloaded at a foreign ter-
minal and prime responsibility for
physical protection is assumed by
agents of the consignee. While on for-
eign soil, the escorts may surrender
their weapons to legally constituted
local authorities.

(6) Import shipments shall be accom-
panied by two armed escorts at all
times within the geographical limits of
the United States. These escorts shall
provide physical protection for the
shipment until relieved by verified
agents of the U.S. consignee.

(7) Ship-to-shore communications
shall be available, and a ship-to-shore
contact shall be made every six hours
to relay position information, and the
status of the shipment.

(8) Arrangements shall be made at
the foreign terminals at which the
shipment is to be unloaded to assure
that security measures will be taken
upon arrival.

[44 FR 68190, Nov. 28, 1979, as amended at 46
FR 2025, Jan. 8, 1981; 53 FR 19257, May 27,
1988; 57 FR 33430, July 29, 1992; 57 FR 61787,
Dec. 29, 1992; 59 FR 50689, Oct. 5, 1994; 67 FR
3586, Jan. 25, 2002; 68 FR 14530, Mar. 26, 2003;
68 FR 23575, May 5, 2003; 74 FR 62684, Dec. 1,
2009]

§73.27 Notification requirements.

(a)(1) A licensee who delivers formula
quantities of strategic special nuclear
material to a carrier for transport
shall immediately notify the consignee
by telephone, telegraph, or teletype, of
the time of departure of the shipment,
and shall notify or confirm with the
consignee the method of transpor-
tation, including the names of carriers,
and the estimated time of arrival of
the shipment at its destination.

(2) In the case of a shipment (f.0.b.)
the point where it is delivered to a car-
rier for transport, a licensee shall, be-
fore the shipment is delivered to the
carrier, obtain written certification
from the licensee who is to take deliv-
ery of the shipment at the f.o.b. point
that the physical protection arrange-
ments required by §§73.256 and 73.26 for
licensed shipments have been made.
When a contractor exempt from the re-
quirements for a Commission license is
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the consignee of a shipment, the li-
censee shall, before the shipment is de-
livered to the carrier, obtain written
certification from the contractor who
is to take delivery of the shipment at
the f.o.b. point that the physical pro-
tection arrangements required by the
United States Department of Energy
Order Nos. 5632.1 or 5632.2, as appro-
priate, have been made.

(3) A licensee who delivers formula
quantities of strategic special nuclear
material to a carrier for transport or
releases such special nuclear material
f.o.b. at the point where it is delivered
to a carrier for transport shall also
make arrangements with the consignee
to be notified immediately by tele-
phone and telegraph, teletype, or cable,
of the arrival of the shipment at its
destination or of any such shipment
that is lost or unaccounted for after
the estimated time of arrival at its des-
tination.

(b) Each licensee who receives a ship-
ment of formula quantities of strategic
special nuclear material shall imme-
diately notify by telephone and tele-
graph or teletype, the person who de-
livered the material to a carrier for
transport and the Director, Division of
Security Policy, Office of Nuclear Se-
curity and Incident Response, of the
arrival of the shipment at its destina-
tion. When a United States Depart-
ment of Energy license-exempt con-
tractor is the consignee, the licensee
who is the consignor shall notify by
telephone and telegraph, or teletype,
the Director, Division of Security Pol-
icy, Office of Nuclear Security and In-
cident Response of the arrival of the
shipment at its destination imme-
diately upon being notified of the re-
ceipt of the shipment by the license-ex-
empt contractor as arranged pursuant
to paragraph (a)(3) of this section. In
the event such a shipment fails to ar-
rive at its destination at the estimated
time, or in the case of an export ship-
ment, the licensee who exported the
shipment, shall immediately notify by
telephone and telegraph or teletype,
the Director, Division of Security Pol-
icy, Office of Nuclear Security and In-
cident Response, and the licensee or
other person who delivered the mate-
rial to a carrier for transport. The 1li-
censee who made the physical protec-
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tion arrangements shall also imme-
diately notify by telephone and tele-
graph, or teletype, the Director, Divi-
sion of Security Policy, Office of Nu-
clear Security and Incident Response
of the action being taken to trace the
shipment.

(c) Each licensee who makes arrange-
ments for physical protection of a ship-
ment of formula quantities of strategic
special nuclear material as required by
§§73.25 and 73.26 shall immediately con-
duct a trace investigation of any ship-
ment that is lost or unaccounted for
after the estimated arrival time and
file a report with the Commission as
specified in §73.71.

[44 FR 68192, Nov. 28, 1979, as amended at 67
FR 3586, Jan. 25, 2002; 68 FR 14530, Mar. 26,
2003; 68 FR 23575, May 5, 2003; 74 FR 62684,
Dec. 1, 2009]

§73.28 Security background checks for
secure transfer of nuclear mate-
rials.

Licensees are excepted from the secu-
rity background check provisions in
Section 170I of the AEA if they have
not received Orders from the Nuclear
Regulatory Commission containing re-
quirements for background checks for
trustworthiness and reliability that in-
clude fingerprinting and criminal his-
tory record checks as a prerequisite for
unescorted access to radioactive mate-
rials.

[72 FR 3027, Jan. 24, 2007]

§73.37 Requirements for physical pro-
tection of irradiated reactor fuel in
transit.

(a) Performance objectives. (1) Each 1li-
censee who transports, or delivers to a
carrier for transport, in a single ship-
ment, a quantity of irradiated reactor
fuel in excess of 100 grams in net
weight of irradiated fuel, exclusive of
cladding or other structural or pack-
aging material, which has a total ex-
ternal radiation dose rate in excess of
100 rems per hour at a distance of 3 feet
from any accessible surface without in-
tervening shielding, shall establish and
maintain, or make arrangements for,
and assure the proper implementation
of, a physical protection system for
shipments of such material that will
achieve the following objectives:
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(i) Minimize the possibilities for radi-
ological sabotage of spent fuel ship-
ments, especially within heavily popu-
lated areas; and

(ii) Facilitate the location and recov-
ery of spent fuel shipments that may
have come under the control of unau-
thorized persons.

(2) To achieve these objectives, the
physical protection shall:

(i) Provide for early detection and as-
sessment of attempts to gain unauthor-
ized access to, or control over, spent
fuel shipments;

(ii) Provide for notification to the ap-
propriate response forces of any spent
fuel shipment sabotage attempts; and

(iii) Impede attempts at radiological
sabotage or spent fuel shipments with-
in heavily populated areas, or attempts
to illicitly move such shipments into
heavily populated areas, until response
forces arrive.

(b) General requirements. To achieve
the performance objectives of para-
graph (a) of this section, a physical
protection system established and
maintained, or arranged for, by the 1li-
censee shall:

(1) Provide for notification of the Nu-
clear Regulatory Commission in ad-
vance of each shipment, in accordance
with §73.72 of this part.

(2) Include and retain a copy of cur-
rent procedures for coping with cir-
cumstances that threaten deliberate
damage to a spent fuel shipment and
with other safeguards emergencies as a
record for three years after the close of
period for which the licensee possesses
the special nuclear material under
each license for which the procedures
were developed and, if any portion of
the procedures is superseded, retain the
superseded material for three years
after each change.

(3) Include instructions for each es-
cort and retain a copy of the current
instructions as a record for three years
after the close of period for which the
licensee possesses the special nuclear
material under each license that au-
thorizes the activity that requires the
instruction and retain any superseded
material for three years after each
change. The instructions must direct
that, upon detection of the abnormal
presence of unauthorized persons, vehi-
cles, or vessels in the vicinity of a

10 CFR Ch. | (1-1-12 Edition)

spent fuel shipment or upon detection
of a deliberately induced situation that
has the potential for damaging a spent
fuel shipment, the escort will:

(i) Determine whether or not a threat
exists;

(ii) Assess the extent of the threat, if
any;

(iii) Inform 1local law enforcement
agencies of the threat and request as-
sistance; and

(iv) Implement the procedures devel-
oped in accordance with paragraph
(b)(2) of this section.

(4) Include a communications center
at a designated location, which will be
staffed continuously by at least one in-
dividual who will monitor the progress
of the spent fuel shipment and will no-
tify the appropriate agencies in the
event a safeguards emergency should
arise.

(5) Provide for maintenance of a writ-
ten log by the escorts and communica-
tions center personnel for each spent
fuel shipment, which will include infor-
mation describing the shipment and
significant events that occur during
the shipment, and will be available for
review by authorized NRC personnel
for a period of at least three years fol-
lowing completion of the shipment.

(6) Provide that arrangements have
been made with local law enforcement
agencies along the routes of road and
rail shipments, and at U.S. ports where
vessels carrying spent fuel shipments
are docked, for their response to an
emergency or a call for assistance.

(7) Provide for advance approval by
the NRC of the routes used for road and
rail shipments of spent fuel, and of any
U.S. ports where vessels carrying spent
fuel shipments are scheduled to stop.

(8) Provide that shipments are
planned so that scheduled intermediate
stops are avoided to the extent prac-
ticable.

(9) Provide that at least one escort
maintains visual surveillance of the
shipment during periods when the ship-
ment vehicle is stopped, or the ship-
ment vessel is docked.

(10) Provide that escorts (other than
members of local law enforcement
agencies, or ship’s officers serving as
unarmed escorts) have successfully
completed the training required by ap-
pendix D of this part.
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(11) Provide that shipment escorts
make calls to the communications cen-
ter at least every 2 hours to advise of
the status of the shipment for road and
rail shipments, and for sea shipments
while shipment vessels are docked at
U.S. ports.

(c) Shipments by road. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
road shall provide that:

(1) A transport vehicle within a heav-
ily populated area is:

(i) Occupied by at least two individ-
uals, one of whom serves as escort, and
escorted by an armed member of the
local law enforcement agency in a mo-
bile unit of such agency; or

(i) Led by a separate vehicle occu-
pied by at least one armed escort, and
trailed by a third vehicle occupied by
at least one armed escort.

(2) A transport vehicle not within
any heavily populated area is:

(i) Occupied by at least one driver
and one other individual who serves as
escort; or

(ii) Occupied by a driver and escorted
by a separate vehicle occupied by at
least two escorts; or

(iii) Escorted as set forth in para-
graph (c¢)(1) of this section.

(3) Escorts have the capability of
communicating with the communica-
tions center, local law enforcement
agencies, and one another, through the
use of:

(i) A citizens band (CB) radio avail-
able in the transport vehicle and in
each escort vehicle;

(ii) A radiotelephone or other NRC-
approved equivalent means of two-way
voice communications available in the
transport vehicle or in an escort vehi-
cle committed to travel the entire
route; and

(iii) Citizens band (CB) radio and nor-
mal local law enforcement agency
radio communications in any local law
enforcement agency mobile units used
for escort purposes.

(4) The transport is equipped with
NRC-approved features that permit im-
mobilization of the cab or cargo-car-
rying portion of the vehicle.

(5) The transport vehicle driver has
been familiarized with, and is capable
of implementing, transport vehicle im-
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mobilization, communications, and
other security procedures.

(d) Shipments by rail. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
rail shall provide that:

(1) A shipment car within a heavily
populated area is accompanied by two
armed escorts (who may be members of
a local law enforcement agency), at
least one of whom is stationed at a lo-
cation on the train that will permit ob-
servation of the shipment car while in
motion.

(2) A shipment car not within any
heavily populated area is accompanied
by at least one escort stationed at a lo-
cation on the train that will permit ob-
servation of the shipment car while in
motion.

(3) Escorts have the capability of
communicating with the communica-
tions center and local law enforcement
agencies through the use of a radio-
telephone, or other NRC-approved
equivalent means of two-way voice
communications, which shall be avail-
able on the train.

(e) Shipments by sea. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
sea shall provide that:

(1) A shipment vessel, while docked
at a U.S. port within a heavily popu-
lated area, is protected by:

(i) Two armed escorts stationed on
board the shipment vessel, or stationed
on the dock at a location that will per-
mit observation of the shipment vessel;
or

(ii) A member of a local law enforce-
ment agency, equipped with normal
LLEA radio communications, who is
stationed on board the shipment vessel,
or on the dock at a location that will
permit observation of the shipment
vessel.

(2) A shipment vessel, while within
U.S. territorial waters, or while docked
at a U.S. port not within a heavily pop-
ulated area, is accompanied by an es-
cort, who may be an officer of the ship-
ment vessel’s crew, who will assure
that the shipment is unloaded only as
authorized by the licensee.
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(3) Escorts have the capability of
communicating with the communica-
tions center and local law enforcement
agencies through the use of a radio-
telephone, or other NRC-approved
equivalent means of two-way voice
communications.

(f) Prior to the transport of spent
fuel within or through a state a li-
censee subject to this section shall no-
tify the governor or the governor’s des-
ignee. The licensee shall comply with
the following criteria in regard to a no-
tification:

(1) The notification must be in writ-
ing and sent to the office of each appro-
priate governor or the governor’s des-
ignee. A notification delivered by mail
must be postmarked at least 7 days be-
fore transport of a shipment within or
through the state. A notification deliv-
ered by messenger must reach the of-
fice of the governor or the governor’s
designee at least 4 days before trans-
port of a shipment within or through
the state. A list of the mailing address-
es of governors and governors’ des-
ignees is available upon request from
the Director, Office of Public Affairs,
U.S. Nuclear Regulatory Commission,
Washington, DC 20555.

(2) The notification must include the
following information:

(i) The name, address, and telephone
number of the shipper, carrier and re-
ceiver.

(ii) A description of the shipment as
specified by the Department of Trans-
portation in 49 CFR §172.202 and
§172.203(d).

(iii) A listing of the routes to be used
within the state.

(iv) A statement that the informa-
tion described below in §73.37(f)(3) is re-
quired by NRC regulations to be pro-
tected in accordance with the require-
ments of §§73.21 and 73.22.

(38) The licensee shall provide the fol-
lowing information on a separate en-
closure to the written notification:

(i) The estimated date and time of
departure from the point of origin of
the shipment.

(ii) The estimated date and time of
entry into the governor’s state.

(iii) For the case of a single shipment
whose schedule is not related to the
schedule of any subsequent shipment, a
statement that schedule information
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must be protected in accordance with
the provisions of §§73.21 and 73.22 until
at least 10 days after the shipment has
entered or originated within the state.

(iv) For the case of a shipment in a
series of shipments whose schedules are
related, a statement that schedule in-
formation must be protected in accord-
ance with the provisions of §§73.21 and
73.22 until 10 days after the last ship-
ment in the series has entered or origi-
nated within the state and an estimate
of the date on which the last shipment
in the series will enter or originate
within the state.

(4) A licensee shall notify by tele-
phone or other means a responsible in-
dividual in the office of the governor or
in the office of the governor’s designee
of any schedule change that differs by
more than 6 hours from the schedule
information previously furnished in ac-
cordance with §73.37(f)(3), and shall in-
form that individual of the number of
hours of advance or delay relative to
the written schedule information pre-
viously furnished.

(g) State officials, state employees,
and other individuals, whether or not
licensees of the Commission, who re-
ceive schedule information of the kind
specified in §73.37(f)(3) shall protect
that information against unauthorized
disclosure as specified in §§73.21 and
73.22.

[45 FR 37408, June 3, 1980, as amended at 47
FR 603, Jan. 6, 1982; 52 FR 31613, Aug. 21, 1987;
53 FR 19257, May 27, 1988; 60 FR 24552, May 9,
1995; 73 FR 63579, Oct. 24, 2008]

PHYSICAL PROTECTION REQUIREMENTS
AT FIXED SITES

§73.40 Physical protection: General re-
quirements at fixed sites.

Each licensee shall provide physical
protection at a fixed site, or contig-
uous sites where licensed activities are
conducted, against radiological sabo-
tage, or against theft of special nuclear
material, or against both, in accord-
ance with the applicable sections of
this Part for each specific class of fa-
cility or material license. If applicable,
the licensee shall establish and main-
tain physical security in accordance
with security plans approved by the
Nuclear Regulatory Commission.

[568 FR 13700, Mar. 15, 1993]
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§73.45 Performance -capabilities for
fixed site physical protection sys-
tems.

(a) To meet the general performance
requirements of §73.20 a fixed site phys-
ical protection system shall include
the performance capabilities described
in paragraphs (b) through (g) of this
section unless otherwise authorized by
the Commission.

(b) Prevent unauthorized access of
persons, vehicles and materials into
material access areas and vital areas.
To achieve this capability the physical
protection system shall:

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized
material across material access or
vital area boundaries by stealth or
force using the following subsystems
and subfunctions:

(i) Barriers to channel persons and
material to material access and vital
area entry control points and to delay
any unauthorized penetration attempts
by persons or materials sufficient to
assist detection and permit a response
that will prevent the penetration; and

(ii) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized penetra-
tion attempts by persons or materials
at the time of the attempt so that the
response can prevent the unauthorized
access or penetration.

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized
materials into material access areas or
vital areas by deceit using the fol-
lowing subsystems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
both persons and materials; and

(ii) Entry controls and procedures to
verify the identity of persons and ma-
terials and assess such identity against
current authorization schedules and
entry criteria before permitting entry
and to initiate response measures to
deny unauthorized entries.

(c) Permit only authorized activities
and conditions within protected areas,
material access areas, and vital areas.
To achieve this capability the physical
protection system shall:

(1) Detect unauthorized activities or
conditions within protected areas, ma-
terial access areas and vital areas
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using the following subsystems and
subfunctions:

(i) Controls and procedures that es-
tablish current schedules of authorized
activities and conditions in defined
areas;

(ii) Boundaries to define areas within
which the authorized activities and
conditions are permitted; and

(iii) Detection and surveillance sub-
systems and procedures to discover and
assess unauthorized activities and con-
ditions and communicate them so that
response can be such as to stop the ac-
tivity or correct the conditions to sat-
isfy the general performance objective
and requirements of §73.20(a).

(d) Permit only authorized placement
and movement of strategic special nu-
clear material within material access
areas. To achieve this capability the
physical protection system shall:

(1) Detect unauthorized placement
and movement of strategic special nu-
clear material within the material ac-
cess area using the following sub-
systems and subfunctions:

(i) Controls and procedures to delin-
eate authorized placement and control
for strategic special nuclear material;

(ii) Controls and procedures to estab-
lish current authorized placement and
movement of all strategic special nu-
clear material within material access
areas;

(iii) Controls and procedures to main-
tain knowledge of the identity, quan-
tity, placement, and movement of all
strategic special nuclear material
within material access areas; and

(iv) Detection and monitoring sub-
systems and procedures to discover and
assess unauthorized placement and
movement of strategic special nuclear
material and communicate them so
that response can be such as to return
the strategic special nuclear material
to authorized placement or control.

(e) Permit removal of only author-
ized and confirmed forms and amounts
of strategic special nuclear material
from material access areas. To achieve
this capability the physical protection
system shall:

(1) Detect attempts at unauthorized
removal of strategic special nuclear
material from material access areas by
stealth or force using the following
subsystems and subfunctions:
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(i) Barriers to channel persons and
materials exiting a material access
area to exit control points and to delay
any unauthorized strategic special nu-
clear material removal attempts suffi-
cient to assist detection and assess-
ment and permit a response that will
prevent the removal; and satisfy the
general performance objective and re-
quirements of §73.20(a); and

(ii) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized
removal of strategic special nuclear
material so that response to the at-
tempt can be such as to prevent the re-
moval and satisfy the general perform-
ance objective and requirements of
§73.20(a).

(2) Confirm the identity and quantity
of strategic special nuclear material
presented for removal from a material
access area and detect attempts at un-
authorized removal of strategic special
nuclear material from material access
areas by deceit using the following sub-
systems and subfunctions:

(i) Authorization controls and proce-
dures to provide current schedules for
authorized removal of strategic special
nuclear material which specify the au-
thorized properties and quantities of
material to be removed, the persons
authorized to remove the material, and
the authorized time schedule;

(ii) Removal controls and procedures
to identify and confirm the properties
and quantities of material being re-
moved and verify the identity of the
persons making the removal and time
of removal and assess these against the
current authorized removal schedule
before permitting removal; and

(iii) Communications subsystems and
procedures to provide for notification
of an attempted unauthorized or
unconfirmed removal so that response
can be such as to prevent the removal
and satisfy the general performance ob-
jective and requirements of §73.20(a).

(f) Provide for authorized access and
assure detection of and response to un-
authorized penetrations of the pro-
tected area to satisfy the general per-
formance objective and requirements
of §73.20(a). To achieve this capability
the physical protection system shall:

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized
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persons, vehicles, or materials into the
protected area by stealth or force using
the following subsystems and subfunc-
tions:

(i) Barriers to channel persons, vehi-
cles, and materials to protected area
entry control points; and to delay any
unauthorized penetration attempts or
the introduction of unauthorized vehi-
cles or materials sufficient to assist de-
tection and assessment and permit a
response that will prevent the penetra-
tion or prevent such penetration and
satisfy the general performance objec-
tive and requirements of §73.20(a); and

(i1) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized access or
penetrations or such attempts by per-
sons, vehicles, or materials at the time
of the act or the attempt so that the
response can be such as to prevent the
unauthorized access or penetration,
and satisfy the general performance ob-
jective and requirements of §73.20(a).

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized
persons, vehicles, or materials into the
protected area by deceit using the fol-
lowing subsystems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
persons, vehicles, and materials; and

(ii) Entry controls and procedures to
verify the identity of persons, mate-
rials and vehicles and assess such iden-
tity against current authorization
schedules before permitting entry and
to initiate response measures to deny
unauthorized access.

(g) Response. Each physical protec-
tion program shall provide a response
capability to assure that the five capa-
bilities described in paragraphs (b)
through (f) of this section are achieved
and that adversary forces will be en-
gaged and impeded until offsite assist-
ance forces arrive. To achieve this ca-
pability a licensee shall:

(1) Establish a security organization
to:

(i) Provide trained and qualified per-
sonnel to carry out assigned duties and
responsibilities; and

(ii) Provide for routine security oper-
ations and planned and predetermined
response to emergencies and safeguards
contingencies.
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(2) Establish a predetermined plan to
respond to safeguards contingency
events.

(3) Provide equipment for the secu-
rity organization and facility design
features to:

(i) Provide for rapid assessment of
safeguards contingencies;

(ii) Provide for response by assigned
security organization personnel which
is sufficiently rapid and effective to
achieve the predetermined objective of
the response; and

(iii) Provide protection for the as-
sessment and response personnel so
that they can complete their assigned
duties.

(4) Provide
works to:

(i) Transmit rapid and accurate secu-
rity information among onsite forces
for routine security operation, assess-
ment of a contingency, and response to
a contingency; and

(ii) Transmit rapid and accurate de-
tection and assessment information to
offsite assistance forces.

(5) Assure that a single adversary ac-
tion cannot destroy the capability of
the security organization to notify off-
site response forces of the need for as-
sistance.

[44 FR 68193, Nov. 28, 1979]

communications net-

§73.46 Fixed site physical protection
systems, subsystems, components,
and procedures.

(a) A licensee physical protection
system established pursuant to the
general performance objective and re-
quirements of §73.20(a) and the per-
formance capability requirements of
§73.45 shall include, but are not nec-
essarily limited to, the measures speci-
fied in paragraphs (b) through (h) of
this section. The Commission may re-
quire, depending on individual facility
and site conditions, alternate or addi-
tional measures deemed necessary to
meet the general performance objec-
tive and requirements of §73.20. The
Commission also may authorize protec-
tion measures other than those re-
quired by this section if, in its opinion,
the overall level of performance meets
the general performance objective and
requirements of §73.20 and the perform-
ance capability requirements of §73.45.
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(b) Security organication. (1) The 1li-
censee shall establish a security orga-
nization, including guards. If a con-
tract guard force is utilized for site se-
curity, the licensee’s written agree-
ment with the contractor will clearly
show that (i) the licensee is responsible
to the Commission for maintaining
safeguards in accordance with Commis-
sion regulations and the licensee’s se-
curity plan, (ii) the NRC may inspect,
copy, and take away copies of all re-
ports and documents required to be
kept by Commission regulations, or-
ders, or applicable license conditions
whether such reports and documents
are kept by the licensee or the con-
tractor, (iii) the requirement, in
§73.46(b)(4) of this section that the li-
censee demonstrate the ability of phys-
ical security personnel to perform their
assigned duties and responsibilities, in-
clude demonstration of the ability of
the contractor’s physical security per-
sonnel to perform their assigned duties
and responsibilities in carrying out the
provisions of the Security Plan and
these regulations, and (iv) the con-
tractor will not assign any personnel
to the site who have not first been
made aware of these responsibilities.

(2) The licensee shall have onsite at
all times at least one full time member
of the security organization with au-
thority to direct the physical protec-
tion activities of the security organiza-
tion.

(3) The licensee shall have a manage-
ment system to provide for the devel-
opment, revision, implementation, and
enforcement of security procedures.
The system shall include:

(i) Written security procedures which
document the structure of the security
organization and which detail the du-
ties of the Tactical Response Team,
guards, watchmen, and other individ-
uals responsible for security. The li-
censee shall retain a copy of the cur-
rent procedures as a record until the
Commission terminates the license for
which these procedures were developed
and, if any portion of these procedures
is superseded, retain the superseded
material for three years after each
change; and

(ii) Provision for written approval of
such procedures and any revisions
thereto by the individual with overall
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responsibility for the security func-
tion.

(4) The licensee may not permit an
individual to act as a Tactical Re-
sponse Team member, armed response
person, guard, or other member of the
security organization unless the indi-
vidual has been trained, equipped, and
qualified to perform each assigned se-
curity duty in accordance with Appen-
dix B of this part, ‘‘General Criteria for
Security Personnel.” In addition, Tac-
tical Response Team members, armed
response personnel, and guards shall be
trained, equipped, and qualified for use
of their assigned weapons in accord-
ance with paragraphs (b)(6) and (b)(7) of
this section. Tactical Response Team
members, armed response personnel,
and guards shall also be trained and
qualified in accordance with either
paragraphs (b)(10) and (b)(11) or para-
graph (b)(12) of this section. Upon the
request of an authorized representative
of the Commission, the licensee shall
demonstrate the ability of the physical
security personnel, whether licensee or
contractor employees, to carry out
their assigned duties and responsibil-
ities. BEach Tactical Response Team
member, armed response person, and
guard, whether a licensee or contractor
employee, shall requalify in accordance
with Appendix B of this part. Tactical
Response Team members, armed re-
sponse personnel, and guards shall also
requalify in accordance with paragraph
(b)(7) of this section at least once every
12 months. The licensee shall document
the results of the qualification and re-
qualification. The licensee shall retain
the documentation of each qualifica-
tion and requalification as a record for
3 years after each qualification and re-
qualification.

(5) Within any given period of time, a
member of the security organization
may not be assigned to, or have direct
operational control over, more than
one of the redundant elements of a
physical protection subsystem if such
assignment or control could result in
the loss of effectiveness of the sub-
system.

(6) Each guard shall be armed with a
handgun, as described in appendix B of
this part. BEach Tactical Response
Team member shall be armed with a
I9mm semiautomatic pistol. All but one
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member of the Tactical Response Team
shall be armed additionally with either
a shotgun or semiautomatic rifle, as
described in appendix B of this part.
The remaining member of the Tactical
Response Team shall carry, as an indi-
vidually assigned weapon, a rifle of no
less caliber than .30 inches or 7.62mm.

(7) In addition to the weapons quali-
fication and requalification criteria of
appendix B of this part, Tactical Re-
sponse Team members, armed response
personnel, and guards shall qualify and
requalify, at least every 12 months, for
day and night firing with assigned
weapons in accordance with Appendix
H of this part. Tactical Response Team
members, armed response personnel,
and guards shall be permitted to prac-
tice fire prior to qualification and re-
qualification but shall be given only
one opportunity to fire for record on
the same calendar day. If a Tactical
Response Team member, armed re-
sponse person, or guard fails to qualify
or requalify, the licensee shall remove
the individual from security duties
which require the use of firearms and
retrain the individual prior to any sub-
sequent attempt to qualify or re-
qualify. If an individual fails to qualify
or requalify on two successive at-
tempts, he or she shall be required to
receive additional training and suc-
cessfully fire two consecutive quali-
fying scores prior to being reassigned
to armed security duties.

(i) In addition, Tactical Response
Team members, armed response per-
sonnel, and guards shall be prepared to
demonstrate day and night firing quali-
fication with their assigned weapons at
any time upon request by an author-
ized representative of the NRC.

(ii) The licensee or the licensee’s
agent shall document the results of
weapons qualification and requalifica-
tion for day and night firing. The li-
censee shall retain the documentation
of each qualification and requalifica-
tion as a record for 3 years after each
qualification and requalification.

(8) In addition to the training re-
quirements contained in appendix B of
this part, Tactical Response Team
members shall successfully complete
training in response tactics. The 1li-
censee shall document the completion
of training. The licensee shall retain
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the documentation of training as a
record for three years after training is
completed.

(9) The licensee shall conduct Tac-
tical Response Team and guard exer-
cises to demonstrate the overall secu-
rity system effectiveness and the abil-
ity of the security force to perform re-
sponse and contingency plan respon-
sibilities and to demonstrate indi-
vidual skills in assigned team duties.
During the first 12-month period fol-
lowing the date specified in paragraph
(i1)(2)(ii) of this section, an exercise
must be carried out at least every
three months for each shift, half of
which are to be force-on-force. Subse-
quently, during each 12-month period
commencing on the anniversary of the
date specified in paragraph (i)(2)(ii) of
this section, an exercise must be car-
ried out at least every four months for
each shift, one third of which are to be
force-on-force. The licensee shall use
these exercises to demonstrate its ca-
pability to respond to attempts to steal
strategic special nuclear material.
During each of the 12-month periods,
the NRC shall observe one of the force-
on-force exercises which demonstrates
overall security system performance.
The licensee shall notify the NRC of
the scheduled exercise 60 days prior to
that exercise. The licensee shall docu-
ment the results of all exercises. The
licensee shall retain the documenta-
tion of each exercise as a record for
three years after each exercise is com-
pleted.

(10) In addition to the medical exami-
nations and physical fitness require-
ments of paragraph I.C of Appendix B
of this part, each Tactical Response
Team member, armed response person,
and guard, except as provided in para-
graph (b)(10)(v) of this section, shall
participate in a physical fitness train-
ing program on a continuing basis.

(i) The elements of the physical fit-
ness training program must include,
but not necessarily be limited to, the
following:

(A) Training sessions of sufficient
frequency, duration, and intensity to
be of aerobic benefit, e.g., normally a
frequency of three times per week,
maintaining an intensity of approxi-
mately 75 percent of maximum heart
rate for 20 minutes;
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(B) Activities that use large muscle
groups, that can be maintained con-
tinuously, and that are rhythmical and
aerobic in nature, e.g., running, bicy-
cling, rowing, swimming, or cross-
country skiing; and

(C) Musculoskeletal training exer-
cises that develop strength, flexibility,
and endurance in the major muscle
groups, e.g., legs, arms, and shoulders.

(ii) The licensee shall assess Tactical
Response Team members, armed re-
sponse personnel, and guards for gen-
eral fitness once every 4 months to de-
termine the effectiveness of the con-
tinuing physical fitness training pro-
gram. Assessments must include a re-
cent health history, measures of car-
diovascular fitness, percent of body fat,
flexibility, muscular strength, and en-
durance. Individual exercise programs
must be modified to be consistent with
the needs of each participating Tac-
tical Response Team member, armed
response person, and guard and con-
sistent with the environments in which
they must be prepared to perform their
duties. Individuals who exceed 4
months without being assessed for gen-
eral fitness due to excused time off
from work must be assessed within 15
calendar days of returning to duty as a
Tactical Response Team member,
armed response person, or guard.

(iii) Within 30 days prior to participa-
tion in the physical fitness training
program, the licensee shall give Tac-
tical Response Team members, armed
response personnel, and guards a med-
ical examination including a deter-
mination and written certification by a
licensed physician that there are no
medical contraindications, as disclosed
by the medical examination, to partici-
pation in the physical fitness training
program.

(iv) Licensees may temporarily waive
an individual’s participation in the
physical fitness training program on
the advice of the licensee’s examining
physician, during which time the indi-
vidual may not be assigned duties as a
Tactical Response Team member.

(v) Guards whose duties are to staff
the central or secondary alarm station
and those who control exit or entry
portals are exempt from the physical
fitness training program specified in
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paragraph (b)(10) of this section, pro-
vided that they are not assigned tem-
porary response guard duties.

(11) In addition to the physical fit-
ness demonstration contained in para-
graph I.C of Appendix B of this part,
Tactical Response Team members,
armed response personnel, and guards
shall meet or exceed the requirements
in paragraphs (b)A1){) through
(b)(11)(v) of this section, except as pro-
vided in paragraph (b)(11)(vi) of this
section, initially and at least once
every 12 months thereafter.

(i) For Tactical Response Team mem-
bers the criteria are a 1-mile run in 8
minutes and 30 seconds or less and a 40-
yard dash starting from a prone posi-
tion in 8 seconds or less. For armed re-
sponse personnel and guards that are
not members of the Tactical Response
Team the criteria are a one-half mile
run in 4 minutes and 40 seconds or less
and a 40-yard dash starting from a
prone position in 8.5 seconds or less.
The test may be taken in ordinary ath-
letic attire under the supervision of li-
censee designated personnel. The li-
censee shall retain a record of each in-
dividual’s performance for 3 years.

(ii) Incumbent Tactical Response
Team members, armed response per-
sonnel, and guards shall meet or exceed
the qualification criteria within 12
months of NRC approval of the licens-
ee’s revised Fixed Site Physical Pro-
tection Plan. New employees hired
after the approval date shall meet or
exceed the qualification criteria prior
to assignment as a Tactical Response
Team member, armed response person,
or guard.

(iii) Tactical Response Team mem-
bers, armed response personnel, and
guards shall be given a medical exam-
ination including a determination and
written certification by a licensed phy-
sician that there are no medical con-
traindications, as disclosed by the med-
ical examination, to participation in
the physical fitness performance test-
ing. The medical examination must be
given within 30 days prior to the first
administration of the physical fitness
performance test, and on an annual
basis thereafter.

(iv) The licensee shall place Tactical
Response Team members, armed re-
sponse persons, and guards, who do not
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meet or exceed the qualification cri-
teria, in a monitored remedial physical
fitness training program and relieve
them of security duties until they sat-
isfactorily meet or exceed the quali-
fication criteria.

(v) Licensees may temporarily waive
the annual performance testing for an
individual on the advice of the licens-
ee’s examining physician, during which
time the individual may not be as-
signed duties as a Tactical Response
Team member.

(vi) Guards whose duties are to staff
the central or secondary alarm station
and those who control exit or entry
portals are exempt from the annual
performance testing specified in para-
graph (b)(11) of this section, provided
that they are not assigned temporary
response guard duties.

(12) The licensee may elect to comply
with the requirements of this para-
graph instead of the requirements of
paragraphs (b)(10) and (b)(11) of this
section. In addition to the physical fit-
ness qualifications of paragraph I.C of
Appendix B of this part, each licensee
subject to the requirements of this sec-
tion shall develop and submit to the
NRC for approval site specific, content-
based, physical fitness performance
tests which will—when administered to
each Tactical Response Team member,
armed response person, or guard—du-
plicate the response duties these indi-
viduals may need to perform during a
strenuous tactical engagement.

(i) The test must be administered to
each Tactical Response Team member,
armed response person, and guard once
every 3 months. The test must specifi-
cally address the physical capabilities
needed by armed response personnel
during a strenuous tactical engage-
ment at the licensed facility. Individ-
uals who exceed 3 months without hav-
ing been administered the test due to
excused time off from work must be
tested within 15 calendar days of re-
turning to duty as a Tactical Response
Team member, armed response person,
or guard.

(ii) Within 30 days before the first ad-
ministration of the physical fitness
performance test, and on an annual
basis thereafter, Tactical Response
Team members, armed response per-
sonnel, and guards shall be given a
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medical examination including a deter-
mination and written certification by a
licensed physician that there are no
medical contraindications, as disclosed
by the medical examination, to partici-
pation in the physical fitness perform-
ance test.

(iii) Guards whose duties are to staff
the central or secondary alarm station
and those who control exit or entry
portals are exempt from the perform-
ance test specified in paragraph (b)(12)
of this section, provided that they are
not assigned temporary response guard
duties.

(c) Physical barrier subsystems. (1)
vital equipment must be located only
within a vital area, and strategic spe-
cial nuclear material must be stored or
processed only in a material access
area. Both vital areas and material ac-
cess areas must be located within a
protected area so that access to vital
equipment and to strategic special nu-
clear material requires passage
through at least three physical bar-
riers. The perimeter of the protected
area must be provided with two sepa-
rated physical barriers with an intru-
sion detection system placed between
the two. The inner barrier must be po-
sitioned and constructed to enhance as-
sessment of penetration attempts and
to delay attempts at unauthorized exit
from the protected area. The perimeter
of the protected area must also incor-
porate features and structures that
prevent forcible vehicle entry. More
than one vital area or material access
area may be located within a single
protected area.

(2) The physical barriers at the pe-
rimeter of the protected area shall be
separated from any other barrier des-
ignated as a physical barrier for a vital
area or material access area within the
protected area.

(3) Isolation zones shall be main-
tained in outdoor areas adjacent to the
physical barrier at the perimeter of the
protected area and shall be large
enough to permit observation of the ac-
tivities of people on either side of that
barrier in the event of its penetration.
If parking facilities are provided for
employees or visitors, they shall be lo-
cated outside the isolation zone and ex-
terior to the protected area.
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(4) Isolation zones and all exterior
areas within the protected area shall
be provided with illumination suffi-
cient for the monitoring and observa-
tion requirements of paragraphs (c)(3),
(e)(8), (h)(4) and (h)(6) of this section,
but not less than 0.2 footcandle meas-
ured horizontally at ground level.

(5) Strategic special nuclear mate-
rial, other than alloys, fuel elements or
fuel assemblies, shall:

(i) Be stored in a vault when not un-
dergoing processing if the material can
be used directly in the manufacture of
a nuclear explosive device. Vaults used
to protect such material shall be capa-
ble of preventing entry to stored SSNM
by a single action in a forced entry at-
tempt, except as such single action
would both destroy the barrier and
render contained SSNM incapable of
being removed, and shall provide suffi-
cient delay to prevent removal of
stored SSNM prior to arrival of re-
sponse personnel capable of neutral-
izing the design basis threat stated in
§73.1.

(ii) Be stored in tamper-indicating
containers;

(iii) Be processed only in material ac-
cess areas constructed with barriers
that provide significant delay to pene-
tration; and

(iv) Be kept in locked compartments
or locked process equipment while un-
dergoing processing except when per-
sonally attended.

(6) Enriched uranium scrap (enriched
to 20% or greater) in the form of small
pieces, cuttings, chips, solutions or in
other forms which result from a manu-
facturing process, contained in 30 gal-
lon or larger containers with a ura-
nium-235 content of less than 0.25
grams per liter, may be stored within a
locked and separately fenced area
within a larger protected area provided
that the storage area fence is no closer
than 25 feet to the perimeter of the
protected area. The storage area when
unoccupied shall be protected by a
guard or watchman who shall patrol at
intervals not exceeding 4 hours, or by
intrusion alarms.

(d) Access control subsystems and proce-
dures. (1) A numbered picture badge
identification subsystem shall be used
for all individuals who are authorized
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access to protected areas without es-
cort. An individual not employed by
the licensee but who requires frequent
and extended access to protected, ma-
terial access, or vital areas may be au-
thorized access to such areas without
escort provided that he receives a pic-
ture badge upon entrance into the pro-
tected area and returns the badge upon
exit from the protected area, and that
the badge indicates, (i) Non-employee—
no escort required; (ii) areas to which
access is authorized and (iii) the period
for which access has been authorized.
Badges shall be displayed by all indi-
viduals while inside the protected
areas.

(2) Unescorted access to vital areas,
material access areas and controlled
access areas shall be limited to individ-
uals who are authorized access to the
material and equipment in such areas,
and who require such access to perform
their duties. Access to material access
areas shall include at least two individ-
uals. Authorization for such individ-
uals shall be indicated by the issuance
of specially coded numbered badges in-
dicating vital areas, material access
areas, and controlled access areas to
which access is authorized. No activi-
ties other than those which require ac-
cess to strategic special nuclear mate-
rial or to equipment used in the proc-
essing, use, or storage of strategic spe-
cial nuclear material, or necessary
maintenance, shall be permitted within
a material access area.

(3) The licensee shall establish and
follow written procedures that will per-
mit access control personnel to iden-
tify those vehicles that are authorized
and those materials that are not au-
thorized entry to protected, material
access, and vital areas. The licensee
shall retain a copy of the current pro-
cedures as a record until the Commis-
sion terminates each license for which
the procedures were developed and, if
any portion of the procedures is super-
seded, retain the superseded material
for three years after each change.

(4)(i) The licensee shall control all
points of personnel and vehicle access
into a protected area. Identification
and search of all individuals for fire-
arms, explosives, and incendiary de-
vices must be made and authorization
must be checked at these points except
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for Federal, State, and local law en-
forcement personnel on official duty
and United States Department of En-
ergy couriers engaged in the transport
of special nuclear material. The search
function for detection of firearms, ex-
plosives, and incendiary devices must
be accomplished through the use of de-
tection equipment capable of detecting
both firearms and explosives. The indi-
vidual responsible for the last access
control function (controlling admission
to the protected area) shall be isolated
within a structure with bullet resisting
walls, doors, ceiling, floor, and win-
dows.

(ii) When the licensee has cause to
suspect that an individual is attempt-
ing to introduce firearms, explosives,
or incendiary devices into a protected
area, the licensee shall conduct a phys-
ical pat-down search of that individual.
Whenever firearms or explosives detec-
tion equipment at a portal is out of
service or not operating satisfactorily,
the licensee shall conduct a physical
pat-down search of all persons who
would otherwise have been subject to
search using the equipment.

(5) At the point of personnel and ve-
hicle access into a protected area, all
hand-carried packages except those
carried by individuals exempted from
personal search under the provisions of
paragraph (d)(4)(i) of this part must be
searched for firearms, explosives, and
incendiary devices.

(6) All packages and material for de-
livery into a protected area must be
checked for proper identification and
authorization and searched for fire-
arms, explosives, and incendiary de-
vices prior to admittance into the pro-
tected area, except those Commission-
approved delivery and inspection ac-
tivities specifically designated by the
licensee to be carried out within mate-
rial access, vital, or protected areas for
reasons of safety, security, or oper-
ational necessity.

(7) All vehicles, except United States
Department of Energy vehicles en-
gaged in transporting special nuclear
material and emergency vehicles under
emergency conditions, shall be
searched for firearms, explosives, and
incendiary devices prior to entry into
the protected area. Vehicle areas to be
searched shall include the cab, engine
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compartment, undercarriage, and cargo
area.

(8) All vehicles, except designated li-
censee vehicles, requiring entry into
the protected area shall be escorted by
a member of the security organization
while within the protected area, and to
the extent practicable shall be off-load-
ed in an area that is not adjacent to a
vital area. Designated licensee vehicles
shall be limited in their use to onsite
plant functions and shall remain in the
protected area except for operational,
maintenance, security and emergency
purposes. The licensee shall exercise
positive control over all such des-
ignated vehicles to assure that they
are used only by authorized persons
and for authorized purposes.

(9) The licensee shall control all
points of personnel and vehicle access
to material access areas, vital areas,
and controlled access areas. At least
two armed guards trained in accord-
ance with the provisions contained in
paragraph (b)(7) of this section and ap-
pendix B of this part shall be posted at
each material access area control point
whenever in use. Identification and au-
thorization of personnel and vehicles
must be verified at the material access
area control point. Prior to entry into
a material access area, packages must
be searched for firearms, explosives,
and incendiary devices. All vehicles,
materials and packages, including
trash, wastes, tools, and equipment
exiting from a material access area
must be searched for concealed stra-
tegic special nuclear material by a
team of at least two individuals who
are not authorized access to that mate-
rial access area. Each individual
exiting a material access area shall un-
dergo at least two separate searches for
concealed strategic special nuclear ma-
terial. For individuals exiting an area
that contains only alloyed or encap-
sulated strategic special nuclear mate-
rial, the second search may be con-
ducted in a random manner.

(10) Before exiting from a material
access area, containers of contami-
nated wastes must be drum scanned
and tamper sealed by at least two indi-
viduals, working and recording their
findings as a team, who do not have ac-
cess to material processing and storage
areas. The licensee shall retain the
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records of these findings for three
years after the record is made.

(11) Strategic special nuclear mate-
rial being prepared for shipment off-
site, including product, samples and
scrap, shall be packed and placed in
sealed containers in the presence of at
least two individuals working as a
team who shall verify and certify the
content of each shipping container
through the witnessing of gross weight
measurements and nondestructive
assay, and through the inspection of
tamper seal integrity and associated
seal records.

(12) Areas used for preparing stra-
tegic special nuclear material for ship-
ment and areas used for packaging and
screening trash and wastes shall be
controlled access areas and shall be
separated from processing and storage
areas.

(13) Individuals not permitted by the
licensee to enter protected areas with-
out escort must be escorted by a
watchman or other individual des-
ignated by the licensee while in a pro-
tected area and must be badged to indi-
cate that an escort is required. In addi-
tion, the individual shall be required to
register his or her name, date, time,
purpose of visit and employment affili-
ation, citizenship, and name of the in-
dividual to be visited in a log. The li-
censee shall retain each log as a record
for three years after the last entry is
made in the log.

(14) All Kkeys, locks, combinations
and related equipment used to control
access to protected, material access,
vital, and controlled access areas shall
be controlled to reduce the probability
of compromise. Whenever there is evi-
dence that a key, lock, combination, or
related equipment may have been com-
promised it shall be changed. Upon ter-
mination of employment of any em-
ployee, keys, locks, combinations, and
related equipment to which that em-
ployee had access, shall be changed.

(15) The licensee may not announce
or otherwise communicate to its em-
ployees or site contractors the arrival
or presence of an NRC safeguards in-
spector unless specifically requested to
do so by the NRC safeguards inspector.

(e) Detection, surveillance and alarm
subsystems and procedures. (1) The li-
censee shall provide an intrusion alarm
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subsystem with a capability to detect
penetration through the isolation zone
and to permit response action.

(2) All emergency exits in each pro-
tected, material access, and vital area
shall be locked to prevent entry from
the outside and alarmed to provide
local visible and audible alarm annun-
ciation.

(3) All unoccupied vital areas and
material access areas shall be locked
and protected by an intrusion alarm
subsystem which will alarm upon the
entry of a person anywhere into the
area, upon exit from the area, and upon
movement of an individual within the
area, except that for process material
access areas only the location of the
strategic special nuclear material
within the area is required to be so
alarmed. Vaults and process areas that
contain strategic special nuclear mate-
rial that has not been alloyed or encap-
sulated shall also be under the surveil-
lance of closed circuit television that
is monitored in both alarm stations.
Additionally, means shall be employed
which require that an individual other
than an alarm station operator be
present at or have knowledge of access
to such unoccupied vaults or process
areas.

(4) All manned access control points
in the protected area barrier, all secu-
rity patrols and guard stations within
the protected area, and both alarm sta-
tions shall be provided with duress
alarms.

(5) All alarms required pursuant to
this section shall annunciate in a con-
tinuously manned central alarm sta-
tion located within the protected area
and in at least one other independent
continuously manned onsite station
not necessarily within the protected
area, so that a single act cannot re-
move the capability of calling for as-
sistance or responding to an alarm.
The alarm stations shall be controlled
access areas and their walls, doors,
ceiling, floor, and windows shall be bul-
let-resisting. The central alarm station
shall be located within a building so
that the interior of the central alarm
station is not visible from the perim-
eter of the protected area. This station
may not contain any operational ac-
tivities that would interfere with the
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execution of the alarm response func-
tion.

(6) All alarms required by this sec-
tion shall remain operable from inde-
pendent power sources in the event of
the loss of normal power. Switchover
to standby power shall be automatic
and shall not cause false alarms on an-
nunciator modules.

(7) All alarm devices including trans-
mission lines to annunciators shall be
tamper indicating and self-checking
e.g., an automatic indication shall be
provided when a failure of the alarm
system or a component occurs, when
there is an attempt to compromise the
system, or when the system is on
standby power. The annunciation of an
alarm at the alarm stations shall indi-
cate the type of alarm (e.g., intrusion
alarm, emergency exit alarm, etc.) and
location. The status of all alarms and
alarm zones shall be indicated in the
alarm stations.

(8) All exterior areas within the pro-
tected area shall be monitored or peri-
odically checked to detect the presence
of unauthorized persons, vehicles, ma-
terials, or unauthorized activities.

(9) Methods to observe individuals
within material access areas to assure
that strategic special nuclear material
is not moved to unauthorized locations
or in an unauthorized manner shall be
provided and used on a continuing
basis.

(f) Communication subsystems. (1) Each
guard, watchman, or armed response
individual on duty shall be capable of
maintaining continuous communica-
tion with an individual in each con-
tinuously manned alarm station re-
quired by paragraph (e)(b) of this sec-
tion, who shall be capable of calling for
assistance from other guards, watch-
men, and armed response personnel and
from law enforcement authorities.

(2) Each alarm station required by
paragraph (e)(5) of this section shall
have both conventional telephone serv-
ice and radio or microwave transmitted
two-way voice communication, either
directly or through an intermediary,
for the capability of communication
with the law enforcement authorities.

(3) Non-portable communications
equipment controlled by the licensee
and required by this section shall re-
main operable from independent power
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sources in the event of the loss of nor-
mal power.

(g) Test and maintenance programs.
The licensee shall have a test and
maintenance program for intrusion
alarms, emergency exit alarms, com-
munications equipment, physical bar-
riers, and other physical protection re-
lated devices and equipment used pur-
suant to this section that shall provide
for the following:

(1) Tests and inspections during the
installation and construction of phys-
ical protection related subsystems and
components to assure that they comply
with their respective design criteria
and performance specifications.

(2) Preoperational tests and inspec-
tions of physical protection related
subsystems and components to dem-
onstrate their effectiveness and avail-
ability with respect to their respective
design criteria and performance speci-
fications.

(3) Operational tests and inspections
of physical protection related sub-
systems and components to assure
their maintenance in an operable and
effective condition, including:

(i) Testing of each intrusion alarm at
the beginning and end of any period
that it is used. If the period of contin-
uous use is longer than seven days, the
intrusion alarm shall also be tested at
least once every seven days.

(ii) Testing of communications equip-
ment required for communications on-
site, including duress alarms, for per-
formance not less frequently than once
at the beginning of each security per-
sonnel work shift. Communications
equipment required for communica-
tions offsite shall be tested for per-
formance not less than once a day.

(4) Preventive maintenance programs
shall be established for physical pro-
tection related subsystems and compo-
nents to assure their continued main-
tenance in an operable and effective
condition.

(5) All physical protection related
subsystems and components shall be
maintained in operable condition. The
licensee shall develop and employ cor-
rective action procedures and compen-
satory measures to assure that the ef-
fectiveness of the physical protection
system is not reduced by failure or
other contingencies affecting the oper-
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ation of the security related equipment
or structures. Repairs and maintenance
shall be performed by at least two indi-
viduals working as a team who have
been trained in the operation and per-
formance of the equipment. The secu-
rity organization shall be notified be-
fore and after service is performed and
shall conduct performance verification
tests after the service has been com-
pleted.

(6) The security program must be re-
viewed at least every 12 months by in-
dividuals independent of both security
program management and personnel
who have direct responsibility for im-
plementation of the security program.
The security program review must in-
clude an audit of security procedures
and practices, an evaluation of the ef-
fectiveness of the physical protection
system, an audit of the physical pro-
tection system testing and mainte-
nance program, and an audit of com-
mitments established for response by
local law enforcement authorities. The
results and recommendations of the se-
curity program review, and any actions
taken, must be documented in a report
to the licensee’s plant manager and to
corporate management at least one
level higher than that having responsi-
bility for the day-to-day plant oper-
ations. These reports must be main-
tained in an auditable form, available
for inspection for a period of 3 years.

(h) Contingency and response plans and
procedures. (1) The licensee shall estab-
lish, maintain, and follow an NRC-ap-
proved safeguards contingency plan for
responding to threats, thefts, and radi-
ological sabotage related to the stra-
tegic special nuclear material and nu-
clear facilities subject to the provi-
sions of this section. Safeguards con-
tingency plans must be in accordance
with the criteria in appendix C to this
part, ‘Licensee Safeguards Contin-
gency Plans.” Contingency plans must
include, but not limited to, the re-
sponse requirements listed in para-
graphs (h)(2) through (h)(5) of this sec-
tion. The licensee shall retain the cur-
rent safeguards contingency plan as a
record until the Commission termi-
nates the license and, if any portion of
the plan is superseded, retain that su-
perseded portion for 3 years after the
effective date of change.
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(2) The licensee shall establish and
document response arrangements that
have been made with local law enforce-
ment authorities. The licensee shall re-
tain documentation of the current ar-
rangements as a record until the Com-
mission terminates each license requir-
ing the arrangements and, if any ar-
rangement is superseded, retain the su-
perseded material for three years after
each change.

(3) A Tactical Response Team con-
sisting of a minimum of five (6) mem-
bers must be available at the facility
to fulfill assessment and response re-
quirements. In addition, a force of
guards or armed response personnel
also must be available to provide as-
sistance as necessary. The size and
availability of the additional force
must be determined on the basis of
site-specific considerations that could
affect the ability of the total onsite re-
sponse force to engage and impede the
adversary force until offsite assistance
arrives. The rationale for the total
number and availabiliy of onsite armed
response personnel must be included in
the physical protection plans sub-
mitted to the Commission for approval.

(4) Upon detection of abnormal pres-
ence or activity of persons or vehicles
within an isolation zone, a protected
area, a material access area, or a vital
area, or upon evidence or indication of
intrusion into a protected area, a ma-
terial access area, or a vital area, the
licensee security organization shall:

(i) Determine whether or not a threat
exists,

(ii) Assess the extent of the threat, if
any,

(iii) Take immediate concurrent
measures to neutralize the threat by:

(A) Requiring responding guards or
other armed response personnel to
interpose themselves between vital
areas and material access areas and
any adversary attempting entry for
purposes of radiological sabotage or
theft of strategic special nuclear mate-
rial and to intercept any person exiting
with special nuclear material, and

(B) Informing local law enforcement
agencies of the threat and requesting
assistance.

(5) The licensee shall instruct every
guard and all armed response personnel
to prevent or impede acts of radio-

10 CFR Ch. | (1-1-12 Edition)

logical sabotage or theft of strategic
special nuclear material by using force
sufficient to counter the force directed
at him including the use of deadly
force when the guard or other armed
response person has a reasonable belief
that it is necessary in self-defense or in
the defense of others.

(6) To facilitate initial response to
detection of penetration of the pro-
tected area and assessment of the ex-
istence of a threat, a capability of ob-
serving the isolation zones and the
physical barrier at the perimeter of the
protected area shall be provided, pref-
erably by means of closed circuit tele-
vision or by other suitable means
which limit exposure of responding per-
sonnel to possible attack.

(7) Alarms occurring within unoccu-
pied vaults and unoccupied material
access areas containing unalloyed or
unencapsulated strategic special nu-
clear material shall be assessed by at
least two security personnel using
closed circuit television (CCTV) or
other remote means.

(8) Alarms occurring within unoccu-
pied material access areas that contain
only alloyed or encapsulated strategic
special nuclear material shall be as-
sessed as in paragraph (h)(7) of this sec-
tion or by at least two security per-
sonnel who shall undergo a search be-
fore exiting the material access area.

(1) Implementation schedule for revi-
sions to physical protection plans. (1) By
November 28, 1994, each licensee shall
submit a revised Fixed Site Physical
Protection Plan to the NRC for ap-
proval. The revised plan must describe
how the licensee will comply with the
requirements of paragraphs (b)(10) and
(b)(11) of this section or the require-
ments of (b)(12) of this section. Revised
plans must be mailed to the Director,
Division of Fuel Cycle Safety and Safe-
guards, Office of Nuclear Material
Safety and Safeguards, U.S. Nuclear
Regulatory Commission, Washington,
DC 20555.

(2) Each licensee shall implement the
approved plan pursuant to paragraphs
(b)(10) and (b)(11) of this section or
(b)(12) of this section within 1 year
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after NRC approval of the revised Fixed
Site Physical Protection Plan.

[44 FR 68194, Nov. 28, 1979, as amended at 53
FR 19258, May 27, 1988; 563 FR 23383, June 22,
1988; 53 FR 45452, Nov. 10, 1988; 57 FR 33430,
July 29, 1992; 58 FR 29522, May 21, 1993; 58 FR
45784, Aug. 31, 1993; 59 FR 38348, July 28, 1994]

§73.50 Requirements for physical pro-
tection of licensed activities.

Each licensee who is not subject to
§73.561, but who possesses, uses, oOr
stores formula quantities of strategic
special nuclear material that are not
readily separable from other radio-
active material and which have total
external radiation dose rates in excess
of 100 rems per hour at a distance of 3
feet from any accessible surfaces with-
out intervening shielding other than at
nuclear reactor facility licensed under
parts 50 or 52 of this chapter, shall
comply with the following:

(a) Physical security organization. (1)
The licensee shall establish a security
organization, including guards, to pro-
tect his facility against radiological
sabotage and the special nuclear mate-
rial in his possession against theft.

(2) At least one supervisor of the se-
curity organization shall be on site at
all times.

(3) The licensee shall establish, main-
tain, and follow written security proce-
dures that document the structure of
the security organization and detail
the duties of guards, watchmen, and
other individuals responsible for secu-
rity. The licensee shall retain a copy of
the current procedures as a record
until the Commission terminates each
license for which the procedures were
developed and, if any portion of the
procedures is superseded, retain the su-
perseded material for three years after
each change.

(4) The licensee may not permit an
individual to act as a guard, watch-
man, armed response person, or other
member of the security organization
unless the individual has been trained,
equipped, and qualified to perform each
assigned security job duty in accord-
ance with appendix B, ‘‘General Cri-
teria for Security Personnel,” to this
part. Upon the request of an authorized
representative of the Commission, the
licensee shall demonstrate the ability
of the physical security personnel to
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carry out their assigned duties and re-
sponsibilities. Each guard, watchman,
armed response person, and other mem-
ber of the security organization shall
requalify in accordance with appendix
B to this part at least every 12 months.
This requalification must be docu-
mented. The licensee shall retain the
documentation of each requalification
as a record for three years after the re-
qualification.

(b) Physical barriers. (1) The licensee
shall locate vital equipment only with-
in a vital area, which, in turn, shall be
located within a protected area such
that access to vital equipment requires
passage through at least two physical
barriers. More than one vital area may
be within a single protected area.

(2) The licensee shall locate material
access areas only within protected
areas such that access to the material
access area requires passage through at
least two physical barriers. More than
one material access area may be within
a single protected area.

(3) The physical barrier at the perim-
eter of the protected area shall be sepa-
rated from any other barrier des-
ignated as a physical barrier within the
protected area, and the intervening
space monitored or periodically
checked to detect the presence of per-
sons or vehicles so that the facility se-
curity organization can respond to sus-
picious activity or to the breaching of
any physical barrier.

(4) An isolation zone shall be main-
tained around the physical barrier at
the perimeter of the protected area and
any part of a building used as part of
that physical barrier. The isolation
zone shall be monitored to detect the
presence of individuals or vehicles
within the zone so as to allow response
by armed members of the license secu-
rity organization to be initiated at the
time of penetration of the protected
area. Parking facilities, both for em-
ployees and visitors, shall be located
outside the isolation zone.

(b) Isolation zones and clear areas be-
tween barriers shall be provided with
illumination sufficient for the moni-
toring required by paragraphs (b) (3)
and (4) of this section, but not less than
0.2 foot candles.

(c) Access requirements. The licensee
shall control all points of personnel
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and vehicle access into a protected
area, including shipping or receiving
areas, and into each vital area. Identi-
fication of personnel and vehicles shall
be made and authorization shall be
checked at such points.

(1) At the point of personnel and ve-
hicle access into a protected area, all
individuals, except employees who pos-
sess a NRC or United States Depart-
ment of Energy access authorization,
and all hand-carried packages shall be
searched for devices such as firearms,
explosives, and incendiary devices, or
other items which could be used for ra-
diological sabotage. The search shall
be conducted either by a physical
search or by the use of equipment capa-
ble of detecting such devices. Employ-
ees who possess an NRC or Department
of Energy access authorization shall be
searched at random intervals. Subse-
quent to search, drivers of delivery and
service vehicles shall be escorted at all
times while within the protection area.

(2) All packages being delivered into
the protected area shall be checked for
proper identification and authoriza-
tion. Packages other than hand-carried
packages shall be searched at random
intervals.

(3) A picture badge identification sys-
tem shall be used for all individuals
who are authorized access to protected
areas without escort.

(4) Access to vital areas and material
access areas shall be limited to individ-
uals who are authorized access to vital
equipment or special nuclear material
and who require such access to perform
their duties. Authorization for such in-
dividuals shall be provided by the
issuance of specially coded numbered
badges indicating vital areas and mate-
rial access areas to which access is au-
thorized. Unoccupied vital areas and
material access areas shall be pro-
tected by an active intrusion alarm
system.

(6) Individuals not employed by the
licensee must be escorted by a watch-
man, or other individual designated by
the licensee, while in a protected area
and must be badged to indicate that an
escort is required. In addition, the li-
censee shall require that each indi-
vidual not employed by the licensee
register his or her name, date, time,
purpose of visit, employment affili-
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ation, citizenship, name and badge
number of the escort, and name of the
individual to be visited. The licensee
shall retain the register of information
for three years after the last entry is
made in the register. Except for a driv-
er of a delivery or service vehicle, an
individual not employed by the Ili-
censee who requires frequent and ex-
tended access to a protected area or a
vital area need not be escorted if the
individual is provided with a picture
badge, which the individual must re-
ceive upon entrance into the protected
area and return each time he or she
leaves the protected area, that indi-
cates—

(i) Nonemployee-no escort required,

(ii) Areas to which access is author-
ized, and

(iii) The period for which access has
been authorized.

(6) No vehicles used primarily for the
conveyance of individuals shall be per-
mitted within a protected area except
under emergency conditions.

(7) Keys, locks, combinations, and re-
lated equipment shall be controlled to
minimize the possibility of compromise
and promptly changed whenever there
is evidence that they have been com-
promised. Upon termination of employ-
ment of any employee, keys, locks,
combinations, and related equipment
to which that employee had access
shall be changed.

(d) Detection aids. (1) All alarms re-
quired pursuant to this part shall an-
nunciate in a continuously manned
central alarm station located within
the protected area and in at least one
other continuously manned station,
not necessarily within the protected
area, such that a single act cannot re-
move the capability of calling for as-
sistance or otherwise responding to an
alarm. All alarms shall be self-check-
ing and tamper indicating. The annun-
ciation of an alarm at the onsite cen-
tral alarm station shall indicate the
type of alarm (e.g., intrusion alarm,
emergency exit alarm, etc.) and loca-
tion. All intrusion alarms, emergency
exit alarms, alarm systems, and line
supervisory systems shall at minimum
meet the performance and reliability
levels indicated by GSA Interim Fed-
eral Specification W-A-00450 B (GSA-
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FSS). The GSA Interim Federal Speci-
fication has been approved for incorpo-
ration by reference by the Director of
the Federal Register. A copy of the ma-
terial is available for inspection at the
NRC Library, 11545 Rockville Pike,
Rockville, Maryland 20852-2738.

(2) All emergency exits in each pro-
tected area and each vital area shall be
alarmed.

(e) Communication requirements. (1)
Each guard or watchman on duty shall
be capable of maintaining continuous
communication with an individual in a
continuously manned central alarm
station within the protected area, who
shall be capable of calling for assist-
ance from other guards and watchmen
and from local law enforcement au-
thorities.

(2) The alarm stations required by
paragraph (d)(1) of this section shall
have conventional telephone service
for communication with the law en-
forcement authorities as described in
paragraph (e)(1) of this section.

(3) To provide the capability of con-
tinuous communication, two-way radio
voice communication shall be estab-
lished in addition to conventional tele-
phone service between local law en-
forcement authorities and the facility
and shall terminate at the facility in a
continuously manned central alarm
station within the protected area.

(4) All communications equipment,
including offsite equipment, shall re-
main operable from independent power
sources in the event of loss of primary
power.

(f) Testing and maintenance. Each 1li-
censee shall test and maintain intru-
sion alarms, emergency alarms, com-
munications equipment, physical bar-
riers, and other security related de-
vices or equipment utilized pursuant to
this section as follows:

(1) All alarms, communications
equipment, physical barriers, and other
security related devices or equipment
shall be maintained in operable and ef-
fective condition.

(2) Each intrusion alarm shall be
functionally tested for operability and
required performance at the beginning
and end of each interval during which
it is used for security, but not less fre-
quently than once every seven (7) days.
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(3) Communications equipment shall
be tested for operability and perform-
ance not less frequently than once at
the beginning of each security per-
sonnel work shift.

(g) Response requirement. (1) The li-
censee shall establish, maintain, and
follow an NRC-approved safeguards
contingency plan for responding to
threats, thefts, and radiological sabo-
tage related to the special nuclear ma-
terial and nuclear facilities subject to
the provisions of this section. Safe-
guards contingency plans must be in
accordance with the criteria in appen-
dix C to this part, ‘‘Licensee Safe-
guards Contingency Plans.”” The Ili-
censee shall retain the current safe-
guards contingency plan as a record
until the Commission terminates the
license and, if any portion of the plan
is superseded, retain the superseded
portion for 3 years after the effective
date of the change.

(2) The licensee shall establish and
document liaison with law enforcement
authorities. The licensee shall retain
the documentation of the current liai-
son as a record until the Commission
terminates each license for which the
liaison was developed and, if any por-
tion of the liaison documentation is su-
perseded, retain the superseded mate-
rial for three years after each change.

(3) Upon detection of abnormal pres-
ence or activity of persons or vehicles
within an isolation zone, a protected
area, a material access area, or a vital
area; or upon evidence or indication of
intrusion into a protected area, mate-
rial access area, or vital area, the li-
censee security organization shall:

(i) Determine whether or not a threat
exists,

(ii) Assess the extent of the threat, if
any, and

(iii) Take immediate concurrent
measures to neutralize the threat, by:

(A) Requiring responding guards to
interpose themselves between material
access areas and vital areas and any
adversary attempting entry for the
purpose of theft of special nuclear ma-
terial or radiological sabotage and to
intercept any person exiting with spe-
cial nuclear material, and,

(B) Informing local law enforcement
agencies of the threat and requesting
assistance.
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(4) The licensee shall instruct every
guard to prevent or impede attempted
acts of theft or radiological sabotage
by using force sufficient to counter the
force directed at him including deadly
force when the guard has a reasonable
belief it is necessary in self-defense or
in the defense of others.

(h) Each licensee shall establish,
maintain, and follow an NRC-approved
training and qualifications plan out-
lining the processes by which guards,
watchmen, armed response persons,
and other members of the security or-
ganization will be selected, trained,
equipped, tested, and qualified to en-
sure that these individuals meet the re-
quirements of paragraph (a)(4) of this
section.

(Sec. 161i, Pub. L. 83-703, 68 Stat. 948, Pub. L.
93-377, 88 Stat. 475; secs. 201, 204(b)(1), Pub. L.
93-438, 88 Stat. 1242-1243, 1245, Pub. L. 94-79,
89 Stat. 413 (42 U.S.C. 2201, 5841, 5844))

[38 FR 35430, Dec. 28, 1973, as amended at 42
FR 64103, Dec. 22, 1977, 43 FR 11965, Mar. 23,
1978; 43 FR 37426, Aug. 23, 1978; 44 FR 68198,
Nov. 28, 1979; 53 FR 19259, May 27, 1988; 57 FR
33430, July 29, 1992; 57 FR 61787, Dec. 29, 1992;
59 FR 50689, Oct. 5, 1994; 63 FR 26962, May 15,
1998; 72 FR 49561, Aug. 28, 2007]

§73.51 Requirements for the physical
protection of stored spent nuclear
fuel and high-level radioactive
waste.

(a) Applicability. Notwithstanding the
provisions of §§73.20, 73.50, or 73.67, the
physical protection requirements of
this section apply to each licensee that
stores spent nuclear fuel and high-level
radioactive waste pursuant to para-
graphs (a)(1)(i), (ii), and (2) of this sec-
tion. This includes—

(1) Spent nuclear fuel and high-level
radioactive waste stored under a spe-
cific license issued pursuant to part 72
of this chapter:

(i) At an independent spent fuel stor-
age installation (ISFSI) or

(ii) At a monitored retrievable stor-
age (MRS) installation; or

(2) Spent nuclear fuel and high-level
radioactive waste at a geologic reposi-
tory operations area (GROA) licensed
pursuant to part 60 or 63 of this chap-
ter;

(b) General performance objectives. (1)
Each licensee subject to this section
shall establish and maintain a physical
protection system with the objective of
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providing high assurance that activi-
ties involving spent nuclear fuel and
high-level radioactive waste do not
constitute an unreasonable risk to pub-
lic health and safety.

(2) To meet the general objective of
paragraph (b)(1) of this section, each li-
censee subject to this section shall
meet the following performance capa-
bilities.

(i) Store spent nuclear fuel and high-
level radioactive waste only within a
protected area;

(i1) Grant access to the protected
area only to individuals who are au-
thorized to enter the protected area;

(iii) Detect and assess unauthorized
penetration of, or activities within, the
protected area;

(iv) Provide timely communication
to a designated response force when-
ever necessary; and

(v) Manage the physical protection
organization in a manner that main-
tains its effectiveness.

(3) The physical protection system
must be designed to protect against
loss of control of the facility that could
be sufficient to cause a radiation expo-
sure exceeding the dose as described in
§72.106 of this chapter.

(c) Plan retention. Each licensee sub-
ject to this section shall retain a copy
of the effective physical protection
plan as a record for 3 years or until ter-
mination of the license for which pro-
cedures were developed.

(d) Physical protection systems, compo-
nents, and procedures. A licensee shall
comply with the following provisions
as methods acceptable to NRC for
meeting the performance capabilities
of §73.51(b)(2). The Commission may, on
a specific basis and upon request or on
its own initiative, authorize other al-
ternative measures for the protection
of spent fuel and high-level radioactive
waste subject to the requirements of
this section, if after evaluation of the
specific alternative measures, it finds
reasonable assurance of compliance
with the performance capabilities of
paragraph (b)(2) of this section.

(1) Spent nuclear fuel and high-level
radioactive waste must be stored only
within a protected area so that access
to this material requires passage
through or penetration of two physical
barriers, one barrier at the perimeter
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of the protected area and one barrier
offering substantial penetration resist-
ance. The physical barrier at the pe-
rimeter of the protected area must be
as defined in §73.2. Isolation =zones,
typically 20 feet wide each, on both
sides of this barrier, must be provided
to facilitate assessment. The barrier
offering substantial resistance to pene-
tration may be provided by an ap-
proved storage cask or building walls
such as those of a reactor or fuel stor-
age building.

(2) INlumination must be sufficient to
permit adequate assessment of unau-
thorized penetrations of or activities
within the protected area.

(3) The perimeter of the protected
area must be subject to continual sur-
veillance and be protected by an active
intrusion alarm system which is capa-
ble of detecting penetrations through
the isolation zone and that is mon-
itored in a continually staffed primary
alarm station and in one additional
continually staffed location. The pri-
mary alarm station must be located
within the protected area; have bullet-
resisting walls, doors, ceiling, and
floor; and the interior of the station
must not be visible from outside the
protected area. A timely means for as-
sessment of alarms must also be pro-
vided. Regarding alarm monitoring,
the redundant location need only pro-
vide a summary indication that an
alarm has been generated.

(4) The protected area must be mon-
itored by daily random patrols.

(5) A security organization with writ-
ten procedures must be established.
The security organization must include
sufficient personnel per shift to provide
for monitoring of detection systems
and the conduct of surveillance, assess-
ment, access control, and communica-
tions to assure adequate response.
Members of the security organization
must be trained, equipped, qualified,
and requalified to perform assigned job
duties in accordance with appendix B
to part 73, sections I.A, (1) (a) and (b),
B(1)(a), and the applicable portions of
II.

(6) Documented liaison with a des-
ignated response force or local law en-
forcement agency (LLEA) must be es-
tablished to permit timely response to
unauthorized penetration or activities.
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(7T) A personnel identification system
and a controlled lock system must be
established and maintained to limit ac-
cess to authorized individuals.

(8) Redundant communications capa-
bility must be provided between onsite
security force members and designated
response force or LLEA.

(9) All individuals, vehicles, and
hand-carried packages entering the
protected area must be checked for
proper authorization and visually
searched for explosives before entry.

(10) Written response procedures
must be established and maintained for
addressing unauthorized penetration
of, or activities within, the protected
area including Category 5, ‘‘Proce-
dures,”” of appendix C to part 73. The li-
censee shall retain a copy of response
procedures as a record for 3 years or
until termination of the license for
which the procedures were developed.
Copies of superseded material must be
retained for 3 years after each change
or until termination of the license.

(11) All detection systems and sup-
porting subsystems must be tamper in-
dicating with line supervision. These
systems, as well as surveillance/assess-
ment and illumination systems, must
be maintained in operable condition.
Timely compensatory measures must
be taken after discovery of inoper-
ability, to assure that the effectiveness
of the of the security system is not re-
duced.

(12) The physical protection program
must be reviewed once every 24 months
by individuals independent of both
physical protection program manage-
ment and personnel who have direct re-
sponsibility for implementation of the
physical protection program. The phys-
ical protection program review must
include an evaluation of the effective-
ness of the physical protection system
and a verification of the liaison estab-
lished with the designated response
force or LLEA.

(13) The following documentation
must be retained as a record for 3 years
after the record is made or until termi-
nation of the license. Duplicate records
to those required under §72.180 of part
72 and §73.71 of this part need not be re-
tained under the requirements of this
section:
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(i) A log of individuals granted access
to the protected area;

(ii) Screening records of members of
the security organization;

(iii) A log of all patrols;

(iv) A record of each alarm received,
identifying the type of alarm, location,
date and time when received, and dis-
position of the alarm; and

(v) The physical protection program
review reports.

(e) A licensee that operates a GROA
is exempt from the requirements of
this section for that GROA after per-
manent closure of the GROA.

[63 FR 26962, May 15, 1998, as amended at 63
FR 49414, Sept. 16, 1998; 66 FR 55816, Nov. 2,
2001]

§73.54 Protection of digital computer
and communication systems and
networks.

By November 23, 2009 each licensee
currently licensed to operate a nuclear
power plant under part 50 of this chap-
ter shall submit, as specified in §50.4
and §50.90 of this chapter, a cyber secu-
rity plan that satisfies the require-
ments of this section for Commission
review and approval. Each submittal
must include a proposed implementa-
tion schedule. Implementation of the
licensee’s cyber security program must
be consistent with the approved sched-
ule. Current applicants for an oper-
ating license or combined license who
have submitted their applications to
the Commission prior to the effective
date of this rule must amend their ap-
plications to include a cyber security
plan consistent with this section.

(a) Each licensee subject to the re-
quirements of this section shall provide
high assurance that digital computer
and communication systems and net-
works are adequately protected against
cyber attacks, up to and including the
design basis threat as described in
§73.1.

(1) The licensee shall protect digital
computer and communication systems
and networks associated with:

(i) Safety-related and important-to-
safety functions;

(ii) Security functions;

(iii) Emergency preparedness func-
tions, including offsite communica-
tions; and
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(iv) Support systems and equipment
which, if compromised, would ad-
versely impact safety, security, or
emergency preparedness functions.

(2) The licensee shall protect the sys-
tems and networks identified in para-
graph (a)(1) of this section from cyber
attacks that would:

(i) Adversely impact the integrity or
confidentiality of data and/or software;

(i1) Deny access to systems, services,
and/or data; and

(iii) Adversely impact the operation
of systems, networks, and associated
equipment.

(b) To accomplish this, the licensee
shall:

(1) Analyze digital computer and
communication systems and networks
and identify those assets that must be
protected against cyber attacks to sat-
isfy paragraph (a) of this section,

(2) Establish, implement, and main-
tain a cyber security program for the
protection of the assets identified in
paragraph (b)(1) of this section; and

(3) Incorporate the cyber security
program as a component of the phys-
ical protection program.

(c) The cyber security program must
be designed to:

(1) Implement security controls to
protect the assets identified by para-
graph (b)(1) of this section from cyber
attacks;

(2) Apply and maintain defense-in-
depth protective strategies to ensure
the capability to detect, respond to,
and recover from cyber attacks;

(3) Mitigate the adverse affects of
cyber attacks; and

(4) Ensure that the functions of pro-
tected assets identified by paragraph
(b)(1) of this section are not adversely
impacted due to cyber attacks.

(d) As part of the cyber security pro-
gram, the licensee shall:

(1) Ensure that appropriate facility
personnel, including contractors, are
aware of cyber security requirements
and receive the training necessary to
perform their assigned duties and re-
sponsibilities.

(2) Evaluate and manage cyber risks.

(3) Ensure that modifications to as-
sets, identified by paragraph (b)(1) of
this section, are evaluated before im-
plementation to ensure that the cyber
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security performance objectives identi-
fied in paragraph (a)(1) of this section
are maintained.

(e) The licensee shall establish, im-
plement, and maintain a cyber security
plan that implements the cyber secu-
rity program requirements of this sec-
tion.

(1) The cyber security plan must de-
scribe how the requirements of this
section will be implemented and must
account for the site-specific conditions
that affect implementation.

(2) The cyber security plan must in-
clude measures for incident response
and recovery for cyber attacks. The
cyber security plan must describe how
the licensee will:

(i) Maintain the capability for timely
detection and response to cyber at-
tacks;

(ii) Mitigate the consequences of
cyber attacks;

(iii) Correct exploited vulnerabilities;
and

(iv) Restore affected systems, net-
works, and/or equipment affected by
cyber attacks.

(f) The licensee shall develop and
maintain written policies and imple-
menting procedures to implement the
cyber security plan. Policies, imple-
menting procedures, site-specific anal-
ysis, and other supporting technical in-
formation used by the licensee need
not be submitted for Commaission re-
view and approval as part of the cyber
security plan but are subject to inspec-
tion by NRC staff on a periodic basis.

(g) The licensee shall review the
cyber security program as a component
of the physical security program in ac-
cordance with the requirements of
§73.55(m), including the periodicity re-
quirements.

(h) The licensee shall retain all
records and supporting technical docu-
mentation required to satisfy the re-
quirements of this section as a record
until the Commission terminates the
license for which the records were de-
veloped, and shall maintain superseded
portions of these records for at least
three (3) years after the record is su-
perseded, unless otherwise specified by
the Commission.

[74 FR 13970, Mar. 27, 2009]
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§73.55 Requirements for physical pro-
tection of licensed activities in nu-
clear power reactors against radio-
logical sabotage.

(a) Introduction. (1) By March 31, 2010,
each nuclear power reactor licensee, li-
censed under 10 CFR part 50, shall im-
plement the requirements of this sec-
tion through its Commission-approved
Physical Security Plan, Training and
Qualification Plan, Safeguards Contin-
gency Plan, and Cyber Security Plan
referred to collectively hereafter as
“‘security plans.” Current applicants
for an operating license under 10 CFR
part 50, or combined license under 10
CFR part 52 who have submitted their
applications to the Commission prior
to the effective date of this rule must
amend their applications to include se-
curity plans consistent with this sec-
tion.

(2) The security plans must identify,
describe, and account for site-specific
conditions that affect the licensee’s ca-
pability to satisfy the requirements of
this section.

(3) The licensee is responsible for
maintaining the onsite physical protec-
tion program in accordance with Com-
mission regulations through the imple-
mentation of security plans and writ-
ten security implementing procedures.

(4) Applicants for an operating 1li-
cense under the provisions of part 50 of
this chapter or holders of a combined
license under the provisions of part 52
of this chapter, shall implement the re-
quirements of this section before fuel is
allowed onsite (protected area).

(6) The Tennessee Valley Authority
Watts Bar Nuclear Plant, Unit 2, hold-
ing a current construction permit
under the provisions of part 50 of this
chapter, shall meet the revised require-
ments in paragraphs (a) through (r) of
this section as applicable to operating
nuclear power reactor facilities.

(6) Applicants for an operating 1li-
cense under the provisions of part 50 of
this chapter, or holders of a combined
license under the provisions of part 52
of this chapter that do not reference a
standard design certification or ref-
erence a standard design certification
issued after May 26, 2009 shall meet the
requirement of §73.55(1)(4)(iii).
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(b) General performance objective and
requirements. (1) The licensee shall es-
tablish and maintain a physical protec-
tion program, to include a security or-
ganization, which will have as its ob-
jective to provide high assurance that
activities involving special nuclear ma-
terial are not inimical to the common
defense and security and do not con-
stitute an unreasonable risk to the
public health and safety.

(2) To satisfy the general perform-
ance objective of paragraph (b)(1) of
this section, the physical protection
program must protect against the de-
sign basis threat of radiological sabo-
tage as stated in §73.1.

(3) The physical protection program
must be designed to prevent significant
core damage and spent fuel sabotage.
Specifically, the program must:

(i) Ensure that the capabilities to de-
tect, assess, interdict, and neutralize
threats up to and including the design
basis threat of radiological sabotage as
stated in §73.1, are maintained at all
times.

(ii) Provide defense-in-depth through
the integration of systems, tech-
nologies, programs, equipment, sup-
porting processes, and implementing
procedures as needed to ensure the ef-
fectiveness of the physical protection
program.

(4) The licensee shall analyze and
identify site-specific conditions, in-
cluding target sets, that may affect the
specific measures needed to implement
the requirements of this section and
shall account for these conditions in
the design of the physical protection
program.

(5) Upon the request of an authorized
representative of the Commission, the
licensee shall demonstrate the ability
to meet Commission requirements
through the implementation of the
physical protection program, including
the ability of armed and unarmed per-
sonnel to perform assigned duties and
responsibilities required by the secu-
rity plans and licensee procedures.

(6) The licensee shall establish, main-
tain, and implement a performance
evaluation program in accordance with
appendix B to this part, to demonstrate
and assess the effectiveness of armed
responders and armed security officers
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to implement the licensee’s protective
strategy.

(7) The licensee shall establish, main-
tain, and implement an access author-
ization program in accordance with
§73.56 and shall describe the program in
the Physical Security Plan.

(8) The licensee shall establish, main-
tain, and implement a cyber security
program in accordance with §73.54.

(9) The licensee shall establish, main-
tain, and implement an insider mitiga-
tion program and shall describe the
program in the Physical Security Plan.

(i) The insider mitigation program
must monitor the initial and con-
tinuing trustworthiness and reliability
of individuals granted or retaining
unescorted access authorization to a
protected or vital area, and implement
defense-in-depth methodologies to min-
imize the potential for an insider to ad-
versely affect, either directly or indi-
rectly, the licensee’s capability to pre-
vent significant core damage and spent
fuel sabotage.

(ii) The insider mitigation program
must contain elements from:

(A) The access authorization program
described in §73.56;

(B) The fitness-for-duty program de-
scribed in part 26 of this chapter;

(C) The cyber security program de-
scribed in §73.54; and

(D) The physical protection program
described in this section.

(10) The licensee shall use the site
corrective action program to track,
trend, correct and prevent recurrence
of failures and deficiencies in the phys-
ical protection program.

(11) Implementation of security plans
and associated procedures must be co-
ordinated with other onsite plans and
procedures to preclude conflict during
both normal and emergency conditions.

(c) Security plans. (1) Licensee secu-
rity plans must describe:

(i) How the licensee will implement
requirements of this section through
the establishment and maintenance of
a security organization, the use of se-
curity equipment and technology, the
training and qualification of security
personnel, the implementation of pre-
determined response plans and strate-
gies, and the protection of digital com-
puter and communication systems and
networks.
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(ii) Site-specific conditions that af-
fect how the licensee implements Com-
mission requirements.

(2) Protection of security plans. The 1i-
censee shall protect the security plans
and other security-related information
against unauthorized disclosure in ac-
cordance with the requirements of
§73.21.

(3) Physical Security Plan. The 1li-
censee shall establish, maintain, and
implement a Physical Security Plan
which describes how the performance
objective and requirements set forth in
this section will be implemented.

(4) Training and Qualification Plan.
The licensee shall establish, maintain,
and implement, and follow a Training
and Qualification Plan that describes
how the criteria set forth in appendix
B, to this part, ‘‘General Criteria for
Security Personnel,”” will be imple-
mented.

(6) Safeguards Contingency Plan. The
licensee shall establish, maintain, and
implement a Safeguards Contingency
Plan that describes how the criteria set
forth in appendix C, to this part, ‘“‘Li-
censee Safeguards Contingency Plans,”
will be implemented.

(6) Cyber Security Plan. The licensee
shall establish, maintain, and imple-
ment a Cyber Security Plan that de-
scribes how the criteria set forth in
§73.54 ““‘Protection of Digital Computer
and Communication systems and Net-
works’ of this part will be imple-
mented.

(7 Security implementing procedures.
(i) The licensee shall have a manage-
ment system to provide for the devel-
opment, implementation, revision, and
oversight of security procedures that
implement Commission requirements
and the security plans.

(ii) Implementing procedures must
document the structure of the security
organization and detail the types of du-
ties, responsibilities, actions, and deci-
sions to be performed or made by each
position of the security organization.

(iii) The licensee shall:

(A) Provide a process for the written
approval of implementing procedures
and revisions by the individual with
overall responsibility for the security
program.
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(B) Ensure that revisions to security
implementing procedures satisfy the
requirements of this section.

(iv) Implementing procedures need
not be submitted to the Commission
for approval, but are subject to inspec-
tion by the Commission.

(d) Security organization. (1) The li-
censee shall establish and maintain a
security organization that is designed,
staffed, trained, qualified, and equipped
to implement the physical protection
program in accordance with the re-
quirements of this section.

(2) The security organization must
include:

(i) A management system that pro-
vides oversight of the onsite physical
protection program.

(ii) At least one member, onsite and
available at all times, who has the au-
thority to direct the activities of the
security organization and who is as-
signed no other duties that would
interfere with this individual’s ability
to perform these duties in accordance
with the security plans and the Ili-
censee protective strategy.

(3) The licensee may not permit any
individual to implement any part of
the physical protection program unless
the individual has been trained,
equipped, and qualified to perform
their assigned duties and responsibil-
ities in accordance with appendix B to
this part and the Training and Quali-
fication Plan. Non-security personnel
may be assigned duties and responsibil-
ities required to implement the phys-
ical protection program and shall:

(i) Be trained through established li-
censee training programs to ensure
each individual is trained, qualified,
and periodically re-qualified to perform
assigned duties.

(ii) Be properly equipped to perform
assigned duties.

(iii) Possess the knowledge, skills,
and abilities, to include physical at-
tributes such as sight and hearing, re-
quired to perform their assigned duties
and responsibilities.

(e) Physical barriers. Each licensee
shall identify and analyze site-specific
conditions to determine the specific
use, type, function, and placement of
physical barriers needed to satisfy the
physical protection program design re-
quirements of §73.55(b).
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(1) The licensee shall:

(i) Design, construct, install and
maintain physical barriers as nec-
essary to control access into facility
areas for which access must be con-
trolled or denied to satisfy the physical
protection program design require-
ments of paragraph (b) of this section.

(ii) Describe in the security plan,
physical barriers, barrier systems, and
their functions within the physical pro-
tection program.

(2) The licensee shall retain, in ac-
cordance with §73.70, all analyses and
descriptions of the physical barriers
and barrier systems used to satisfy the
requirements of this section, and shall
protect these records in accordance
with the requirements of §73.21.

(3) Physical barriers must:

(i) Be designed and constructed to:

(A) Protect against the design basis
threat of radiological sabotage;

(B) Account for site-specific condi-
tions; and

(C) Perform their required function
in support of the licensee physical pro-
tection program.

(i1) Provide deterrence, delay, or sup-
port access control.

(iii) Support effective implementa-
tion of the licensee’s protective strat-
egy.

(4) Consistent with the stated func-
tion to be performed, openings in any
barrier or barrier system established to
meet the requirements of this section
must be secured and monitored to pre-
vent exploitation of the opening.

(6) Bullet resisting physical barriers.
The reactor control room, the central
alarm station, and the location within
which the last access control function
for access to the protected area is per-
formed, must be bullet-resisting.

(6) Owner controlled area. The licensee
shall establish and maintain physical
barriers in the owner controlled area as
needed to satisfy the physical protec-
tion program design requirements of
§73.55(Db).

(7) Isolation zone. (i) An isolation zone
must be maintained in outdoor areas
adjacent to the protected area perim-
eter barrier. The isolation zone shall
be:

(A) Designed and of sufficient size to
permit observation and assessment of
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activities on either side of the pro-
tected area barrier;

(B) Monitored with intrusion detec-
tion equipment designed to satisfy the
requirements of §73.55(i) and be capable
of detecting both attempted and actual
penetration of the protected area pe-
rimeter barrier before completed pene-
tration of the protected area perimeter
barrier; and

(C) Monitored with assessment equip-
ment designed to satisfy the require-
ments of §73.55(1) and provide real-time
and play-back/recorded video images of
the detected activities before and after
each alarm annunciation.

(ii) Obstructions that could prevent
the licensee’s capability to meet the
observation and assessment require-
ments of this section must be located
outside of the isolation zone.

(8) Protected area. (i) The protected
area perimeter must be protected by
physical barriers that are designed and
constructed to:

(A) Limit access into the protected
area to only those personnel, vehicles,
and materials required to perform offi-
cial duties;

(B) Channel personnel, vehicles, and
materials to designated access control
portals; and

(C) Be separated from any other bar-
rier designated as a vital area physical
barrier, unless otherwise identified in
the Physical Security Plan.

(ii) Penetrations through the pro-
tected area barrier must be secured and
monitored in a manner that prevents
or delays, and detects the exploitation
of any penetration.

(iii) All emergency exits in the pro-
tected area must be alarmed and se-
cured by locking devices that allow
prompt egress during an emergency
and satisfy the requirements of this
section for access control into the pro-
tected area.

(iv) Where building walls or roofs
comprise a portion of the protected
area perimeter barrier, an isolation
zone is not necessary provided that the
detection and, assessment require-
ments of this section are met, appro-
priate barriers are installed, and the
area is described in the security plans.

(v) All exterior areas within the pro-
tected area, except for areas that must
be excluded for safety reasons, must be
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periodically checked to detect and
deter unauthorized personnel, vehicles,
and materials.

(9) Vital areas. (i) Vital equipment
must be located only within vital
areas, which must be located within a
protected area so that access to vital
equipment requires passage through at
least two physical barriers, except as
otherwise approved by the Commission
and identified in the security plans.

(ii) The licensee shall protect all
vital area access portals and vital area
emergency exits with intrusion detec-
tion equipment and locking devices
that allow rapid egress during an emer-
gency and satisfy the vital area entry
control requirements of this section.

(iii) Unoccupied vital areas must be
locked and alarmed.

(iv) More than one vital area may be
located within a single protected area.

(v) At a minimum, the following
shall be considered vital areas:

(A) The reactor control room;

(B) The spent fuel pool;

(C) The central alarm station; and

(D) The secondary alarm station in
accordance with §73.55(i)(4)(iii).

(vi) At a minimum, the following
shall be located within a vital area:

(A) The secondary power supply sys-
tems for alarm annunciation equip-
ment; and

(B) The secondary power supply sys-
tems for non-portable communications
equipment.

(10) Vehicle control measures. Con-
sistent with the physical protection
program  design requirements  of
§73.55(b), and in accordance with the
site-specific analysis, the licensee shall
establish and maintain vehicle control
measures, as necessary, to protect
against the design basis threat of radi-
ological sabotage vehicle bomb assault.

(i) Land vehicles. Licensees shall:

(A) Design, construct, install, and
maintain a vehicle barrier system, to
include passive and active barriers, at
a stand-off distance adequate to pro-
tect personnel, equipment, and systems
necessary to prevent significant core
damage and spent fuel sabotage against
the effects of the design basis threat of
radiological sabotage land vehicle
bomb assault.

(B) Periodically check the operation
of active vehicle barriers and provide a

§73.55

secondary power source, or a means of
mechanical or manual operation in the
event of a power failure, to ensure that
the active barrier can be placed in the
denial position to prevent unauthorized
vehicle access beyond the required
standoff distance.

(C) Provide periodic surveillance and
observation of vehicle barriers and bar-
rier systems adequate to detect indica-
tions of tampering and degradation or
to otherwise ensure that each vehicle
barrier and barrier system is able to
satisfy the intended function.

(D) Where a site has rail access to the
protected area, install a train derailer,
remove a section of track, or restrict
access to railroad sidings and provide
periodic surveillance of these meas-
ures.

(ii) Waterborne
shall:

(A) Identify areas from which a wa-
terborne vehicle must be restricted,
and where possible, in coordination
with local, State, and Federal agencies
having jurisdiction over waterway ap-
proaches, deploy buoys, markers, or
other equipment.

(B) In accordance with the site-spe-
cific analysis, provide periodic surveil-
lance and observation of waterway ap-
proaches and adjacent areas.

(f) Target sets. (1) The licensee shall
document and maintain the process
used to develop and identify target
sets, to include the site-specific anal-
yses and methodologies used to deter-
mine and group the target set equip-
ment or elements.

(2) The licensee shall consider cyber
attacks in the development and identi-
fication of target sets.

(3) Target set equipment or elements
that are not contained within a pro-
tected or vital area must be identified
and documented consistent with the re-
quirements in §73.55(f)(1) and be ac-
counted for in the licensee’s protective
strategy.

(4) The licensee shall implement a
process for the oversight of target set
equipment and systems to ensure that
changes to the configuration of the
identified equipment and systems are
considered in the licensee’s protective
strategy. Where appropriate, changes
must be made to documented target
sets.

vehicles. Licensees
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(g) Access controls. (1) Consistent with
the function of each barrier or barrier
system, the licensee shall control per-
sonnel, vehicle, and material access, as
applicable, at each access control point
in accordance with the physical protec-
tion program design requirements of
§73.55(Db).

(i) To accomplish this, the licensee
shall:

(A) Locate access control portals out-
side of, or concurrent with, the phys-
ical barrier system through which it
controls access.

(B) Equip access control portals with
locking devices, intrusion detection
equipment, and surveillance equipment
consistent with the intended function.

(C) Provide supervision and control
over the badging process to prevent un-
authorized bypass of access control
equipment located at or outside of the
protected area.

(D) Limit unescorted access to the
protected area and vital areas, during
non-emergency conditions, to only
those individuals who require
unescorted access to perform assigned
duties and responsibilities.

(E) Assign an individual the responsi-
bility for the last access control func-
tion (controlling admission to the pro-
tected area) and isolate the individual
within a bullet-resisting structure to
assure the ability of the individual to
respond or summon assistance.

(ii) Where vehicle barriers are estab-
lished, the licensee shall:

(A) Physically control vehicle barrier
portals to ensure only authorized vehi-
cles are granted access through the
barrier.

(B) Search vehicles and materials for
contraband or other items which could
be used to commit radiological sabo-
tage in accordance with paragraph (h)
of this section.

(C) Observe search functions to en-
sure a response can be initiated if need-
ed.

(2) Before granting access into the
protected area, the licensee shall:

(i) Confirm the identity of individ-
uals.

(ii) Verify the authorization for ac-
cess of individuals, vehicles, and mate-
rials.

(iii) Confirm, in accordance with in-
dustry shared lists and databases that
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individuals are not currently denied ac-
cess to another licensed facility.

(iv) Search individuals, vehicles, and
materials in accordance with para-
graph (h) of this section.

(3) Vehicles in the protected area. (i)
The licensee shall exercise control over
all vehicles inside the protected area to
ensure that they are used only by au-
thorized persons and for authorized
purposes.

(ii) Vehicles inside the protected area
must be operated by an individual au-
thorized unescorted access to the area,
or must be escorted by an individual as
required by paragraph (g)(8) of this sec-
tion.

(iii) Vehicle use inside the protected
area must be limited to plant functions
or emergencies, and keys must be re-
moved or the vehicle otherwise dis-
abled when not in use.

(iv) Vehicles transporting hazardous
materials inside the protected area
must be escorted by an armed member
of the security organization.

(4) Vital areas. (i) Licensees shall con-
trol access into vital areas consistent
with access authorization lists.

(ii) In response to a site-specific cred-
ible threat or other credible informa-
tion, implement a two-person (line-of-
sight) rule for all personnel in vital
areas so that no one individual is per-
mitted access to a vital area.

(5) Emergency conditions. (i) The 1li-
censee shall design the access control
system to accommodate the potential
need for rapid ingress or egress of au-
thorized individuals during emergency
conditions or situations that could lead
to emergency conditions.

(ii) To satisfy the design criteria of
paragraph (g)(5)(i) of this section dur-
ing emergency conditions, the licensee
shall implement security procedures to
ensure that authorized emergency per-
sonnel are provided prompt access to
affected areas and equipment.

(6) Access control devices. (i) The li-
censee shall control all keys, locks,
combinations, passwords and related
access control devices used to control
access to protected areas, vital areas
and security systems to reduce the
probability of compromise. To accom-
plish this, the licensee shall:
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(A) Issue access control devices only
to individuals who have unescorted ac-
cess authorization and require access
to perform official duties and respon-
sibilities.

(B) Maintain a record, to include
name and affiliation, of all individuals
to whom access control devices have
been issued, and implement a process
to account for access control devices at
least annually.

(C) Implement compensatory meas-
ures upon discovery or suspicion that
any access control device may have
been compromised. Compensatory
measures must remain in effect until
the compromise is corrected.

(D) Retrieve, change, rotate, deacti-
vate, or otherwise disable access con-
trol devices that have been or may
have been compromised or when a per-
son with access to control devices has
been terminated under less than favor-
able conditions.

(ii) The licensee shall implement a
numbered photo identification badge
system for all individuals authorized
unescorted access to the protected area
and vital areas.

(A) Identification badges may be re-
moved from the protected area only
when measures are in place to confirm
the true identity and authorization for
unescorted access of the badge holder
before allowing unescorted access to
the protected area.

(B) Except where operational safety
concerns require otherwise, identifica-
tion badges must be clearly displayed
by all individuals while inside the pro-
tected area and vital areas.

(C) The licensee shall maintain a
record, to include the name and areas
to which unescorted access is granted,
of all individuals to whom photo iden-
tification badges have been issued.

(iii) Access authorization program
personnel shall be issued passwords and
combinations to perform their assigned
duties and may be excepted from the
requirement of paragraph (g)(6)(i)(A) of
this section provided they meet the
background requirements of §73.56.

(7) Visitors. (i) The licensee may per-
mit escorted access to protected and
vital areas to individuals who have not
been granted unescorted access in ac-
cordance with the requirements of
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§73.56 and part 26 of this chapter. The
licensee shall:

(A) Implement procedures for proc-
essing, escorting, and controlling visi-
tors.

(B) Confirm the identity of each vis-
itor through physical presentation of a
recognized identification card issued
by a local, State, or Federal govern-
ment agency that includes a photo or
contains physical characteristics of the
individual requesting escorted access.

(C) Maintain a visitor control reg-
ister in which all visitors shall register
their name, date, time, purpose of
visit, employment affiliation, citizen-
ship, and name of the individual to be
visited before being escorted into any
protected or vital area.

(D) Issue a visitor badge to all visi-
tors that clearly indicates an escort is
required.

(E) Escort all visitors, at all times,
while inside the protected area and
vital areas.

(F) Deny escorted access to any indi-
vidual who is currently denied access
in industry shared data bases.

(ii) Individuals not employed by the
licensee but who require frequent or
extended unescorted access to the pro-
tected area and/or vital areas to per-
form duties and responsibilities re-
quired by the licensee at irregular or
intermittent intervals, shall satisfy
the access authorization requirements
of §73.66 and part 26 of this chapter,
and shall be issued a non-employee
photo identification badge that is eas-
ily distinguished from other identifica-
tion badges before being allowed
unescorted access to the protected and
vital areas. Non-employee photo iden-
tification badges must visually reflect
that the individual is a non-employee
and that no escort is required.

(8) Escorts. The licensee shall ensure
that all escorts are trained to perform
escort duties in accordance with the re-
quirements of this section and site
training requirements.

(i) Escorts shall be authorized
unescorted access to all areas in which
they will perform escort duties.

(ii) Individuals assigned to visitor es-
cort duties shall be provided a means of
timely communication with security
personnel to summon assistance when
needed.
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(iii) Individuals assigned to vehicle
escort duties shall be trained and
qualified in accordance with appendix
B of this part and provided a means of
continuous communication with secu-
rity personnel to ensure the ability to
summon assistance when needed.

(iv) When visitors are performing
work, escorts shall be generally knowl-
edgeable of the activities to be per-
formed by the visitor and report behav-
iors or activities that may constitute
an unreasonable risk to the health and
safety of the public and common de-
fense and security, including a poten-
tial threat to commit radiological sab-
otage, consistent with §73.56(f)(1).

(v) Each licensee shall describe vis-
itor to escort ratios for the protected
area and vital areas in physical secu-
rity plans. Implementing procedures
shall provide necessary observation
and control requirements for all visitor
activities.

(h) Search programs. (1) The objective
of the search program is to detect,
deter, and prevent the introduction of
firearms, explosives, incendiary de-
vices, or other items which could be
used to commit radiological sabotage.
To accomplish this the licensee shall
search individuals, vehicles, and mate-
rials consistent with the physical pro-
tection program design requirements
in paragraph (b) of this section, and the
function to be performed at each access
control point or portal before granting
access.

(2) Owner controlled area searches. (i)
Where the licensee has established
physical barriers in the owner con-
trolled area, the licensee shall imple-
ment search procedures for access con-
trol points in the barrier.

(ii) For each vehicle access control
point, the licensee shall describe in im-
plementing procedures areas of a vehi-
cle to be searched, and the items for
which the search is intended to detect
and prevent access. Areas of the vehi-
cle to be searched must include, but
are not limited to, the cab, engine com-
partment, undercarriage, and cargo
area.

(iii) Vehicle searches must be per-
formed by at least two (2) trained and
equipped security personnel, one of
which must be armed. The armed indi-
vidual shall be positioned to observe
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the search process and provide imme-
diate response.

(iv) Vehicle searches must be accom-
plished through the use of equipment
capable of detecting firearms, explo-
sives, incendiary devices, or other
items which could be used to commit
radiological sabotage, or through vis-
ual and physical searches, or both, to
ensure that all items are identified be-
fore granting access.

(v) Vehicle access control points
must be equipped with video surveil-
lance equipment that is monitored by
an individual capable of initiating a re-
sponse.

(3) Protected area searches. Licensees
shall search all personnel, vehicles and
materials requesting access to pro-
tected areas.

(i) The search for firearms, explo-
sives, incendiary devices, or other
items which could be used to commit
radiological sabotage shall be accom-
plished through the use of equipment
capable of detecting these items, or
through visual and physical searches,
or both, to ensure that all items are
clearly identified before granting ac-
cess to protected areas. The licensee
shall subject all persons except official
Federal, state, and local law enforce-
ment personnel on official duty to
these searches upon entry to the pro-
tected area. Armed security officers
who are on duty and have exited the
protected area may re-enter the pro-
tected area without being searched for
firearms.

(ii) Whenever search equipment is
out of service, is not operating satis-
factorily, or cannot be used effectively
to search individuals, vehicles, or ma-
terials, a visual and physical search
shall be conducted.

(iii) When an attempt to introduce
firearms, explosives, incendiary de-
vices, or other items which could be
used to commit radiological sabotage
has occurred or is suspected, the li-
censee shall implement actions to en-
sure that the suspect individuals, vehi-
cles, and materials are denied access
and shall perform a visual and physical
search to determine the absence or ex-
istence of a threat.

(iv) For each vehicle access portal,
the licensee shall describe in imple-
menting procedures areas of a vehicle
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to be searched before access is granted.
Areas of the vehicle to be searched
must include, but are not limited to,
the cab, engine compartment, under-
carriage, and cargo area.

(v) Exceptions to the protected area
search requirements for materials may
be granted for safety or operational
reasons provided the design criteria of
§73.55(b) are satisfied, the materials are
clearly identified, the types of excep-
tions to be granted are described in the
security plans, and the specific secu-
rity measures to be implemented for
excepted items are detailed in site pro-
cedures.

(vi) To the extent practicable, ex-
cepted materials must be positively
controlled, stored in a locked area, and
opened at the final destination by an
individual familiar with the items.

(vii) Bulk material excepted from the
protected area search requirements
must be escorted by an armed member
of the security organization to its final
destination or to a receiving area
where the excepted items are offloaded
and verified.

(viii) To the extent practicable, bulk
materials excepted from search shall
not be offloaded adjacent to a vital
area.

(i) Detection and assessment systems.
(1) The licensee shall establish and
maintain intrusion detection and as-
sessment systems that satisfy the de-
sign requirements of §73.55(b) and pro-
vide, at all times, the capability to de-
tect and assess unauthorized persons
and facilitate the effective implemen-
tation of the licensee’s protective
strategy.

(2) Intrusion detection equipment
must annunciate and video assessment
equipment shall display concurrently,
in at least two continuously staffed on-
site alarm stations, at least one of
which must be protected in accordance
with the requirements of the central
alarm station within this section.

(3) The licensee’s intrusion detection
and assessment systems must be de-
signed to:

(i) Provide visual and audible annun-
ciation of the alarm.

(ii) Provide a visual display from
which assessment of the detected activ-
ity can be made.
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(iii) Ensure that annunciation of an
alarm indicates the type and location
of the alarm.

(iv) Ensure that alarm devices to in-
clude transmission lines to annun-
ciators are tamper indicating and self-
checking.

(v) Provide an automatic indication
when the alarm system or a component
of the alarm system fails, or when the
system 1is operating on the backup
power supply.

(vi) Support the initiation of a time-
ly response in accordance with the se-
curity plans, licensee protective strat-
egy, and associated implementing pro-
cedures.

(vii) Ensure intrusion detection and
assessment equipment at the protected
area perimeter remains operable from
an uninterruptible power supply in the
event of the loss of normal power.

(4) Alarm stations. (i) Both alarm sta-
tions required by paragraph (i)(2) of
this section must be designed and
equipped to ensure that a single act, in
accordance with the design basis threat
of radiological sabotage defined in
§73.1(a)(1), cannot disable both alarm
stations. The licensee shall ensure the
survivability of at least one alarm sta-
tion to maintain the ability to perform
the following functions:

(A) Detect and assess alarms;

(B) Initiate and coordinate an ade-
quate response to an alarm;

(C) Summon offsite assistance; and

(D) Provide command and control.

(ii) Licensees shall:

(A) Locate the central alarm station
inside a protected area. The interior of
the central alarm station must not be
visible from the perimeter of the pro-
tected area.

(B) Continuously staff each alarm
station with at least one trained and
qualified alarm station operator. The
alarm station operator must not be as-
signed other duties or responsibilities
which would interfere with the ability
to execute the functions described in
§73.55(1)(4)(1) of this section.

(C) Not permit any activities to be
performed within either alarm station
that would interfere with an alarm sta-
tion operator’s ability to execute as-
signed duties and responsibilities.
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(D) Assess and initiate response to all
alarms in accordance with the security
plans and implementing procedures.

(E) Assess and initiate response to
other events as appropriate.

(F) Ensure that an alarm station op-
erator cannot change the status of a
detection point or deactivate a locking
or access control device at a protected
or vital area portal, without the
knowledge and concurrence of the
alarm station operator in the other
alarm station.

(G) Ensure that operators in both
alarm stations are knowledgeable of
final disposition of all alarms.

(H) Maintain a record of all alarm
annunciations, the cause of each
alarm, and the disposition of each
alarm.

(iii) Applicants for an operating 1li-
cense under the provisions of part 50 of
this chapter, or holders of a combined
license under the provisions of part 52
of this chapter, shall construct, locate,
protect, and equip both the central and
secondary alarm stations to the stand-
ards for the central alarm station con-
tained in this section. Both alarm sta-
tions shall be equal and redundant,
such that all functions needed to sat-
isfy the requirements of this section
can be performed in both alarm sta-
tions.

(5) Surveillance, observation, and moni-
toring. (i) The physical protection pro-
gram must include surveillance, obser-
vation, and monitoring as needed to
satisfy the design requirements of
§73.55(b), identify indications of tam-
pering, or otherwise implement the site
protective strategy.

(ii) The licensee shall provide contin-
uous surveillance, observation, and
monitoring of the owner controlled
area as described in the security plans
to detect and deter intruders and en-
sure the integrity of physical barriers
or other components and functions of
the onsite physical protection pro-
gram. Continuous surveillance, obser-
vation, and monitoring responsibilities
may be performed by security per-
sonnel during continuous patrols,
through use of video technology, or by
a combination of both.

(iii) Unattended openings that inter-
sect a security boundary such as under-
ground pathways must be protected by
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a physical barrier and monitored by in-
trusion detection equipment or ob-
served by security personnel at a fre-
quency sufficient to detect exploi-
tation.

(iv) Armed security patrols shall pe-
riodically check external areas of the
protected area to include physical bar-
riers and vital area portals.

(v) Armed security patrols shall peri-
odically inspect vital areas to include
the physical barriers used at all vital
area portals.

(vi) The licensee shall provide ran-
dom patrols of all accessible areas con-
taining target set equipment.

(vii) Security personnel shall be
trained to recognize obvious indica-
tions of tampering consistent with
their assigned duties and responsibil-
ities.

(viii) Upon detection of tampering, or
other threats, the licensee shall ini-
tiate response in accordance with the
security plans and implementing pro-
cedures.

(6) Illumination. (i) The licensee shall
ensure that all areas of the facility are
provided with illumination necessary
to satisfy the design requirements of
§73.55(b) and implement the protective
strategy.

(ii) The licensee shall provide a min-
imum illumination level of 0.2 foot-
candles, measured horizontally at
ground level, in the isolation zones and
appropriate exterior areas within the
protected area. Alternatively, the li-
censee may augment the facility illu-
mination system by means of low-light
technology to meet the requirements
of this section or otherwise implement
the protective strategy.

(iii) The licensee shall describe in the
security plans how the lighting re-
quirements of this section are met and,
if used, the type(s) and application of
low-light technology.

(j) Communication requirements. (1)
The licensee shall establish and main-
tain continuous communication capa-
bility with onsite and offsite resources
to ensure effective command and con-
trol during both normal and emergency
situations.

(2) Individuals assigned to each alarm
station shall be capable of calling for
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assistance in accordance with the secu-
rity plans and the licensee’s proce-
dures.

(3) All on-duty security force per-
sonnel shall be capable of maintaining
continuous communication with an in-
dividual in each alarm station, and ve-
hicle escorts shall maintain continuous
communication with security per-
sonnel. All personnel escorts shall
maintain timely communication with
the security personnel.

(4) The following continuous commu-
nication capabilities must terminate in
both alarm stations required by this
section:

(i) Radio or microwave transmitted
two-way voice communication, either
directly or through an intermediary, in
addition to conventional telephone
service between local law enforcement
authorities and the site.

(ii) A system for communication with
the control room.

(6) Non-portable communications
equipment must remain operable from
independent power sources in the event
of the loss of normal power.

(6) The licensee shall identify site
areas where communication could be
interrupted or cannot be maintained,
and shall establish alternative commu-
nication measures or otherwise ac-
count for these areas in implementing
procedures.

(k) Response requirements. (1) The li-
censee shall establish and maintain, at
all times, properly trained, qualified
and equipped personnel required to
interdict and neutralize threats up to
and including the design basis threat of
radiological sabotage as defined in
§73.1, to prevent significant core dam-
age and spent fuel sabotage.

(2) The licensee shall ensure that all
firearms, ammunition, and equipment
necessary to implement the site secu-
rity plans and protective strategy are
in sufficient supply, are in working
condition, and are readily available for
use.

(3) The licensee shall train each
armed member of the security organi-
zation to prevent or impede attempted
acts of radiological sabotage by using
force sufficient to counter the force di-
rected at that person, including the use
of deadly force when the armed mem-
ber of the security organization has a
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reasonable belief that the use of deadly
force is necessary in self-defense or in
the defense of others, or any other cir-
cumstances as authorized by applicable
State or Federal law.

(4) The licensee shall provide armed
response personnel consisting of armed
responders which may be augmented
with armed security officers to carry
out armed response duties within pre-
determined time lines specified by the
site protective strategy.

(5) Armed responders. (i) The licensee
shall determine the minimum number
of armed responders necessary to sat-
isfy the design requirements of
§73.55(b) and implement the protective
strategy. The licensee shall document
this number in the security plans.

(ii) The number of armed responders
shall not be less than ten (10).

(iii) Armed responders shall be avail-
able at all times inside the protected
area and may not be assigned other du-
ties or responsibilities that could inter-
fere with their assigned response du-
ties.

(6) Armed security officers. (i) Armed
security officers, designated to
strengthen onsite response capabilities,
shall be onsite and available at all
times to carry out their assigned re-
sponse duties.

(ii) The minimum number of armed
security officers designated to
strengthen onsite response capabilities
must be documented in the security
plans.

(7) The licensee shall have procedures
to reconstitute the documented num-
ber of available armed response per-
sonnel required to implement the pro-
tective strategy.

(8) Protective strategy. The licensee
shall establish, maintain, and imple-
ment a written protective strategy in
accordance with the requirements of
this section and part 73, appendix C,
Section II. Upon receipt of an alarm or
other indication of a threat, the Ili-
censee shall:

(i) Determine the existence and level
of a threat in accordance with pre-es-
tablished assessment methodologies
and procedures.

(ii) Initiate response actions to inter-
dict and neutralize the threat in ac-
cordance with the requirements of part
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73, appendix C, section II, the safe-
guards contingency plan, and the Ili-
censee’s response strategy.

(iii) Notify law enforcement agencies
(local, State, and Federal law enforce-
ment agencies (LLEA)), in accordance
with site procedures.

(9) Law enforcement liaison. To the ex-
tent practicable, licensees shall docu-
ment and maintain current agreements
with applicable law enforcement agen-
cies to include estimated response
times and capabilities.

(10) Heightened security. Licensees
shall establish, maintain, and imple-
ment a threat warning system which
identifies specific graduated protective
measures and actions to be taken to in-
crease licensee preparedness against a
heightened security threat.

(i) Licensees shall ensure that the
specific protective measures and ac-
tions identified for each threat level
are consistent with the security plans
and other emergency plans and proce-
dures.

(ii) Upon notification by an author-
ized representative of the Commission,
licensees shall implement the specific
threat level indicated by the Commis-
sion representative.

(1) Facilities using mizxed-oxide (MOX)
fuel assemblies containing up to 20 weight
percent plutonium dioxide (PuO,). (1)
Commercial nuclear power reactors li-
censed under 10 CFR parts 50 or 52 and
authorized to use special nuclear mate-
rial in the form of MOX fuel assemblies
containing up to 20 weight percent
PuO, shall, in addition to meeting the
requirements of this section, protect
un-irradiated MOX fuel assemblies
against theft or diversion as described
in this paragraph.

(2) Commercial nuclear power reac-
tors authorized to use MOX fuel assem-
blies containing up to 20 weight per-
cent PuO, are exempt from the require-
ments of §§73.20, 73.45, and 73.46 for the
onsite physical protection of un-irradi-
ated MOX fuel assemblies.

(3) Administrative controls. (i) The 1li-
censee shall describe in the security
plans the operational and administra-
tive controls to be implemented for the
receipt, inspection, movement, storage,
and protection of un-irradiated MOX
fuel assemblies.
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(ii) The licensee shall implement the
use of tamper-indicating devices for
un-irradiated MOX fuel assembly
transport and shall verify their use and
integrity before receipt.

(iii) Upon receipt of un-irradiated
MOX fuel assemblies, the licensee
shall:

(A) Inspect un-irradiated MOX fuel
assemblies for damage.

(B) Search un-irradiated MOX fuel
assemblies for unauthorized materials.

(iv) The licensee may conduct the re-
quired inspection and search functions
simultaneously.

(v) The licensee shall ensure the
proper placement and control of un-ir-
radiated MOX fuel assemblies as fol-
lows:

(A) At least one armed security offi-
cer shall be present during the receipt
and inspection of un-irradiated MOX
fuel assemblies. This armed security
officer shall not be an armed responder
as required by paragraph (k) of this
section.

(B) The licensee shall store un-irradi-
ated MOX fuel assemblies only within a
spent fuel pool, located within a vital
area, so that access to the un-irradi-
ated MOX fuel assemblies requires pas-
sage through at least two physical bar-
riers and the water barrier combined
with the additional measures detailed
in this section.

(vi) The licensee shall implement a
material control and accountability
program that includes a predetermined
and documented storage location for
each un-irradiated MOX fuel assembly.

(4) Physical controls. (i) The licensee
shall lock, lockout, or disable all
equipment and power supplies to equip-
ment required for the movement and
handling of un-irradiated MOX fuel as-
semblies when movement activities are
not authorized.

(ii) The licensee shall implement a
two-person, line-of-sight rule within
the spent fuel pool area whenever con-
trol systems or equipment required for
the movement or handling of un-irradi-
ated MOX fuel assemblies must be
accessed.

(iii) The licensee shall conduct ran-
dom patrols of areas containing un-ir-
radiated MOX fuel assemblies to iden-
tify indications of tampering and en-
sure the integrity of barriers and locks.
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(iv) Locks, keys, and any other ac-
cess control device used to secure
equipment and power sources required
for the movement of un-irradiated
MOX fuel assemblies, or openings to
areas containing un-irradiated MOX
fuel assemblies, must be controlled by
the security organization.

(v) Removal of locks used to secure
equipment and power sources required
for the movement of un-irradiated
MOX fuel assemblies or openings to
areas containing un-irradiated MOX
fuel assemblies must require approval
by both the on-duty security shift su-
pervisor and the operations shift man-
ager.

(A) At least one armed security offi-
cer shall be present to observe activi-
ties involving the movement of un-ir-
radiated MOX fuel assemblies before
the removal of the locks and providing
power to equipment required for the
movement or handling of un-irradiated
MOX fuel assemblies.

(B) At least one armed security offi-
cer shall be present at all times until
power is removed from equipment and
locks are secured.

(C) Security officers shall be knowl-
edgeable of authorized and unauthor-
ized activities involving un-irradiated
MOX fuel assemblies.

(5) At least one armed security offi-
cer shall be present and shall maintain
constant surveillance of un-irradiated
MOX fuel assemblies when the assem-
blies are not located in the spent fuel
pool or reactor.

(6) The licensee shall maintain at all
times the capability to detect, assess,
interdict and neutralize threats to un-
irradiated MOX fuel assemblies in ac-
cordance with the requirements of this
section.

(T MOX fuel assemblies containing
greater than 20 weight percent PuO,. (i)
Requests for the use of MOX fuel as-
semblies containing greater than 20
weight percent PuO, shall be reviewed
and approved by the Commission before
receipt of MOX fuel assemblies.

(ii) Additional measures for the phys-
ical protection of un-irradiated MOX
fuel assemblies containing greater than
20 weight percent PuO, shall be deter-
mined by the Commission on a case-by-
case basis and documented through li-
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cense amendment in accordance with
10 CFR 50.90.

(m) Security program reviews. (1) As a
minimum the licensee shall review
each element of the physical protec-
tion program at least every 24 months.
Reviews shall be conducted:

(i) Within 12 months following initial
implementation of the physical protec-
tion program or a change to personnel,
procedures, equipment, or facilities
that potentially could adversely affect
security.

(ii) As necessary based upon site-spe-
cific analyses, assessments, or other
performance indicators.

(iii) By individuals independent of
those personnel responsible for pro-
gram management and any individual
who has direct responsibility for imple-
menting the onsite physical protection
program.

(2) Reviews of the security program
must include, but not be limited to, an
audit of the effectiveness of the phys-
ical security program, security plans,
implementing procedures, cyber secu-
rity programs, safety/security interface
activities, the testing, maintenance,
and calibration program, and response
commitments by local, State, and Fed-
eral law enforcement authorities.

(3) The results and recommendations
of the onsite physical protection pro-
gram reviews, management’s findings
regarding program effectiveness, and
any actions taken as a result of rec-
ommendations from prior program re-
views, must be documented in a report
to the licensee’s plant manager and to
corporate management at least one
level higher than that having responsi-
bility for day-to-day plant operation.
These reports must be maintained in
an auditable form, available for inspec-
tion.

(4) Findings from onsite physical pro-
tection program reviews must be en-
tered into the site corrective action
program.

(n) Maintenance, testing, and calibra-
tion. (1) The licensee shall:

(i) Establish, maintain, and imple-
ment a maintenance, testing and cali-
bration program to ensure that secu-
rity systems and equipment, including
secondary and uninterruptible power
supplies, are tested for operability and
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performance at predetermined inter-
vals, maintained in operable condition,
and are capable of performing their in-
tended functions.

(ii) Describe the maintenance, test-
ing and calibration program in the
physical security plan. Implementing
procedures must specify operational
and technical details required to per-
form maintenance, testing, and cali-
bration activities to include, but not
limited to, purpose of activity, actions
to be taken, acceptance criteria, and
the intervals or frequency at which the
activity will be performed.

(iii) Identify in procedures the cri-
teria for determining when problems,
failures, deficiencies, and other find-
ings are documented in the site correc-
tive action program for resolution.

(iv) Ensure that information docu-
mented in the site corrective action
program is written in a manner that
does not constitute safeguards infor-
mation as defined in 10 CFR 73.21.

(v) Implement compensatory meas-
ures that ensure the effectiveness of
the onsite physical protection program
when there is a failure or degraded op-
eration of security-related component
or equipment.

(2) The licensee shall test each intru-
sion alarm for operability at the begin-
ning and end of any period that it is
used for security, or if the period of
continuous use exceeds seven (7) days.
The intrusion alarm must be tested at
least once every seven (7) days.

(3) Intrusion detection and access
control equipment must be perform-
ance tested in accordance with the se-
curity plans and implementing proce-
dures.

(4) Equipment required for commu-
nications onsite must be tested for
operability not less frequently than
once at the beginning of each security
personnel work shift.

(56) Communication systems between
the alarm stations and each control
room, and between the alarm stations
and local law enforcement agencies, to
include backup communication equip-
ment, must be tested for operability at
least once each day.

(6) Search equipment must be tested
for operability at least once each day
and tested for performance at least
once during each seven (7) day period.
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(7T) A program for testing or verifying
the operability of devices or equipment
located in hazardous areas must be
specified in the implementing proce-
dures and must define alternate meas-
ures to be taken to ensure the timely
completion of testing or maintenance
when the hazardous condition or other
restrictions are no longer applicable.

(8) Security equipment or systems
shall be tested in accordance with the
site maintenance, testing and calibra-
tion procedures before being placed
back in service after each repair or in-
operable state.

(0) Compensatory measures. (1) The li-
censee shall identify criteria and meas-
ures to compensate for degraded or in-
operable equipment, systems, and com-
ponents to meet the requirements of
this section.

(2) Compensatory measures must pro-
vide a level of protection that is equiv-
alent to the protection that was pro-
vided by the degraded or inoperable,
equipment, system, or components.

(3) Compensatory measures must be
implemented within specific time
frames necessary to meet the require-
ments stated in paragraph (b) of this
section and described in the security
plans.

(p) Suspension of security measures. (1)
The licensee may suspend implementa-
tion of affected requirements of this
section under the following conditions:

(i) In accordance with §§50.54(x) and
50.54(y) of this chapter, the licensee
may suspend any security measures
under this section in an emergency
when this action is immediately need-
ed to protect the public health and
safety and no action consistent with 1li-
cense conditions and technical speci-
fications that can provide adequate or
equivalent protection is immediately
apparent. This suspension of security
measures must be approved as a min-
imum by a licensed senior operator be-
fore taking this action.

(ii) During severe weather when the
suspension of affected security meas-
ures is immediately needed to protect
the personal health and safety of secu-
rity force personnel and no other im-
mediately apparent action consistent
with the license conditions and tech-
nical specifications can provide ade-
quate or equivalent protection. This
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suspension of security measures must
be approved, as a minimum, by a li-
censed senior operator, with input from
the security supervisor or manager, be-
fore taking this action.

(2) Suspended security measures
must be reinstated as soon as condi-
tions permit.

(3) The suspension of security meas-
ures must be reported and documented
in accordance with the provisions of
§73.71.

(a) Records. (1) The Commission may
inspect, copy, retain, and remove all
reports, records, and documents re-
quired to be kept by Commission regu-
lations, orders, or license conditions,
whether the reports, records, and docu-
ments are kept by the licensee or a
contractor.

(2) The licensee shall maintain all
records required to be kept by Commis-
sion regulations, orders, or license con-
ditions, until the Commission termi-
nates the license for which the records
were developed, and shall maintain su-
perseded portions of these records for
at least three (3) years after the record
is superseded, unless otherwise speci-
fied by the Commission.

(3) If a contracted security force is
used to implement the onsite physical
protection program, the licensee’s
written agreement with the contractor
must be retained by the licensee as a
record for the duration of the contract.

(4) Review and audit reports must be
maintained and available for inspec-
tion, for a period of three (3) years.

(r) Alternative measures. (1) The Com-
mission may authorize an applicant or
licensee to provide a measure for pro-
tection against radiological sabotage
other than one required by this section
if the applicant or licensee dem-
onstrates that:

(i) The measure meets the same per-
formance objectives and requirements
specified in paragraph (b) of this sec-
tion; and

(ii) The proposed alternative measure
provides protection against radio-
logical sabotage or theft of un-irradi-
ated MOX fuel assemblies, equivalent
to that which would be provided by the
specific requirement for which it would
substitute.

(2) The licensee shall submit pro-
posed alternative measure(s) to the
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Commission for review and approval in
accordance with §§50.4 and 50.90 of this
chapter before implementation.

(3) In addition to fully describing the
desired changes, the licensee shall sub-
mit a technical basis for each proposed
alternative measure. The basis must
include an analysis or assessment that
demonstrates how the proposed alter-
native measure provides a level of pro-
tection that is at least equal to that
which would otherwise be provided by
the specific requirement of this sec-
tion.

(4) Alternative vehicle barrier sys-
tems. In the case of vehicle barrier sys-
tems required by §73.55(e)(10), the li-
censee shall demonstrate that:

(i) The alternative measure provides
protection against the use of a vehicle
as a means of transportation to gain
proximity to vital areas;

(ii) The alternative measure provides
protection against the use of a vehicle
as a vehicle bomb; and

(iii) Based on comparison of the costs
of the alternative measures to the
costs of meeting the Commission’s re-
quirements using the essential ele-
ments of 10 CFR 50.109, the costs of
fully meeting the Commission’s re-
quirements are not justified by the pro-
tection that would be provided.

[74 FR 13971, Mar. 27, 2009]

§73.56 Personnel access authorization
requirements for nuclear power
plants.

(a) Introduction. (1) By March 31, 2010,
each nuclear power reactor licensee, li-
censed under 10 CFR part 50, shall im-
plement the requirements of this sec-
tion through revisions to its Commis-
sion-approved Physical Security Plan.

(2) The licensee shall establish, im-
plement and maintain its access au-
thorization program in accordance
with the requirements of this section.

(3) Each applicant for an operating li-
cense under the provisions of part 50 of
this chapter, and each holder of a com-
bined license under the provisions of
part 52 of this chapter, shall implement
the requirements of this section before
fuel is allowed on site (protected area).

(4) The licensee or applicant may ac-
cept, in part or whole, an access au-
thorization program implemented by a
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contractor or vendor to satisfy appro-
priate elements of the licensee’s access
authorization program in accordance
with the requirements of this section.
Only a licensee shall grant an indi-
vidual unescorted access. Licensees and
applicants shall certify individuals’
unescorted access authorization and
are responsible to maintain, deny, ter-
minate, or withdraw unescorted access
authorization.

(b) Applicability. (1) The following in-
dividuals shall be subject to an access
authorization program:

(i) Any individual to whom a licensee
intends to grant unescorted access to
nuclear power plant protected or vital
areas or any individual for whom a li-
censee or an applicant intends to cer-
tify unescorted access authorization;

(ii) Any individual whose duties and
responsibilities permit the individual
to take actions by electronic means, ei-
ther on site or remotely, that could ad-
versely impact the licensee’s or appli-
cant’s operational safety, security, or
emergency preparedness;

(iii) Any individual who has respon-
sibilities for implementing a licensee’s
or applicant’s protective strategy, in-
cluding, but not limited to, armed se-
curity force officers, alarm station op-
erators, and tactical response team
leaders; and

(iv) The licensee or applicant access
authorization program reviewing offi-
cial or contractor or vendor access au-
thorization program reviewers.

(2) Other individuals, at the licens-
ee’s or applicant’s discretion, including
employees of a contractor or a vendor
who are designated in access authoriza-
tion program procedures, are subject to
an access authorization program that
meets the requirements of this section.

(c) General performance objective. The
licensee’s or applicant’s access author-
ization program must provide high as-
surance that the individuals who are
specified in paragraph (b)(1), and, if ap-
plicable, paragraph (b)(2) of this sec-
tion are trustworthy and reliable, such
that they do not constitute an unrea-
sonable risk to public health and safety
or the common defense and security,
including the potential to commit radi-
ological sabotage.

(d) Background investigation. In order
to grant an individual unescorted ac-
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cess to the protected area or vital area
of a nuclear power plant or certify an
individual unescorted access authoriza-
tion, licensees, applicants and contrac-
tors or vendors shall ensure that the
individual has been subject to a back-
ground investigation. The background
investigation must include, but is not
limited to, the following elements:

(1) Informed consent. Licensees, appli-
cants, and contractors or vendors shall
not initiate any element of a back-
ground investigation without the in-
formed and signed consent of the sub-
ject individual. This consent shall in-
clude authorization to share personal
information with appropriate entities.
The licensee or applicant to whom the
individual is applying for unescorted
access and unescorted access author-
ization, respectively, or the contrac-
tors or vendors supporting the licensee
or applicant shall inform the indi-
vidual of his or her right to review in-
formation collected to assure its accu-
racy, and provide the individual with
an opportunity to correct any inac-
curate or incomplete information that
is developed by licensees, applicants, or
contractors or vendors about the indi-
vidual.

(i) The subject individual may with-
draw his or her consent at any time.
Licensees, applicants, and contractors
or vendors shall inform the individual
that:

(A) Withdrawal of his or her consent
will remove the individual’s applica-
tion for access authorization under the
licensee’s or applicant’s access author-
ization program or contractor or ven-
dor access authorization program; and

(B) Other licensees and applicants
shall have access to information docu-
menting the withdrawal. Additionally,
the contractors or vendors may have
the same access to the information, if
such information is necessary for as-
sisting licensees or applicants com-
plying with requirements set forth in
this section.

(ii) If an individual withdraws his or
her consent, licensees, applicants, and
contractors or vendors may not ini-
tiate any elements of the background
investigation that were not in progress
at the time the individual withdrew his
or her consent, but shall complete any
background investigation elements

518



Nuclear Regulatory Commission

that are in progress at the time con-
sent is withdrawn. The licensee or ap-
plicant shall record the status of the
individual’s application for unescorted
access or unescorted access authoriza-
tion, respectively. Contractors or ven-
dors may record the status of the indi-
vidual’s application for unescorted ac-
cess or unescorted access authorization
for licensees or applicants. Addition-
ally, licensees, applicants, or contrac-
tors or vendors shall collect and main-
tain the individual’s application for
unescorted access or unescorted access
authorization; his or her withdrawal of
consent for the background investiga-
tion; the reason given by the individual
for the withdrawal; and any pertinent
information collected from the back-
ground investigation elements that
were completed. This information must
be shared with other licensees in ac-
cordance with paragraph (0)(6) of this
section.

(iii) Licensees, applicants, and con-
tractors or vendors shall inform, in
writing, any individual who is applying
for unescorted access or unescorted ac-
cess authorization that the following
actions are sufficient cause for denial
or unfavorable termination of
unescorted access or unescorted access
authorization status:

(A) Refusal to provide a signed con-
sent for the background investigation;

(B) Refusal to provide, or the fal-
sification of, any personal history in-
formation required under this section,
including the failure to report any pre-
vious denial or unfavorable termi-
nation of unescorted access or
unescorted access authorization;

(C) Refusal to provide signed consent
for the sharing of personal information
with other licensees, applicants, or the
contractor or vendors under paragraph
(d)(4)(v) of this section; or

(D) Failure to report any arrests or
legal actions specified in paragraph (g)
of this section.

(2) Personal history disclosure. (i) Any
individual who is applying for
unescorted access or unescorted access
authorization shall disclose the per-
sonal history information that is re-
quired by the licensee’s or applicant’s
access authorization program, includ-
ing any information that may be nec-
essary for the reviewing official to
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make a determination of the individ-
ual’s trustworthiness and reliability.

(ii) Licensees, applicants, and con-
tractors or vendors shall not require an
individual to disclose an administra-
tive withdrawal of unescorted access or
unescorted access authorization under
the requirements of §73.56(g), (h)(7), or
(A)(A)(v) of this section. However, the
individual must disclose this informa-
tion if the individual’s unescorted ac-
cess or unescorted access authorization
is administratively withdrawn at the
time he or she is seeking unescorted
access or unescorted access authoriza-
tion, or the individual’s unescorted ac-
cess or unescorted access authorization
was subsequently denied or terminated
unfavorably by a licensee, applicant, or
contractor or vendor.

(3) Verification of true identity. Licens-
ees, applicants, and contractors or ven-
dors shall verify the true identity of an
individual who is applying for
unescorted access or unescorted access
authorization in order to ensure that
the applicant is the person that he or
she has claimed to be. At a minimum,
licensees, applicants, and contractors
or vendors shall validate that the so-
cial security number that the indi-
vidual has provided is his or hers, and,
in the case of foreign nationals, vali-
date the claimed non-immigration sta-
tus that the individual has provided is
correct. In addition, licensees and ap-
plicants shall also determine whether
the results of the fingerprinting re-
quired under §73.57 confirm the individ-
ual’s claimed identity, if such results
are available.

(4) Employment history evaluation. Li-
censees, applicants, and contractors or
vendors shall ensure that an employ-
ment history evaluation has been com-
pleted on a best effort basis, by ques-
tioning the individual’s present and
former employers, and by determining
the activities of the individual while
unemployed.

(i) For the claimed employment pe-
riod, the individual must provide the
reason for any termination, eligibility
for rehire, and other information that
could reflect on the individual’s trust-
worthiness and reliability.

(ii) If the claimed employment was
military service the individual shall
provide a characterization of service,
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reason for separation, and any discipli-
nary actions that could affect a trust-
worthiness and reliability determina-
tion.

(iii) If education is claimed in lieu of
employment, the individual shall pro-
vide any information related to the
claimed education that could reflect on
the individual’s trustworthiness and
reliability and, at a minimum, verify
that the individual was registered for
the classes and received grades that in-
dicate that the individual participated
in the educational process during the
claimed period.

(iv) If a previous employer, edu-
cational institution, or any other enti-
ty with which the individual claims to
have been engaged fails to provide in-
formation or indicates an inability or
unwillingness to provide information
within 3 business days of the request,
the licensee, applicant, or contractor
or vendor shall:

(A) Document this refusal or unwill-
ingness in the licensee’s, applicant’s, or
contractor’s or vendor’s record of the
investigation; and

(B) Obtain a confirmation of employ-
ment, educational enrollment and at-
tendance, or other form of engagement
claimed by the individual from at least
one alternate source that has not been
previously used.

(v) When any licensee, applicant,
contractor, or vendor is seeking the in-
formation required for an unescorted
access or unescorted access authoriza-
tion decision under this section and
has obtained a signed release from the
subject individual authorizing the dis-
closure of such information, other li-
censees, applicants, contractors and
vendors shall make available the per-
sonal or access authorization informa-
tion requested regarding the denial or
unfavorable termination of unescorted
access or unescorted access authoriza-
tion.

(vi) In conducting an employment
history evaluation, the licensee, appli-
cant, contractor, or vendor may obtain
information and documents by elec-
tronic means, including, but not lim-
ited to, telephone, facsimile, or e-mail.
Licensees, applicants, contractors, or
vendors shall make a record of the con-
tents of the telephone call and shall re-
tain that record, and any documents or
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electronic files obtained electronically,
in accordance with paragraph (o) of
this section.

(5) Credit history evaluation. Licens-
ees, applicants, contractors and ven-
dors shall ensure that the full credit
history of any individual who is apply-
ing for unescorted access or unescorted
access authorization is evaluated. A
full credit history evaluation must in-
clude, but is not limited to, an inquiry
to detect potential fraud or misuse of
social security numbers or other finan-
cial identifiers, and a review and eval-
uation of all of the information that is
provided by a national credit-reporting
agency about the individual’s credit
history. For individuals including for-
eign nationals and United States citi-
zens who have resided outside the
United States and do not have estab-
lished credit history that covers at
least the most recent seven years in
the United States, the licensee, appli-
cant, contractor or vendor must docu-
ment all attempts to obtain informa-
tion regarding the individual’s credit
history and financial responsibility
from some relevant entity located in
that other country or countries.

(6) Character and reputation evalua-
tion. Licensees, applicants, contractors,
and vendors shall ascertain the char-
acter and reputation of an individual
who has applied for unescorted access
or unescorted access authorization by
conducting reference checks. Reference
checks may not be conducted with any
person who is known to be a close
member of the individual’s family, in-
cluding but not limited to, the individ-
ual’s spouse, parents, siblings, or chil-
dren, or any individual who resides in
the individual’s permanent household.
The reference checks must focus on the
individual’s reputation for trust-
worthiness and reliability.

() Criminal history review. The licens-
ee’s or applicant’s reviewing official
shall evaluate the entire criminal his-
tory record of an individual who is ap-
plying for unescorted access or
unescorted access authorization to de-
termine whether the individual has a
record of criminal activity that may
adversely impact his or her trust-
worthiness and reliability. A criminal
history record must be obtained in ac-
cordance with the requirements of
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§73.57. For individuals who do not have
or are not expected to have unescorted
access, a criminal history record of the
individual shall be obtained in accord-
ance with the requirements set forth in
paragraph (k)(1)(ii) of this section.

(e) Psychological assessment. In order
to assist in determining an individual’s
trustworthiness and reliability, licens-
ees, applicants, contractors or vendors
shall ensure that a psychological as-
sessment has been completed before
the individual is granted unescorted
access or certified unescorted access
authorization. Individuals who are ap-
plying for initial unescorted access or
unescorted access authorization, or
who have not maintained unescorted
access or unescorted access authoriza-
tion for greater than 365 days, shall be
subject to a psychological assessment.
The psychological assessment must be
designed to evaluate the possible ad-
verse impact of any noted psycho-
logical characteristics on the individ-
ual’s trustworthiness and reliability.

(1) A licensed psychologist or psy-
chiatrist with the appropriate training
and experience shall conduct the psy-
chological assessment.

(2) The psychological assessment
must be conducted in accordance with
the applicable ethical principles for
conducting such assessments estab-
lished by the American Psychological
Association or American Psychiatric
Association.

(3) At a minimum, the psychological
assessment must include the adminis-
tration and interpretation of a stand-
ardized, objective, professionally-ac-
cepted psychological test that provides
information to identify indications of
disturbances in personality or psycho-
pathology that may have adverse im-
plications for an individual’s trust-
worthiness and reliability. A psychia-
trist or psychologist specified in para-
graph (e) of this section shall establish
the predetermined thresholds for each
scale, in accordance with paragraph
(e)(2) of this section, that must be ap-
plied in interpreting the results of the
psychological test to determine wheth-
er an individual must be interviewed
by a licensed psychiatrist or psycholo-
gist, under §73.56(e)(4)(i) of this section.

(4) The psychological assessment
must include a clinical interview:
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(i) If an individual’s scores on the
psychological test in paragraph (e)(3)
of this section identify indications of
disturbances in personality or psycho-
pathology that may have implications
for an individual’s trustworthiness and
reliability; or

(ii) If the individual is a member of
the population that performs one or
more job functions that are critical to
the safe and secure operation of the li-
censee’s facility, as defined in para-
graph (i)(1)(v)(B) of this section.

(5) In the course of conducting a psy-
chological assessment for those indi-
viduals who are specified in paragraph
(h) of this section for initial unescorted
access or unescorted access authoriza-
tion category, if the licensed psycholo-
gist or psychiatrist identifies or dis-
covers any information, including a
medical condition, that could ad-
versely impact the individual’s fitness
for duty or trustworthiness and reli-
ability, the licensee, applicant, or con-
tractor or vendor shall ensure that the
psychologist or psychiatrist contact
appropriate medical personnel to ob-
tain further information as need for a
determination. The results of the eval-
uation and a recommendation shall be
provided to the licensee’s or applicant’s
reviewing official.

(6) During psychological reassess-
ments, if the licensed psychologist or
psychiatrist identifies or discovers any
information, including a medical con-
dition, that could adversely impact the
fitness for duty or trustworthiness and
reliability of those individuals who are
currently granted unescorted access or
certified unescorted access authoriza-
tion status, he or she shall inform (1)
the reviewing official of the discovery
within 24 hours of the discovery and (2)
the medical personnel designated in
the site implementing procedures, who
shall ensure that an appropriate eval-
uation of the possible medical condi-
tion is conducted under the require-
ments of part 26 of this chapter. The
results of the evaluation and a rec-
ommendation shall be provided to the
licensee’s or applicant’s reviewing offi-
cial.
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(f) Behavioral observation. (1) Licensee
and applicant access authorization pro-
grams must include a behavioral obser-
vation program that is designed to de-
tect behaviors or activities that may
constitute an unreasonable risk to the
health and safety of the public and
common defense and security, includ-
ing a potential threat to commit radio-
logical sabotage. Licensees, applicants
and contractors or vendors must en-
sure that the individuals specified in
paragraph (b)(1) and, if applicable,
(b)(2) of this section are subject to be-
havioral observation.

(2) Each person subject to the behav-
ior observation program shall be re-
sponsible for communicating to the li-
censee or applicant observed behaviors
of individuals subject to the require-
ments of this section. Such behaviors
include any behavior of individuals
that may adversely affect the safety or
security of the licensee’s facility or
that may constitute an unreasonable
risk to the public health and safety or
the common defense and security, in-
cluding a potential threat to commit
radiological sabotage.

(i) Licensees, applicants, and con-
tractors or vendors shall ensure that
individuals who are subject to this sec-
tion also successfully complete initial
behavioral observation training and re-
qualification  behavior observation
training as required in paragraphs
(£)(2)(ii) and (iii) of this section.

(ii) Behavioral observation training
must be:

(A) Completed before the licensee
grants unescorted access or certifies
unescorted access authorization or an
applicant certifies unescorted access
authorization, as defined in paragraph
(h)(4)(ii) of this section,

(B) Current before the licensee grants
unescorted access update or reinstate-
ment or licensee or applicant certifies
unescorted access authorization rein-
statement as defined in paragraph
(h)(4)(ii) of this section, and

(C) Maintained in a current status
during any period of time an individual
possesses unescorted access or
unescorted access authorization in ac-
cordance with paragraph (f)(2)(iv) of
this section.

(iii) For initial behavioral observa-
tion training, individuals shall dem-
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onstrate completion by passing a com-
prehensive examination that addresses
the knowledge and abilities necessary
to detect behavior or activities that
have the potential to constitute an un-
reasonable risk to the health and safe-
ty of the public and common defense
and security, including a potential
threat to commit radiological sabo-
tage. Remedial training and re-testing
are required for individuals who fail to
satisfactorily complete the examina-
tion.

(iv) Individuals shall complete re-
fresher training on a nominal 12-month
frequency, or more frequently where
the need is indicated. Individuals may
take and pass a comprehensive exam-
ination that meets the requirements of
paragraph (f)(2)(iii) of this section in
lieu of completing annual refresher
training.

(v) Initial and refresher training may
be delivered using a variety of media,
including, but not limited to, class-
room lectures, required reading, video,
or computer-based training systems.
The licensee, applicant, or contractor
or vendor shall monitor the completion
of training.

(3) Individuals who are subject to an
access authorization program under
this section shall at a minimum, report
any concerns arising from behavioral
observation, including, but not limited
to, concerns related to any question-
able behavior patterns or activities of
others to the reviewing official, his or
her supervisor, or other management
personnel designated in their site pro-
cedures. The recipient of the report
shall, if other than the reviewing offi-
cial, promptly convey the report to the
reviewing official, who shall reassess
the reported individual’s unescorted
access or unescorted access authoriza-
tion status. The reviewing official shall
determine the elements of the reassess-
ment based on the accumulated infor-
mation of the individual. If the review-
ing official has a reason to believe that
the reported individual’s trust-
worthiness or reliability is question-
able, the reviewing official shall either
administratively withdraw or termi-
nate the individual’s unescorted access
or unescorted access authorization
while completing the re-evaluation or
investigation. If the reviewing official
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determines from the information pro-
vided that there is cause for additional
action, the reviewing official may in-
form the supervisor of the reported in-
dividual.

(g) Self-reporting of legal actions. (1)
Any individual who has applied for
unescorted access or unescorted access
authorization or is maintaining
unescorted access or unescorted access
authorization under this section shall
promptly report to the reviewing offi-
cial, his or her supervisor, or other
management personnel designated in
site procedures any legal action(s)
taken by a law enforcement authority
or court of law to which the individual
has been subject that could result in
incarceration or a court order or that
requires a court appearance, including
but not limited to an arrest, an indict-
ment, the filing of charges, or a convic-
tion, but excluding minor civil actions
or misdemeanors such as parking viola-
tions or speeding tickets. The recipient
of the report shall, if other than the re-
viewing official, promptly convey the
report to the reviewing official. On the
day that the report is received, the re-
viewing official shall evaluate the cir-
cumstances related to the reported
legal action(s) and re-determine the re-
ported individual’s unescorted access
or unescorted access authorization sta-
tus.

(2) The licensee or applicant shall in-
form the individual of this obligation,
in writing, prior to granting
unescorted access or certifying
unescorted access authorization.

(h) Granting unescorted access and cer-
tifying unescorted access authorication.
Licensees and applicants shall imple-
ment the requirements of this para-
graph for granting or certifying initial
or reinstated unescorted access or
unescorted access authorization. The
investigatory information collected to
satisfy the requirements of this section
for individuals who are being consid-
ered for unescorted access or
unescorted access authorization shall
be valid for a trustworthiness and reli-
ability determination by a licensee or
applicant for 30 calendar days.

(1) Determination basis. (i) The licens-
ee’s or applicant’s reviewing official
shall determine whether to grant, cer-
tify, deny, unfavorably terminate,
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maintain, or administratively with-
draw an individual’s unescorted access
or unescorted access authorization sta-
tus, based on an evaluation of all of the
information required by this section.

(ii) The licensee’s or applicant’s re-
viewing official may not grant
unescorted access or certify unescorted
access authorization status to an indi-
vidual until all of the information re-
quired by this section has been evalu-
ated by the reviewing official and the
reviewing official has determined that
the accumulated information supports
a determination of the individual’s
trustworthiness and reliability. How-
ever, the reviewing official may deny
or terminate unescorted access or
unescorted access authorization of any
individual based on disqualifying infor-
mation even if not all the information
required by this section has been col-
lected or evaluated.

(2) Unescorted access for NRC-certified
personnel. Licensees and applicants
shall grant unescorted access to any
individual who has been certified by
the Nuclear Regulatory Commission as
suitable for such access.

(38) Access denial. Licensees or appli-
cants may not permit an individual,
who is identified as having an access-
denied status by another licensee sub-
ject to this section, or has an access
authorization status other than favor-
ably terminated, to enter any nuclear
power plant protected area or vital
area, under escort or otherwise, or take
actions by electronic means that could
adversely impact the licensee’s or ap-
plicant’s safety, security, or emergency
response or their facilities, under su-
pervision or otherwise, except upon
completion of the initial unescorted
access authorization process.

(4) Granting unescorted access and cer-
tifying unescorted access authorization—
(i) Initial unescorted access or unescorted
access authorication. In satisfying the
requirements of paragraph (h)(1) of this
section, for individuals who have never
held unescorted access or unescorted
access authorization status or whose
unescorted access or unescorted access
authorization status has been inter-
rupted for a period of 3 years or more,
the licensee, applicant, or contractor
or vendor shall satisfy the require-
ments of paragraphs (d), (e), (f), and (g)
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of this section. In meeting require-
ments set forth in paragraph (d)(4) of
this section, the licensee, applicant, or
contractor or vendor shall evaluate the
3 years before the date on which the
application for unescorted access was
submitted, or since the individual’s
eighteenth birthday, whichever is
shorter. For the 1-year period pro-
ceeding the date upon which the indi-
vidual applies for unescorted access or
unescorted access authorization, the 1i-
censee, applicant or contractor or ven-
dor shall ensure that the employment
history evaluation is conducted with
every employer, regardless of the
length of employment. For the remain-
ing 2-year period, the licensee, appli-
cant, or contractor or vendor shall en-
sure that the employment history eval-
uation is conducted with the employer
by whom the individual claims to have
been employed the longest within each
calendar month.

(ii) Reinstatement of unescorted access.
In satisfying the requirements of para-
graph (h)(1) of this section, for individ-
uals who have previously been granted
unescorted access or unescorted access
authorization, but whose access had
been terminated under favorable condi-
tions, licensees, applicants or contrac-
tors or vendors shall satisfy the re-
quirements of paragraphs (d), (e), (f),
and (g) of this section, with consider-
ation of the specific requirements for
periods of interruption described below
in paragraphs (h)(4)(ii)(A) or
(h)(4)(ii)(B) of this section, as applica-
ble. However, for individuals whose
unescorted access or unescorted access
authorization was interrupted for less
than or equal to 30 calendar days, li-
censees, applicants, or contractors or
vendors must only satisfy the require-
ments set forth in paragraphs (d)(1),
(d)(2), and (d)(3) of this section. The ap-
plicable periods of interruption are de-
termined by the number of calendar
days between the day after the individ-
ual’s access was terminated and the
day upon which the individual applies
for unescorted access or unescorted ac-
cess authorization.

(A) VFor individuals whose last
unescorted access or unescorted access
authorization status has been inter-
rupted for more than 30 calendar days
but less than or equal to 365 calendar
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days, the licensee, applicant or con-
tractor or vendor shall complete the
individual’s employment history eval-
uation in accordance with the require-
ments of paragraph (d)(4) of this sec-
tion, within 5 business days after rein-
statement. The licensee, applicant, or
contractor or vendor shall ensure that
the employment history evaluation has
been conducted with the employer by
whom the individual claims to have
been employed the longest within the
calendar month. However, if the em-
ployment history evaluation is not
completed within 5 business days of re-
instatement due to circumstances that
are outside of the licensee’s, appli-
cant’s, or contractor’s or vendor’s con-
trol and the licensee or applicant, con-
tractor or vendor is not aware of any
potentially disqualifying information
regarding the individual within the
past b years, the licensee may extend
the individual’s unescorted access an
additional 5 business days. If the em-
ployment history evaluation is not
completed within this extended 5 busi-
ness days, the licensee shall adminis-
tratively withdraw unescorted access
and complete the employment history
evaluation in accordance with
§73.56(d)(4) of this section. For re-cer-
tification of unescorted access author-
ization, prior to re-certification of
unescorted access authorization status
of an individual, the licensee or appli-
cant shall complete all the elements
stated above including drug screening
and employment evaluation.

(B) For individuals whose last
unescorted access or unescorted access
authorization status has been inter-
rupted for greater than 365 calendar
days but fewer than 3 years the li-
censee, applicant or contractor or ven-
dor shall evaluate the period of time
since the individual last held
unescorted access or unescorted access
authorization status, up to and includ-
ing the day the individual applies for
re-instated unescorted access author-
ization. For the 1-year period pro-
ceeding the date upon which the indi-
vidual applies for unescorted access au-
thorization, the licensee, applicant, or
contractor or vendor shall ensure that
the employment history evaluation is
conducted with every employer, re-
gardless of the length of employment.

524



Nuclear Regulatory Commission

For the remaining period, the licensee,
applicant or contractor or vendor shall
ensure that the employment history
evaluation is conducted with the em-
ployer by whom the individual claims
to have been employed the longest
within each calendar month. In addi-
tion, the individual shall be subject to
the psychological assessment required
in §73.56(e).

(5) Accepting unescorted access author-
ization from other access authorication
programs. Licensees who are seeking to
grant unescorted access or certify
unescorted access authorization or ap-
plicants who are seeking to certify
unescorted access authorization to an
individual who is subject to another ac-
cess authorization program or another
access authorization program that
complies with this section may rely on
those access authorization programs or
access authorization program elements
to comply with the requirements of
this section. However, the licensee who
is seeking to grant unescorted access
or the licensee or applicant who is
seeking to certify unescorted access
authorization shall ensure that the
program elements to be accepted have
been maintained consistent with the
requirements of this section by the
other access authorization program.

(6) Information sharing. To meet the
requirements of this section, licensees,
applicants, and contractors or vendors
may rely upon the information that
other licensees, applicants, and con-
tractors or vendors who are also sub-
ject to this section, have gathered
about individuals who have previously
applied for unescorted access or
unescorted access authorization, and
developed about individuals during pe-
riods in which the individuals main-
tained unescorted access or unescorted
access authorization status.

(i) Maintaining unescorted access or
unescorted access authorization.

1) Individuals may maintain
unescorted access or unescorted access
authorization status under the fol-
lowing conditions:

(i) The individual remains subject to
a behavioral observation program that
complies with the requirements of
§73.56(f) of this section.

(ii) The individual successfully com-
pletes behavioral observation refresher
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training or testing on the nominal 12-
month frequency required in
§73.56(f)(2)(ii) of this section.

(iii) The individual complies with the
licensee’s or applicant’s access author-
ization program policies and proce-
dures to which he or she is subject, in-
cluding the self-reporting of legal ac-
tions responsibility specified in para-
graph (g) of this section.

(iv) The individual is subject to an
annual supervisory review conducted in
accordance with the requirements of
the licensee’s or applicant’s behavioral
observation program. The individual
shall be subject to a supervisory inter-
view in accordance with the require-
ments of the licensee’s or applicant’s
behavioral observation program, if the
supervisor does not have the frequent
interaction with the individual
throughout the review period needed to
form an informed and reasonable opin-
ion regarding the individual’s behavior,
trustworthiness, and reliability.

(v) The licensee’s or applicant’s re-
viewing official determines that the in-
dividual continues to be trustworthy
and reliable. This determination must,
at a minimum, be based on the fol-
lowing:

(A) A criminal history update and
credit history re-evaluation for any in-
dividual with unescorted access. The
criminal history update and credit his-
tory re-evaluation must be completed
within 5 years of the date on which
these elements were last completed.

(B) For individuals who perform one
or more of the job functions described
in this paragraph, the trustworthiness
and reliability determination must be
based on a criminal history update and
credit history re-evaluation within
three years of the date on which these
elements were last completed, or more
frequently, based on job assignment as
determined by the licensee or appli-
cant, and a psychological re-assess-
ment within 5 years of the date on
which this element was last completed:

(I) Individuals who have extensive
knowledge of defensive strategies and
design and/or implementation of the
plant’s defense strategies, including—

(i) Site security supervisors;

(i1) Site security managers;

(iii) Security training instructors;
and
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(iv) Corporate security managers;

(2) Individuals in a position to grant
an applicant unescorted access or
unescorted access authorization, in-
cluding site access authorization man-
agers;

(3) Individuals assigned a duty to
search for contraband or other items
that could be used to commit radio-
logical sabotage (i.e., weapons, explo-
sives, incendiary devices);

(4) Individuals who have access, ex-
tensive knowledge, or administrative
control over plant digital computer
and communication systems and net-
works as identified in §73.54, includ-
ing—

(i) Plant network systems adminis-
trators;

(i1) IT personnel who are responsible
for securing plant networks; or

(5) Individuals qualified for and as-
signed duties as: armed security offi-
cers, armed responders, alarm station
operators, response team leaders, and
armorers as defined in the licensee’s or
applicant’s Physical Security Plan; and
reactor operators, senior reactor opera-
tors and non-licensed operators. Non-li-
censed operators include those individ-
uals responsible for the operation of
plant systems and components, as di-
rected by a reactor operator or senior
reactor operator. A non-licensed oper-
ator also includes individuals who
monitor plant instrumentation and
equipment and principally perform
their duties outside of the control
room.

(C) The criminal history update and
the credit history re-evaluation shall
be completed within 30 calendar days of
each other.

(vi) If the criminal history update,
credit history re-evaluation, psycho-
logical re-assessment, if required, and
supervisory review and interview, if ap-
plicable, have not been completed and
the information evaluated by the re-
viewing official within the time frame
specified under paragraph (v) of this
section, the licensee or applicant shall
administratively withdraw the individ-
ual’s unescorted access or unescorted
access authorization until these re-
quirements have been met.

(2) If an individual who has
unescorted access or unescorted access
authorization status is not subject to
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an access authorization program that
meets the requirements of this part for
more than 30 continuous days, then the
licensee or applicant shall terminate
the individual’s unescorted access or
unescorted access authorization status
and the individual shall meet the re-
quirements in this section, as applica-
ble, to regain unescorted access or
unescorted access authorization.

(j) Access to vital areas. Licensees or
applicants shall establish, implement,
and maintain a list of individuals who
are authorized to have unescorted ac-
cess to specific nuclear power plant
vital areas during non-emergency con-
ditions. The list must include only
those individuals who have a continued
need for access to those specific vital
areas in order to perform their duties
and responsibilities. The list must be
approved by a cognizant licensee or ap-
plicant manager or supervisor who is
responsible for directing the work ac-
tivities of the individual who is grant-
ed unescorted access to each vital area,
and updated and re-approved no less
frequently than every 31 days.

(k) Trustworthiness and reliability of
background screeners and access author-
ization program personnel. Licensees, ap-
plicants, and contractors or vendors
shall ensure that any individual who
collects, processes, or has access to
personal information that is used to
make unescorted access or unescorted
access authorization determinations
under this section has been determined
to be trustworthy and reliable.

(1) Background screeners. Licensees,
applicants, and contractors or vendors
who rely on individuals who are not di-
rectly under their control to collect
and process information that will be
used by a reviewing official to make
unescorted access or unescorted access
authorization determinations shall en-
sure that a trustworthiness and reli-
ability evaluation of such individuals
has been completed to support a deter-
mination that such individuals are
trustworthy and reliable. At a min-
imum, the following checks are re-
quired:

(i) Verify the individual’s true iden-
tity as specified in paragraph (d)(3) of
this section;

(ii) A local criminal history review
and evaluation based on information
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obtained from an appropriate State or
local court or agency in which the indi-
vidual resided;

(iii) A credit history review and eval-
uation;

(iv) An employment history review
and evaluation covering the past 3
years; and

(v) An evaluation of character and
reputation.

(2) Access authorization program per-
sonnel. Licensees, applicants, and con-
tractors or vendors shall ensure that
any individual who evaluates personal
information for the purpose of proc-
essing applications for unescorted ac-
cess or unescorted access authoriza-
tion, including but not limited to a
psychologist or psychiatrist who con-
ducts psychological assessments under
§73.56(e), has access to the files,
records, and personal information asso-
ciated with individuals who have ap-
plied for unescorted access or
unescorted access authorization, or is
responsible for managing any data-
bases that contain such files, records,
and personal information has been de-
termined to be trustworthy and reli-
able, as follows:

(i) The individual is subject to an ac-
cess authorization program that meets
the requirements of this section; or

(ii) The licensee, applicant, and con-
tractor or vendor determines that the
individual is trustworthy and reliable
based upon an evaluation that meets
the requirements of §73.56(d)(1) through
(d)(6) and (e) and either a local crimi-
nal history review and evaluation as
specified in §73.56(k)(1)(ii) or a criminal
history check that meets the require-
ments of §73.56(d)(7).

(1) Review procedures. BEach licensee
and applicant shall include a procedure
for the notification of individuals who
are denied unescorted access,
unescorted access authorization, or
who are unfavorably terminated. Addi-
tionally, procedures must include pro-
visions for the review, at the request of
the affected individual, of a denial or
unfavorable termination of unescorted
access or unescorted access authoriza-
tion that may adversely affect employ-
ment. The procedure must contain a
provision to ensure the individual is in-
formed of the grounds for the denial or
unfavorable termination and allow the
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individual an opportunity to provide
additional relevant information and an
opportunity for an objective review of
the information upon which the denial
or unfavorable termination of
unescorted access or unescorted access
authorization was based. The procedure
must provide for an impartial and inde-
pendent internal management review.
Licensees and applicants shall not
grant unescorted access or certify
unescorted access authorization, or
permit the individual to maintain
unescorted access or unescorted access
authorization during the review proc-
ess.

(m) Protection of information. Each li-
censee, applicant, contractor, or ven-
dor shall establish and maintain a sys-
tem of files and procedures to ensure
personal information is not disclosed
to unauthorized persons.

(1) Licensees, applicants and contrac-
tors or vendors shall obtain signed con-
sent from the subject individual that
authorizes the disclosure of any infor-
mation collected and maintained under
this section before disclosing the infor-
mation, except for disclosures to the
following individuals:

(i) The subject individual or his or
her representative, when the individual
has designated the representative in
writing for specified unescorted access
authorization matters;

(ii) NRC representatives;

(iii) Appropriate law enforcement of-
ficials under court order;

(iv) A licensee’s, applicant’s, or con-
tractor’s or vendor’s representatives
who have a need to have access to the
information in performing assigned du-
ties, including determinations of trust-
worthiness and reliability and audits of
access authorization programs;

(v) The presiding officer in a judicial
or administrative proceeding that is
initiated by the subject individual;

(vi) Persons deciding matters under
the review procedures in paragraph (k)
of this section; or

(vii) Other persons pursuant to court
order.

(2) All information pertaining to a
denial or unfavorable termination of
the individual’s unescorted access or
unescorted access authorization shall
be promptly provided, upon receipt of a
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written request by the subject indi-
vidual or his or her designated rep-
resentative as designated in writing.
The licensee or applicant may redact
the information to be released to the
extent that personal privacy informa-
tion, including the name of the source
of the information is withheld.

(3) A contract with any individual or
organization who collects and main-
tains personal information that is rel-
evant to an unescorted access or
unescorted access authorization deter-
mination must require that such
records be held in confidence, except as
provided in paragraphs (m)(1l) through
(m)(2) of this section.

(4) Licensees, applicants, or contrac-
tors or vendors and any individual or
organization who collects and main-
tains personal information on behalf of
a licensee, applicant, or contractor or
vendor, shall establish, implement, and
maintain a system and procedures for
the secure storage and handling of the
information collected.

(n) Audits and corrective action. Each
licensee and applicant shall be respon-
sible for the continuing effectiveness of
the access authorization program, in-
cluding access authorization program
elements that are provided by the con-
tractors or vendors, and the access au-
thorization programs of any of the con-
tractors or vendors that are accepted
by the licensee or applicant. Each li-
censee, applicant, and contractor or
vendor shall ensure that access author-
ization programs and program ele-
ments are audited to confirm compli-
ance with the requirements of this sec-
tion and those comprehensive actions
are taken to correct any non-conform-
ance that is identified.

(1) Bach licensee and applicant shall
ensure that its entire access authoriza-
tion program is audited nominally
every 24 months. Licensees, applicants
and contractors or vendors are respon-
sible for determining the appropriate
frequency, scope, and depth of addi-
tional auditing activities within the
nominal 24-month period based on the
review of program performance indica-
tors, such as the frequency, nature, and
severity of discovered problems, per-
sonnel or procedural changes, and pre-
vious audit findings.
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(2) Access authorization program
services that are provided to a licensee
or applicant by contractor or vendor
personnel who are off site or are not
under the direct daily supervision or
observation of the licensee’s or appli-
cant’s personnel must be audited by
the licensee or applicant on a nominal
12-month frequency. In addition, any
access authorization program services
that are provided to contractors or
vendors by subcontractor personnel
who are off site or are not under the di-
rect daily supervision or observation of
the contractor’s or vendor’s personnel
must be audited by the licensee or ap-
plicant on a nominal 12-month fre-
quency.

(3) Licensee’s and applicant’s con-
tracts with contractors or vendors
must reserve the licensee’s or appli-
cant’s right to audit the contractors or
vendors and the contractor’s or ven-
dor’s subcontractors providing access
authorization program services at any
time, including at unannounced times,
as well as to review all information and
documentation that is reasonably rel-
evant to the performance of the pro-
gram.

(4) Licensee’s and applicant’s con-
tracts with the contractors or vendors,
and contractors’ or vendors’ contracts
with subcontractors, must also require
that the licensee or applicant shall be
provided access to and be permitted to
take away copies of any documents or
data that may be needed to assure that
the contractor or vendor and its sub-
contractors are performing their func-
tions properly and that staff and proce-
dures meet applicable requirements.

(5) Audits must focus on the effec-
tiveness of the access authorization
program or program element(s), as ap-
propriate. At least one member of the
licensee or applicant audit team shall
be a person who is knowledgeable of
and practiced with meeting the per-
formance objectives and requirements
of the access authorization program or
program elements being audited. The
individuals performing the audit of the
access authorization program or pro-
gram element(s) shall be independent
from both the subject access authoriza-
tion programs’ management and from
personnel who are directly responsible
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for implementing the access authoriza-
tion program or program elements
being audited.

(6) The results of the audits, along
with any recommendations, must be
documented in the site corrective ac-
tion program in accordance with
§73.55(b)(10) and reported to senior
management having responsibility in
the area audited and to management
responsible for the access authoriza-
tion program. Each audit report must
identify conditions that are adverse to
the proper performance of the access
authorization program, the cause of
the condition(s), and, when appro-
priate, recommended corrective ac-
tions, and corrective actions taken.
The licensee, applicant, or contractor
or vendor shall review the audit find-
ings and take any additional corrective
actions, to include re-auditing of the
deficient areas where indicated, to pre-
clude repetition of the condition.

(7) Licensees and applicants may
jointly conduct audits, or may accept
audits of the contractors or vendors
that were conducted by other licensees
and applicants who are subject to this
section, if the audit addresses the serv-
ices obtained from the contractor or
vendor by each of the sharing licensees
and applicants. The contractors or ven-
dors may jointly conduct audits, or
may accept audits of its subcontractors
that were conducted by other licensees,
applicants, or contractors or vendors
who are subject to this section, if the
audit addresses the services obtained
from the subcontractor by each of the
sharing licensees, applicants, and the
contractors or vendors.

(i) Licensees, applicants, and con-
tractors or vendors shall review audit
records and reports to identify any
areas that were not covered by the
shared or accepted audit and ensure
that authorization program elements
and services upon which the licensee,
applicant, or contractor or vendor re-
lies are audited, if the program ele-
ments and services were not addressed
in the shared audit.

(ii) Sharing licensees and applicants
need not re-audit the same contractor
or vendor for the same time. Sharing
contractors or vendors need not re-
audit the same subcontractor for the
same time.
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(iii) Sharing licensees, applicants,
and contractors or vendors shall main-
tain a copy of the shared audits, in-
cluding findings, recommendations,
and corrective actions.

(0) Records. Licensee, applicants, and
contractors or vendors shall maintain
the records that are required by the
regulations in this section for the pe-
riod specified by the appropriate regu-
lation. If a retention period is not oth-
erwise specified, these records must be
retained until the Commission termi-
nates the facility’s license, certificate,
or other regulatory approval.

(1) Records may be stored and
archived electronically, provided that
the method used to create the elec-
tronic records meets the following cri-
teria:

(i) Provides an accurate representa-
tion of the original records;

(ii) Prevents unauthorized access to
the records;

(iii) Prevents the alteration of any
archived information and/or data once
it has been committed to storage; and

(iv) Permits easy retrieval and re-
creation of the original records.

(2) Licensees and applicants who are
subject to this section shall retain the
following records:

(i) Records of the information that
must be collected under paragraphs (d)
and (e) of this section that results in
the granting of unescorted access or
rtifying of unescorted access authoriza-
tion for at least 5 years after the li-
censee or applicant terminates or de-
nies an individual’s unescorted access
or unescorted access authorization or
until the completion of all related
legal proceedings, whichever is later;

(ii) Records pertaining to denial or
unfavorable termination of unescorted
access or unescorted access authoriza-
tion and related management actions
for at least 5 years after the licensee or
applicant terminates or denies an indi-
vidual’s unescorted access or
unescorted access authorization or
until the completion of all related
legal proceedings, whichever is later;
and

(iii) Documentation of the granting
and termination of unescorted access
or unescorted access authorization for
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at least 5 years after the licensee or ap-
plicant terminates or denies an indi-
vidual’s unescorted access or
unescorted access authorization or
until the completion of all related
legal proceedings, whichever is later.
Contractors or vendors may maintain
the records that are or were pertinent
to granting, certifying, denying, or ter-
minating unescorted access or
unescorted access authorization that
they collected for licensees or appli-
cants. If the contractors or vendors
maintain the records on behalf of a li-
censee or an applicant, they shall fol-
low the record retention requirement
specified in this section. Upon termi-
nation of a contract between the con-
tractor and vendor and a licensee or
applicant, the contractor or vendor
shall provide the licensee or applicant
with all records collected for the 1li-
censee or applicant under this chapter.

(3) Licensees, applicants, and con-
tractors or vendors shall retain the fol-
lowing records for at least 3 years or
until the completion of all related pro-
ceedings, whichever is later:

(i) Records of behavioral observation
training conducted under paragraph
(£)(2) of this section; and

(ii) Records of audits, audit findings,
and corrective actions taken under
paragraph (n) of this section.

(4) Licensees, applicants, and con-
tractors or vendors shall retain written
agreements for the provision of serv-
ices under this section, for three years
after termination or completion of the
agreement, or until completion of all
proceedings related to a denial or unfa-
vorable termination of unescorted ac-
cess or unescorted access authorization
that involved those services, whichever
is later.

() Licensees, applicants, and con-
tractors or vendors shall retain records
of the background investigations, psy-
chological assessments, supervisory re-
views, and behavior observation pro-
gram actions related to access author-
ization program personnel, conducted
under paragraphs (d) and (e) of this sec-
tion, for the length of the individual’s
employment by or contractual rela-
tionship with the licensee, applicant,
or the contractor or vendor and three
years after the termination of employ-
ment, or until the completion of any
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proceedings relating to the actions of
such access authorization program per-
sonnel, whichever is later.

(6) Licensees, applicants, and the
contractors or vendors who have been
authorized to add or manipulate data
that is shared with licensees subject to
this section shall ensure that data
linked to the information about indi-
viduals who have applied for
unescorted access or unescorted access
authorization, which is specified in the
licensee’s or applicant’s access author-
ization program documents, is re-
tained.

(i) If the shared information used for
determining individual’s trust-
worthiness and reliability changes or
new or additional information is devel-
oped about the individual, the licens-
ees, applicants, and the contractors or
vendors that acquire this information
shall correct or augment the data and
ensure it is shared with licensees sub-
ject to this section. If the changed, ad-
ditional or developed information has
implications for adversely affecting an
individual’s trustworthiness and reli-
ability, the licensee, applicant, or the
contractor or vendor who discovered or
obtained the new, additional or
changed information, shall, on the day
of discovery, inform the reviewing offi-
cial of any licensee or applicant access
authorization program under which the
individual is maintaining his or her
unescorted access or unescorted access
authorization status of the updated in-
formation.

(ii) The reviewing official shall evalu-
ate the shared information and take
appropriate actions, which may include
denial or unfavorable termination of
the individual’s unescorted access au-
thorization. If the notification of
change or updated information cannot
be made through usual methods, licens-
ees, applicants, and the contractors or
vendors shall take manual actions to
ensure that the information is shared
as soon as reasonably possible. Records
maintained in any database(s) must be
available for NRC review.

(7) If a licensee or applicant adminis-
tratively withdraws an individual’s
unescorted access or unescorted access
authorization status caused by a delay
in completing any portion of the back-
ground investigation or for a licensee
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or applicant initiated evaluation, or re-
evaluation that is not under the indi-
vidual’s control, the licensee or appli-
cant shall record this administrative
action to withdraw the individual’s
unescorted access or unescorted access
authorization with other licensees sub-
ject to this section. However, licensees
and applicants shall not document this
administrative withdrawal as denial or
unfavorable termination and shall not
respond to a suitable inquiry conducted
under the provisions of 10 CFR parts 26,
a background investigation conducted
under the provisions of this section, or
any other inquiry or investigation as
denial nor unfavorable termination.
Upon favorable completion of the back-
ground investigation element that
caused the administrative withdrawal,
the licensee or applicant shall imme-
diately ensure that any matter that
could link the individual to the admin-
istrative action is eliminated from the
subject individual’s access authoriza-
tion or personnel record and other
records, except if a review of the infor-
mation obtained or developed causes
the reviewing official to unfavorably
terminate or deny the individual’s
unescorted access.

[74 FR 13979, Mar. 27, 2009]

§73.57 Requirements for criminal his-
tory records checks of individuals
granted unescorted access to a nu-
clear power facility or access to
Safeguards Information.

(a) General. (1) Each licensee who is
authorized to operate a nuclear power
reactor under part 50 of this chapter, or
to engage in an activity subject to reg-
ulation by the Commission shall com-
ply with the requirements of this sec-
tion.

(2) Bach applicant for a license to op-
erate a nuclear power reactor under
part 50 of this chapter or to engage in
an activity subject to regulation by the
Commission, as well as each entity who
has provided written notice to the
Commission of intent to file an appli-
cation for licensing, certification, per-
mitting, or approval of a product sub-
ject to regulation by the Commission
shall submit fingerprints for those in-
dividuals who will have access to Safe-
guards Information.
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(3) Before receiving its operating li-
cense under part 50 of this chapter or
before the Commission makes its find-
ing under §52.103(g) of this chapter,
each applicant for a license to operate
a nuclear power reactor (including an
applicant for a combined license) may
submit fingerprints for those individ-
uals who will require unescorted access
to the nuclear power facility.

(b) General performance objective and
requirements. (1) Except those listed in
paragraph (b)(2) of this section, each li-
censee subject to the provisions of this
section shall fingerprint each indi-
vidual who is permitted unescorted ac-
cess to the nuclear power facility or ac-
cess to Safeguards Information. Indi-
viduals who have unescorted access au-
thorization on April 1, 1987 will retain
such access pending licensee receipt of
the results of the criminal history
check on the individual’s fingerprints,
so long as the cards were submitted by
September 28, 1987. The licensee will
then review and use the information
received from the Federal Bureau of In-
vestigation (FBI), and based on the
provisions contained in this rule, deter-
mine either to continue to grant or to
deny further unescorted access to the
facility or Safeguards Information for
that individual. Individuals who do not
have unescorted access or access to
Safeguards Information after April 1,
1987 shall be fingerprinted by the li-
censee and the results of the criminal
history records check shall be used
prior to making a determination for
granting unescorted access to the nu-
clear power facility or access to Safe-
guards Information.

(2) Licensees need not fingerprint in
accordance with the requirements of
this section for the following cat-
egories:

(i) For unescorted access to the nu-
clear power facility (but must adhere
to provisions contained in §§73.21 and
73.22): NRC employees and NRC con-
tractors on official agency business; in-
dividuals responding to a site emer-
gency in accordance with the provi-
sions of §73.55(a); a representative of
the International Atomic Energy Agen-
cy (IAEA) engaged in activities associ-
ated with the U.S./IAEA Safeguards
Agreement at designated facilities who
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has been certified by the NRC; law en-
forcement personnel acting in an offi-
cial capacity; State or local govern-
ment employees who have had equiva-
lent reviews of FBI criminal history
data; and individuals employed at a fa-
cility who possess “Q’ or “L’ clear-
ances or possess another active govern-
ment granted security clearance, i.e.,
Top Secret, Secret, or Confidential;

(ii) For access to Safeguards Infor-
mation only but must adhere to provi-
sions contained in §§73.21, 73.22, and
73.23: the categories of individuals spec-
ified in 10 CFR 73.59.

(iii) Any licensee currently proc-
essing criminal history requests
through the FBI pursuant to Executive
Order 10450 need not also submit such
requests to the NRC under this section;
and

(iv) Upon further notice to licensees
and without further rulemaking, the
Commission may waive certain re-
quirements of this section on a tem-
porary basis.

(3) The licensee shall notify each af-
fected individual that the fingerprints
will be used to secure a review of his/
her criminal history record, and inform
the individual of proper procedures for
revising the record or including expla-
nation in the record.

(4) Fingerprinting is not required if
the utility is reinstating the
unescorted access to the nuclear power
facility or access to Safeguards Infor-
mation granted an individual if:

(i) The individual returns to the same
nuclear power utility that granted ac-
cess and such access has not been in-
terrupted for a continuous period of
more than 365 days; and

(ii) The previous access was termi-
nated under favorable conditions.

(5) Fingerprints need not be taken, in
the discretion of the licensee, if an in-
dividual who is an employee of a li-
censee, contractor, manufacturer, or
supplier has been granted unescorted
access to a nuclear power facility or to
Safeguards Information by another li-
censee, based in part on a criminal his-
tory records check under this section.
The criminal history check file may be
transferred to the gaining licensee in
accordance with the provisions of para-
graph (f)(3) of this section.
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(6) All fingerprints obtained by the li-
censee under this section must be sub-
mitted to the Attorney General of the
United States through the Commis-
sion.

(7) The licensee shall review the in-
formation received from the Attorney
General and consider it in making a de-
termination for granting unescorted
access to the individual or access to
Safeguards Information.

(8) A licensee shall use the informa-
tion obtained as part of a criminal his-
tory records check solely for the pur-
pose of determining an individual’s
suitability for unescorted access to the
nuclear power facility or access to
Safeguards Information.

(c) Prohibitions. (1) A licensee may
not base a final determination to deny
an individual unescorted access to the
nuclear power facility or access to
Safeguards Information solely on the
basis of information received from the
FBI involving:

(i) An arrest more than 1 year old for
which there is no information of the
disposition of the case; or

(ii) An arrest that resulted in dis-
missal of the charge or an acquittal.

(2) A licensee may not use informa-
tion received from a criminal history
check obtained under this section in a
manner that would infringe upon the
rights of any individual under the First
Amendment to the Constitution of the
United States, nor shall the licensee
use the information in any way which
would discriminate among individuals
on the basis of race, religion, national
origin, sex, or age.

(d) Procedures for processing of finger-
print checks. (1) For the purpose of com-
plying with this section, licensees
shall, using an appropriate method list-
ed in §73.4, submit to the NRC’s Divi-
sion of Facilities and Security, Mail
Stop T-6E46, one completed, legible
standard fingerprint card (Form FD-
258, ORIMDNRCOOOZ) or, where prac-
ticable, other fingerprint record for
each individual requiring unescorted
access to the nuclear power facility or
access to Safeguards Information, to
the Director of the NRC’s Division of
Facilities and Security, marked for the
attention of the Division’s Criminal
History Check Section. Copies of these
forms may be obtained by writing the
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Office of Information Services, U.S.
Nuclear Regulatory Commission,
Washington, DC 20555-0001, by calling
(301) 415-7232, or by e-mail to
FORMS.Resource@nrc.gov. Guidance on
what alternative formats might be
practicable is referenced in §73.4. The
licensee shall establish procedures to
ensure that the quality of the finger-
prints taken results in minimizing the
rejection rate of fingerprint cards due
to illegible or incomplete cards.

(2) The Commission will review appli-
cations for criminal history checks for
completeness. Any Form FD-258 or
other fingerprint record containing
omissions or evident errors will be re-
turned to the licensee for corrections.
The fee for processing fingerprint
checks includes one free resubmission
if the initial submission is returned by
the FBI because the fingerprint impres-
sions cannot be classified. The one free
resubmission must have the FBI Trans-
action Control Number reflected on the
resubmission. If additional submissions
are necessary, they will be treated as
an initial submittal and require a sec-
ond payment of the processing fee. The
payment of a new processing fee enti-
tles the submitter to an additional free
resubmittal, if necessary. Previously
rejected submissions may not be in-
cluded with the third submission be-
cause the submittal will be rejected
automatically.

(3)(i) Fees for the processing of fin-
gerprint checks are due upon applica-
tion. Licensees shall submit payment
with the application for the processing
of fingerprints through corporate
check, certified check, cashier’s check,
money order, or electronic payment,
made payable to “U.S. NRC.” (For
guidance on making electronic pay-
ments, contact the Security Branch,
Division of Facilities and Security, at
(301) 415-7404). Combined payment for
multiple applications is acceptable.

(ii) The application fee is the sum of
the user fee charged by the FBI for
each fingerprint card or other finger-
print record submitted by the NRC on
behalf of a nuclear power plant 1li-
censee, and an administrative proc-
essing fee assessed by the NRC. The
NRC processing fee covers administra-
tive costs associated with NRC han-
dling of licensee fingerprint submis-
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sions. The Commission publishes the
amount of the fingerprint check appli-
cation fee on the NRC public Web site.
(To find the current fee amount, go to
the Electronic Submittals page at
http://www.nre.gov/site-help/e-submit-
tals.html and see the link for the Crimi-
nal History Program under Electronic
Submission Systems.) The Commission
will directly notify licensees who are
subject to this regulation of any fee
changes.

(4) The Commission will forward to
the submitting licensee all data re-
ceived from the FBI as a result of the
licensee’s application(s) for criminal
history checks, to include the FBI fin-
gerprint record.

(e) Right to correct and complete infor-
mation. (1) Prior to any final adverse
determination, the licensee shall make
available to the individual the con-
tents of records obtained from the FBI
for the purpose of assuring correct and
complete information. Confirmation of
receipt by the individual of this notifi-
cation must be maintained by the li-
censee for a period of 1 year from the
date of the notification.

(2) If after reviewing the record, an
individual believes that it is incorrect
or incomplete in any respect and wish-
es changes, corrections, or updating (of
the alleged deficiency), or to explain
any matter in the record, the indi-
vidual may initiate challenge proce-
dures. These procedures include direct
application by the individual chal-
lenging the record to the agency, i.e.,
law enforcement agency, that contrib-
uted the questioned information or di-
rect challenge as to the accuracy or
completeness of any entry on the
criminal history record to the Assist-
ant Director, Federal Bureau of Inves-
tigation Identification Division, Wash-
ington, DC 20537-9700 as set forth in 28
CFR 16.30 through 16.34. In the latter
case, the FBI then forwards the chal-
lenge to the agency that submitted the
data requesting that agency to verify
or correct the challenged entry. Upon
receipt of an official communication
directly from the agency that contrib-
uted the original information, the FBI
Identification Division makes any
changes necessary in accordance with
the information supplied by that agen-
cy. Licensees must provide at least 10
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days for an individual to initiate ac-
tion to challenge the results of an FBI
criminal history records check after
the record being made available for his/
her review. The licensee may make a
final adverse determination based upon
the criminal history record, if applica-
ble, only upon receipt of the FBI’s con-
firmation or correction of the record.

(3) In addition to the right to obtain
records from the FBI in paragraph
(e)(1) of this section and the right to
initiate challenge procedures in para-
graph (e)(2) of this section, an indi-
vidual participating in an NRC adju-
dication and seeking to obtain Safe-
guards Information for use in that ad-
judication may appeal a final adverse
determination by the NRC Office of Ad-
ministration to the presiding officer of
the proceeding. The request may also
seek to have the Chief Administrative
Judge designate an officer other than
the presiding officer of the proceeding
to review the adverse determination.

(f) Protection of information. (1) Each
licensee who obtains a criminal history
record on an individual under this sec-
tion shall establish and maintain a sys-
tem of files and procedures for protec-
tion of the record and the personal in-
formation from unauthorized disclo-
sure.

(2) The licensee may not disclose the
record or personal information col-
lected and maintained to persons other
than the subject individual, his/her rep-
resentative, or to those who have a
need to have access to the information
in performing assigned duties in the
process of granting or denying
unescorted access to the nuclear power
facility or access to Safeguards Infor-
mation. No individual authorized to
have access to the information may re-
disseminate the information to any
other individual who does not have a
need to know.

(3) The personal information ob-
tained on an individual from a criminal
history record check may be trans-
ferred to another licensee:

(i) Upon the individual’s written re-
quest to the licensee holding the data
to re-disseminate the information con-
tained in his/her file; and

(ii) The gaining licensee verifies in-
formation such as name, date of birth,
social security number, sex, and other
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applicable physical characteristics for
identification.

(4) The licensee shall make criminal
history records obtained under this
section available for examination by
an authorized representative of the
NRC to determine compliance with the
regulations and laws.

(5) The licensee shall retain all fin-
gerprint and criminal history records
received from the FBI, or a copy if the
individual’s file has been transferred,
on an individual (including data indi-
cating no record) for 1 year after termi-
nation or denial of unescorted access to
the nuclear power facility or access to
Safeguards Information.

[52 FR 6314, Mar. 2, 1987; 52 FR 7821, Mar. 13,
1987, as amended at 53 FR 52994, Dec. 30, 1988;
55 FR 35563, Aug. 31, 1990; 56 FR 19008, Apr. 25,
1991; 57 FR 7645, Mar. 4, 1992; 59 FR 662, Jan.
6, 1994; 59 FR 385564, July 29, 1994; 60 FR 24552,
May 9, 1995; 68 FR 58820, Oct. 10, 2003; 69 FR
58822, Oct. 1, 2004; 72 FR 49561, Aug. 28, 2007;
73 FR 30460, May 28, 2008; 73 FR 63580, Oct. 24,
2008; 74 FR 62684, Dec. 1, 2009]

§73.58 Safety/security interface re-
quirements for nuclear power reac-
tors.

(a) Bach operating nuclear power re-
actor licensee with a license issued
under part 50 or 52 of this chapter shall
comply with the requirements of this
section.

(b) The licensee shall assess and man-
age the potential for adverse effects on
safety and security, including the site
emergency plan, before implementing
changes to plant configurations, facil-
ity conditions, or security.

(c) The scope of changes to be as-
sessed and managed must include
planned and emergent activities (such
as, but not limited to, physical modi-
fications, procedural changes, changes
to operator actions or security assign-
ments, maintenance activities, system
reconfiguration, access modification or
restrictions, and changes to the secu-
rity plan and its implementation).

(d) Where potential conflicts are
identified, the licensee shall commu-
nicate them to appropriate licensee
personnel and take compensatory and/
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or mitigative actions to maintain safe-
ty and security under applicable Com-
mission regulations, requirements, and
license conditions.

[74 FR 13987, Mar. 27, 2009]

§73.59 Relief from fingerprinting,
identification and criminal history
records checks and other elements
of background checks for des-
ignated categories of individuals.

Fingerprinting, and the identifica-
tion and criminal history records
checks required by section 149 of the
Atomic Energy Act of 1954, as amend-
ed, and other elements of background
checks are not required for the fol-
lowing individuals prior to granting ac-
cess to Safeguards Information, includ-
ing Safeguards Information designated
as Safeguards Information-Modified
Handling as defined in 10 CFR 73.2:

(a) An employee of the Commission
or the Executive Branch of the United
States government who has undergone
fingerprinting for a prior U.S. govern-
ment criminal history records check;

(b) A member of Congress;

(c) An employee of a member of Con-
gress or Congressional committee who
has undergone fingerprinting for a
prior U.S. government criminal history
records check;

(d) The Comptroller General or an